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3adaBneHne o6 aBTOPCKMX NpaBax

Bce npaBa 3amLLeHbI.

Bce ocTanbHbie ynoMnHaemble TOBapHbl€ 3Hakn MOryT ObITb 3aperncTtpnpoBaHHbIMU TOBApHbIMU

3HaKaMun COOTBETCTBYHOLLUMX BriagenbLeB.

PacnpOCTpaHeHme CyWweCTBEHHO N3BMEHEHHbIX Bepcvu7| AaHHOro pykosoAcCTBa 3anpeLlieHo 6e3 aBHOro
pas3pelieHnda Bnagenbla aBTOPCKUX npas.

PacnpocTpaHeHue HacToAWwMX Unu nepepaboTaHHbIX MaTepuanos, BXOASLLMX B AaHHOE PYKOBOACTBO, B
BUAE NeYaTHOro n3aaHna (KH1rn) sanpeLleHo 6e3 NMcbMeHHOro pa3peLLeHunst X BragesnbLa.

JOKYMEHTALINA NMOCTABJTAETCA «KAK ECTb». HE CYWLECTBYET HUKAKNX ABHO
BbIPAXEHHbIX NN MOAPA3YMEBAEMbIX OBA3ATENLCTB, MOATBEPXOEHNN UITN
FAPAHTUW, B TOM YUCIIE U CBA3AHHbLIX C TOBAPHOCTbLIO MPOMPAMMHOIO OBECMEYEHNA
NI NMPUrogHOCTLIO ErO AnA NCTONb30BAHMA B OMNMPEOENEHHBLIX LEJTAX, HACKOJTbKO
TAKAA Or'PAHUYEHHOCTb OTBETCTBEHHOCTW OOMNYCKAETCA 3AKOHOM.



1 BBepeHue

B aTOM JOKYyMEHTEe onucbiBaeTCsl HAaCTPolika pe3epBHOro konnpoeaHus 6a3 PostgreSQL. 3a

DOMoNHUTENBHON HOpMaLMeln obpaTUTECh K Mosib30BaTENbCKOM AoKyMeHTauun Kubep Bakan.

Knbep Bakan nogaoepxuBaeT pe3epBHoe KonupoBaHue 6a3 PostgreSQL, Postgres Pro, a Takxe
knactepa PostgreSQL Ha 6aze Patroni.

1.1 Bo3mMoXxHoOCTH

1. Kubep Bakan noanepxusaeT crieayiolime Buabl pe3epBHOro0 KONMpoBaHUs:
* MOMHOEe PeE3epPBHOE KOMMPOBAHME;
* VHKPEMEHTHOe pe3epBHOE KOMMpoBaHue.

MNMonHoe pe3epBHOE KOMMPOBaHWE 03HaAYaeT pe3epBHOE KOMMPOBaHWeE KIacTepoB ¢ 6a3amu AaHHbIX.
Ha ogHom cepBepe MoXeT BbiTb HECKOMBKO KI1acTepoB.

2. Kubep Bakan nogaepxnBaeT B KAYECTBE XpaHUMNULL, pe3epBHbIX KOMMWIA:
* JloKanbHble Nanku;
e CceTeBble Nanku;
* NFS;
* y3nbl XpaHeHus;
* JIEHTHI.
3. Kubep bakan noppepXvBaeT criefytolme BapuaHTbl pacnncaHns pe3epBHOro KONMpOBaHWS:
e Bcerga nosiHoe;
e eXeHe/lenbHO NomnHoe, eXeHEBHO NHKPEMEHTHOE;

* [pyroe (nonb3oBaTenbckas cXema).


https://cyberprotect.ru/documentation/backup

2 I'Iop,p,erMBaeMble ornepaunoHHblie CUCTeMbl

[nsa pesepBHoro konvposaHusi 6a3 PostgreSQL HyXHo ycTaHoBUTbL areHT Kubep bakan ans
onepaLMoHHON CUCTEMbI, KOTOPYHO Bbl ncnonb3yete (areHT Windows unum areHT Linux), a Takxe areHT
PostgreSQL. TpeboBaHusi kK onepauyoHHbIM cucTemam, nopgaepxmeaembim Windows- u Linux-areHtamu,

npuBeeHbl B fokyMeHTaunm Knbep bakan B pa3gene "TpeboBaHusa K nporpammHoMy obecneyeHunio”.

Y areHTa PostgreSQL 6onee y3kne TpeboBaHNs K ONepaLuoHHbIM CUCTEMaM, MO3TOMY YUNTbIBaNTe
CMUCOK NOAAEPXKMBAEMbIX OMEPALMOHHBLIX CUCTEM, MPUBEAEHHBIN HUXE.

2.1 MNopnepxnBaemslie onepauyoHHble cuctembl Windows

¢ Windows Server 2008 R2 (x64)
* Windows Server 2012 R2 (x64)
* Windows Server 2016

* Windows Server 2019

* Windows Server 2022

¢ Windows 7 (x64)

¢ Windows 8 unu 8.1 (x64)

¢ Windows 10 (x64)

2.2 lNoopepxnBaemble onepauyoHHble cucTeMsbl Linux

Linux c Bepcuen agpa ot 3.0 v BbiLwe:

¢ Astra Linux 1.6 n Bbllle

PEOOC7.2,7.3

* POCA «KOBAJTbT» 7.9

¢ AnbT Cepep 10

* Red Hat Enterprise Linux 7.x 1 BblLwe

e Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS
¢ SUSE Linux Enterprise Server 12 v Bbilwe
* Debian 10 u Bbiwwe

¢ CentOS 7.x 1 BbllLe



3 MNMopnepxusaemMble Bepcun PostgreSQL

Bbl MOXeTe BbINOMHATL pe3epBHOe konvpoBaHue 6a3 PostgreSQL cneaytoLmx Bepcuit:

PostgreSQL 11, 12,13, 14, 15, 16

Postgres Pro Standard 11, 12, 13, 14, 15, 16

Postgres Pro Enterprise 11, 12, 13, 14, 15, 16

Patroni 3.0-3.2.1



4 MoaroToBka K yCTaHOBKE NPOrpamMmbi

4.1 MNpepBaputenbHble TpeboBaHUA

Ina pa6otbl ¢ PostgreSQL y Bac posmxHbl 6biTb nuueH3un «Knbep bakan PacluMpeHHasn pegakums ans
PostgreSQL» Ha kaxapin ak3emnnap PostgreSQL, pe3epBHOe KONMpoBaHUe KOTOPOro Bbl NaHupyeTe
BbINOSHATb. [1py 3TOM KONMMYECTBO NIULLEH3UIA HE 3aBUCUT OT KONMYECTBA yCTaHaBIMBaEMbIX areHTOB
PostgreSQL.

Cospaiite y4eTHylo 3anuch nosnb3oBaTens Ha cepBepe PostgreSQL, ¢ nomollblo koTopoii 6yaeT
MponcxoanTb coeamHeHne ¢ nporpammoii Kubep Bakan.

YyueTHas 3anucb gonxHa obnagate npusunernen SUPERUSER.

Hanpumep, MOXHO MCNONb30BaTb KOMaHAy:
CREATE USER <replicator> SUPERUSER PASSWORD <password>

oe:
* <replicator> — nmsa yyeTHon 3anucu;

* <password> — naporb y4eTHO 3anmcu.

Ecnu nnaHupyetca paboTatb ¢ knactepom PostgreSQL, To Ha BCex y3nax Knacrepa LoSxHa 6bITb
co3aHa y4eTHas 3anucb C 0OQUHAKOBbLIM UMEHEM W NapOosiEM.

4.2 Heobxoanmble KOMNOHEHTbI MPOrpaMmbl

YT106bI 3aWmnTUTL AaHHble PostgreSQL, Heo6xoanMo yCTaHOBUTL CrieayoLmMe KOMIMOHEHTbI:

* CepBep ynpaneHus N03BONAET LLeHTPanM30BaHHO yNpaBnATb HECKONbKMMU MaLLUMHaAMK: CO3[aBaTb
nnaHbl pe3epBHOro KOMMPOBaHWS, OTCEXUBATb UX BbINOSIHEHNE, pa3BepPTbIBaTb areHTbl U BbINOSHATb
apyrue gencteusi. Ero MoxHo yctaHoBuTb Ha mawmHe ¢ Windows unum Linux, KoTopasi UMeeT CeTeBoM
OOCTYM KO BCEM YrnpaBnsieMbiM MallvHaMm.

YUTtobbl yCTaHOBUTL CEPBEP YNPaBIEHMS, BbINOMHUTE OENCTBUS, ONMCaHHbIE B pa3aene "YCcTaHOoBKa
cepBepa ynpasneHnsa" oOKyMeHTauumn nonb3oBaTens.

¢ AreHTbl HeO6X0AMMbI N PE3EPBHOIO0 KONMPOBaHUSI CEpBEPOB U 6a3 AaHHbIX.
° B 3aBMCMMOCTM OT ONepaLMOHHON CUCTEMbI CepBepa, Ha KoTopom paboTtaeT PostgreSQL,
yctaHoBuTe Ha cepaep AreHT ans Windows nnu AreHT ans Linux.
° Y106bl 3aWMTUTE UINYECKMIA NN BUPTYanbHbI cepBep, Ha KoTopom paboTaeT PostgreSQL,
ycTaHoBuTe areHT ana PostgreSQL.
YUTobbl yCTAHOBUTL areHTbl, BbINOIHUTE AENCTBUSA, ONUCaHHbIE B pa3nene "JlokanbHas ycTaHoBKa
areHToB" AOKyMeHTaLumMmn nonb3oBaTens.

AreHT PostgreSQL moxeT ObITb YCTAaHOBIEH Kak Ha cepBep, Ha KOTOPOM HaxoaAaTcs 6a3bl PostgreSQL,
Tak 1 Ha ApYryo MaLLuHy.



Ecnu Bbl ycTaHaBnmBaeTe areHT PostgreSQL Ha gpyryto MalunHy:

1. Y6egutecb, UTo MalluHa c areHToM 1 cepBep PostgreSQL cmoryT o6MeHNBaTbCA AaHHbIMU MO CETU.
OTKpoiiTe Heo6X0AMMbIE NOPThI, HACTPONTE COeANHEHNE, ecrnn TpeByeTca - HAaCTPOWTE NPOKCK-
cepsep.

2. Ha cepBepe PostgreSQL pa3pelunTe nokasnbHble BxogsLme coenHeHmns Tuna replication.

4.3 Hactpoika ayteHTudpunkaumm B PostgreSQL

YTtobbl HacTpouTb coeanHenne mexay Knbep bakan n PostgreSQL, BHecUTe U3MEHEHUS B
KOHdurypaumoHHsle dannbl postgresqgl.conf n pg_hba.conf. No ymonyaHuio KoHUrypaunoHHble dansbl
HaxoaaTcs B KaTanore ¢ AaHHbIMK KnacTepa 6a3bl faHHbIX.

4.3.1 HacTtpouka KoHdurypaumoHHoro granna postgresqgl.conf

[o6aBsbTe B chann postgresql.conf napameTp listen_addresses u ykaxuTte, ¢ Kakux agpecoB (areHToB)
BO3MOXHO MOAKIoYeHUe K ak3emnnsipy PostgreSQL, Hanpumep:

listen_addresses = 0.0.0.0

3a 6onee noapobHon nHdopmaumen o napametpe listen_addresses obpaTutech kK oduLmansHON

DokyMeHTaumu PostgreSQL (Hanpumep, napameTpbl NOAKITIOYEHNI).

4.3.2 HacTtpouka KoHdurypaumoHHoro dhanna pg_hba.conf
YkaxuTe B anne pg_hba.conf napameTpbl ayTeHTUMKALMM C MOMOLLIO HOBbIX 3anucen.

Kaxpas 3anuck B pg_hba.conf o603HavaeT Tun coeamHeHus, ouanasoH |IP-agpecoB KnueHTa (ecnm oH
COOTHOCUTCS C TUMOM COeAMHEHNSR), UMS 6a3bl AaHHbIX, UMS Nofb30BaTessi U crnocob ayTeHTudukaumu,
KOTOprI7I 6y,u,eT MCNnoJsib30BaH AnAa coeaAnHeHnA. I'IepBaﬂ 3anncb C noaxogAawnmmn napamMmeTpamMmm
npumMeHaeTca anAa ayTeHTVICbVIKaLWIVI nonb30BaTend.

3HaueHus nonem:
TYPE

Tun nogkntoueHus. 3HaveHue local ynpaensieT nogknioueHnsamu yepes Unix-cokeTbl. be3 nogobHom
3anucy nogknoyeHns Yepes Unix-cokeTbl HEBO3MOXHbI. 3Ha4eHne host ynpaBnsieT Nnoaknio4YeHnaMMU,
ycTaHaBnmBaembimu no TCP/IP.

DATABASE

OnpepnensaeT, Kakum MMeHaM 6a3 iaHHbIX COOTBETCTBYET 3Ta 3anunck. 3HadeHue all onpegenser, 4To
noaxoAsT Bce 6a3bl AaHHbIX. 3HayeHue replication nokasbiBaeT, YTO 3anNMCb COOTBETCTBYET, eCln
3anpalumBaeTcs NogktoyeHre gns dusnyeckomn pennukaummn (uMenTe B BUAY, YTo ANs Takux
NoaKNoYEHN He BbIGUpaeTca Kakas-To KOHKpeTHas 6a3a aaHHbIX). Heckonbko MMEH 6a3 faHHbIX
MOXHO yKa3aTb, pasfenss ux sansateiMu. Daiin, cogepxalimnin meHa 6a3 AaHHbIX, MOXHO yKa3aTb,
NMocTaBUB 3HaK @ B Ha4yasie ero UMeHM.


https://postgrespro.ru/docs/postgresql/16/runtime-config-connection

USER

Yka3bIBaeT, KaKOMy UMeHU (N1 UMeHaM) nonb3oBaTens 6a3bl AaHHbIX COOTBETCTBYET 3Ta 3aruchb.
3HaueHue all nokasbiBaeT, YTO 3anMcb COOTBETCTBYET BCEM NONb30BaTENAM. HECKONBKO MMEH
nosib3oBaTesNie MOXHO yYKa3aTb, pasaenas ux sanatoimu. Pann, cogepxalinin MMeHa Nonb30BaTesen,

MOXHO yKa3aTb, NOCTaBMB 3HaK @ B Havarne ero UMeHu.
ADDRESS

Yka3sblBaeT agpec (Mnv agpeca) KINMEHTCKON MaLLVHbl, KOTOPbIM COOTBETCTBYET faHHasA 3anucb. JT0
rone MOXeT cofiepXaTb UMsi KOMMNbloTEpPa, Anana3oH IP-aapecoB unv ogHo 13 KNyeBbIX ClOB.

[nana3oH IP-agpecos yka3biBaeTcsa B BUAE Ha4anbHOro agpeca gmanasoHa, A0NOSIHEHHOro KOComn
yepTon (/) u anmHon macku CIDR. [OnuHa macku 3a4aéT KonnM4ecTBo CTaplumx 6utoB KnneHTckoro |P-
afpeca, KoTopble A0MXHbI COBNaaaTh ¢ butamu IP-agpeca guanasoHa. butel, Haxoaswmecs npaeee, B
yka3zaHHoM IP-appece fonxHbl 6b61Tb HyneBbiMu. Mexay IP-agpecom, 3Hakom / n anvHon macku CIDR He

[OOJTXHO BbITb NPO6enbHbIX CUMBOJIOB.

METHOD

MeToa-ayTeHTUdbUKaLmu.

YUTto6bl kK PostgreSQL MOXHO 6b110 NOAKNOYATLCA C TOTMHOM M MaponeM, ykaxuTe 3HavyeHne md5.

[na yyeTHon 3anucu nonb3oBaTens PostgreSQL, ¢ NOMOLLbIO KOTOPOW MPOUCXOAUT cCoeanHEHne C
nporpammon Kubep bakan (cMm. pa3gen "lMpenBaputenbHble TpeboBaHusa” (CTp. 7)), ykaxute MeToa
ayTeHTuUdMKauuu trust.

3a 6onee nogpobHon MHpopMauueit o KoHdUrypaunoHHom daiine pg_hba.conf obpaTutecs k
odhmumansHon nokymeHTtaumm PostgreSQL (Hanpumep, chann pg_hba.conf).

4.3.2.1 Npumepbl 3anncen

3anuncu Ans NoAKNIYEeHMA areHTa ¢ 3Toro Xe cepsepa no agpecy 127.0.0.1 gna nonb3oBaTens replicator:

# TYPE DATABASE  USER ADDRESS METHOD
host all replicator 127.0.0.1/32 trust
host replication replicator 127.0.0.1/32 trust

3anucu ana nogkniYeHnst areHTa ¢ gpyroro cepsepa ¢ agpecom 10.10.10.100 ans ntoboro
nonb3oBaTens fnokanbHon cuctemsl no TCP/IP:

#TYPE DATABASE USER ADDRESS METHOD
host all all 10.10.10.100/32 md5
host replication all 10.10.10.100/32 md5

Mpumep darina pg_hba.conf c Heob6xoaANMbBIMY 3aNUCAMM:


https://postgrespro.ru/docs/postgresql/16/auth-pg-hba-conf

# TYPE DATABASE USER ADDRESS METHOD

# "local"” is for Unix domain socket connections only

local all all peer
# IPv4d local connections:

host all replicator 127.8.8.1/32 trust
host all all B.0.8.8/8 md5
host all all 127.8.8.1/32 ident
# IPv6 local connections:

host all all ::1/128 ident

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication replicator 127.8.8.1/32 trust
host replication all 8.0.8.8/8 md5
host replication all 127.8.8.1/32 md5S
host replication all 1217128 ident
BHumaHue

[lna HacTporikn ayTeHTUdUKaumm npu nepexoge ¢ sepcumn Kubep bakan 15 O6HoeneHne 2.6 unu Knbep
Bakan O6HoBneHve 2.7 Ha Kubep Bakan 16 obpatutech K pa3geny /13BecTHble npobnembl 1 nx

peLueHus.
Mocne BHeceHUs1 n3MeHeHWI B dhaiinbl KOHpUrypauum nepesanycTtute cnyxoy PostgreSQL:

systemctl restart postgresq|l



5 YcraHOBKa 1 HacTpoikKa nporpamMmbl

BbinonHanTe gencreusa no YCTaHOBKe 1 HaCTpOVIKe nporpamMmbl B crnegyroulem nopagke:

1.

2
3.
4

MoprotoBbTe cepep PostgreSQL. ObpatuTe BHUMaHue Ha nogaepxreaemMsie Bepcumn PostgreSQL.
Ecnu Bbl ycTaHaBnuBaeTe areHT PostgreSQL He Ha cepeepe PostgreSQL, noarotoBsTe coeguHeHmne.
Hactpowite napameTpbl ayTeHTudukaumm Ha cepepe PostgreSQL.

YcTtaHoBuTe nporpammy Knbep Bakan, B coctaB KoTopow BXxoauT areHT PostgreSQL. MNoapobHee B

pasfene nonb30BaTeNbCKOW JOKYMEHTaLmMM 06 yCTaHOBKE NPOrpamMmbl.

B npouecce yctaHoBKM Bam 6yneT npeanoxeHo BblbpaTb areHTbl, KOTOpbIE Bbl XOTUTE YCTAHOBUTb.

Beibepute areHT PostgreSQL v areHT Windows (unu areHT Linux). OHu ycTaHaBnmBaloTCa BMECTE.

lMocne yctaHoBKM Nporpammbl Yepes Beb-koHcornb Knbep bakan nobasbTe nuueH3nn «Knbep bakan

PacwupeHnHas pegakuus ans PostgreSQL» ana kaxpgoro aksemnnspa PostgreSQL, pe3epBHoe

KOMNMpOBaHWe KOTOPOro Bbl MIaHNpyeTe BbINONHATL. [ogpobHee cM. B pa3aene nonb30BaTenbCKon

OOKYMeHTauum o6 ynpaBneHun fINLEH3NAMN.

Yepes Beb-koHconb Knbep Bakan nobasbTe ycTpoiictBa PostgreSQL. WenkHute Bee ycTpoiicTea >

[o6aBuTb 1 BbIGEpUTE NPUIIOXEHME:

a. Ecnu Heobxogmmo nobasutb cepep PostgreSQL, B cnucke MpunoxeHus Bbibepute
PostgreSQL.

b. Ecnu Heobxoammo nobasutb knactep PostgreSQL, B cnvcke MpunoxeHus Boibepute Knactep
PostgreSQL Patroni.

YKkaxuTe HacTponku coeguHeHuns ¢ PostgreSQL:

Beepute nma xocta unu IP-agpec cepepa PostgreSQL 1 nopT nogxnioveHnst (o yMonyaHuio ans

cepBepa PostgreSQL ucnonbayetcs nopt 5432, ans knactepa PostgreSQL - nopt 8008), nms

nosnib3oBaTeNd U Naposb YY4EeTHOM 3anucu ang nogknoderns kK PostgreSQL 1 Haxmnte KHOMKY

Do6aBuTh.

Y6eamTech, 4To NpuU HACTpoKKe napamMeTpoB ayTeHTUdVKaLuy Bbl HACTPOUN METOS

ayTeHTudmKauum trust.

B cnucke yctponcTs otobpasntcsa pa3gen PostgreSQL ¢ nobaBneHHbIM CEPBEPOM UMM KNacTePOM.

Ona knactepa PostgreSQL B pasnene CeBeeHUs otobpa3utcs nidopmaumsa o6 IP-agpecax/umeHax

y3nos, poctynHocTb (Online/Offline) n cratycol yanos (Leader/Replica).

HacTpoviTe pe3epBHoe konMpoBaHue 6a3 PostgreSQL. MogpobHee cM. B pasgene "Pe3epBHoe

konmpoBaHue PostgreSQL" (cTp. 12).



6 Pe3epBHoe konupoBaHue PostgreSQL

[nsi cozpaanua nnaHa 3awyThl BbINOSTHUTE crieaytolume AeNCTBuS:
1. Mepengute B YcTpoicTea > PostgreSQL.

2. Bblbepute cepBep PostgreSQL, KOTOpbI Bbl XOTUTE 3aLUMTUTD.
3. lMepenanTe Ha BKNaaKy cripaBa 3alUUTUTD.

PostgreS5QL » Bce cepsepbl PostgreSQL @ @

Q Mownck : CraHgapTHoe v @ 3aWnTUTL

Twn WUma 1 CocTosiHne Mocneanan konus Cnegywowas Konua
Al Aytony o .{I}. BoccTaHOBAEHWe

'W localhost:5432 OKT 18

E CeefeHuna
@ JeAcTemA
@ OnoseLeHna

(=) postgres

4. B none Mecto coxpaHeHus HaxmMuTe YkasaTb 1 Bbibepute MecTo XpaHeHUs1 pe3epBHbIX KOMUIA.
BbibepuTe cyluecTBytoLLee XpaHunuLLe unu Haxmute [Jo6aBUTb XpaHWUNULLIE U YKaXuUTe Apyroe.
Bo3moxHble BapraHTbl XpaHeHUs pe3epBHbIX KOMWI: fIoKanbHas nanka, ceteBas narka, y3sen
xpaHeHus, Knbep MHdpactpykTypa, nanka NFS, SFTP.

MoapobHee o BbIbope MecTa XpaHeHUs pe3epBHbIX KOMNuii cM. B pa3aene "Bbibop mecTa HasHayeHns"
pyKOBOACTBA MNornb3oBaTens.

5. B none PacnucaHue ykaxuTe cxemy n nepuoamMyHOCTb BbINOMHEHNUS pe3epBHOro KonnposaHus. B
TeKyLen BEPCUN [OCTYMNHbI MOSIHOE pe3epBHOE KONMMPOBaHUE U MHKPEMEHTHOE pe3epBHOE
KONMpoBaHue.

MoppobHee cMm. B pasaene "Pe3epBHoe KonvpoBaHue > PacnncaHve" pykoBOACTBa Nofb3oBaTerns.

6. B none CpoK XxpaHEeHUs yKaxuTe CPOK XpaHEHWS pe3epBHbIX KOMWI 1 MpaBuia OYNCTKM XpaHunuLa.
MoppobHee cMm. B paspene "Pe3epBHoe KonvpoBaHue > [NpaBuna xpaHeHus" pyKoBOACTBa
nonb3oBaTens.

7. Tpu HeobxoAMMOCTM 3aUTUTE pe3epBHbIe Konuu napornem. NoapobHee cMm. B pasaene "Pe3epBHoe
KonnpoBaHue > 3alumTa naponem" pykoBOACTBa Nofb3oBaTensi.

8. [HeobsizaTenbHo] B none MapamMeTpbl pe3epBHOro KONMMpoBaHUA Haxmute M3MeHUTb 1 ykaxunTe
cnepywolime napameTpbl:

* [eneHue. Boibepute MeToq pasfeneHnsi pe3epBHbIX KONU Ha MeHbLUME No pa3Mepy parmMeHTbI.

* Vms cpaiina pe3epBHOI Konuu. YkaxuTe WwabnoH assi HauMeHoBaHui hannoB pe3epBHbIX KOMUIA.

e O6paboTka oWKnboK. YKaxuTe nopsanok 06paboTku olmMboK, BO3HUKAIOLLMX NPU Pe3epBHOM

KonnpoBsaHuu.



e Cnocob pe3epBHOro KonMpoBaHus knactepa [TonbKo AJf1si pe3epBHOIro KONMpoBaHUs KnacTepal.
MoppobHee cMm. B paspene "Pe3epBHoe KonvpoBaHue > Cnocob pe3epBHOro KonMpoBaHusi
Knactepa" pyKoBOACTBa Monb30BaTens.

* YnpaBneHue neHTamu. YKaxuTe NopsaoK 3anncu pe3epBHbIX KOMWIM Ha NIEHTOYHbIE YCTPOUCTBA.

* yPOBeHb cxaTtus. Ykaxute YPOBEHb CXaTuA JaHHbIX NPy pe3epBHOM KONMMPOBaHUN.

I'Iapamepr| pe3epBHOro KONMMpoeaHms @ X
Q MoWCK MO MMEHK BeiGepuTe METD Pa3BMEHNA PE3EDBHBIX KOMWI Ha MEHBLLWE MO
pa3mMepy GparmeHThl
LeneHwe ® ABTOMaTUYECKH

Pe3epBHas konua ByaeT pasaeneHa TONBLKO B TOM Cy4ae, ecv oHa
HE NOMEeLLAeTCA Ha CbEMHEIA HOCUTENb, OTNPaBnAeTca Ha FTP-
cepeep W eé pasMep NpesbIlaeT MakCMMankHbIA pasMep daina,
KOTOpbIiA NOAAepXWBaeTcs B (alinoBoi cMcTeMe.

WMma dalina pesepeHoM
KOMKK

0bpaboTKa oLWKMboK
MOCTOAHHBIA pasMep

Cnocob pesepBHOro
KOMWPOBAHWA KNacTepa

YNpaBneHne NeHTamm

YpoBeHb CKaTKA

MoppobHee cMm. B paspene "lMapamMeTpbl pe3epBHOro KONMpoBaHUS" pyKOBOACTBa NOSIb30BaTeNS.

9. Haxmwute NMpuMeHUTb. HOBbLIN NnaH 3almTbl NOSABUTCS B CNUCKE N1aHOB.

B pe3yrnbTaTte Bbl CMOXETE:

¢ BbinonHsTb pe3epBHOe konupoBaHue 6a3 PostgreSQL. MNMoapobHee cMm. B pasaene "Pe3epBHoe
KOnupoBaHue" pykoBOACTBa MNosib30BaTens.

¢ BbinonHsaTk BoccTaHoBneHne 6a3 PostgreSQL n3 pe3epBHbIX KONWIA.



7 TlogknoyeHue ak3emnnapa PostgreSQL us
apxuBa

MoakntoyeHune ak3emnnsapa PostgreSQL u3 apxvea MOXeT NOHaA06uUTbLCA A5 NPOCMOTPa COAEPXMMOro
pe3epBHOM KONUK unun gpyrux onepavun ¢ 6asomn aaHHbIx cpeacresamm PostgreSQL.

7.1 MNpeppaputenbHble TpeboBaHNA

* Ha mawwuHe c areHToMm PostgreSQL un Ha cepeepe PostgreSQL, koTopoMy npuHagnexuT pesepsHas
Konusi, AOXHbI COBMaaTh onepaumnoHHas cuctema, Bepcua u pegakuusi PostgreSQL.

* Ha mawwuHe c areHTom PostgreSQL B kKoHurypaunoHHom darine
/opt/acronis/var/dsp.database.pg/postgresql-agent.json B cekuuu server > recovery_instance > binaries
Heo6x0ouMO yKa3aTb NyTb K ucnonHsemoim davinam PostgreSQL. Hanpumep:

"recovery_instance": {
"run_as_user"; "postgres",
"binaries": ["/usr/pgsql-15/bin/postgres"]
}

Lanee nepesanyctute cnyxoy areHta PostgreSQL.:

aakore restart

[na nopknioveHns ak3emnnsipa 6a3bl faHHbIX PostgreSQL 13 apxuBa:
1. Mepengute B YcTpoicTBa > PostgreSQL.
2. Bbibepute ak3emnnsap PostgreSQL, KOTOPbIN HYXHO NOOKHOYUTD.

3. MepewaunTe Ha BKNaaky cnpasa BoccTtaHoBneHue.

NMpumeyaHue
Jn6o nepeiigmTe B XpaHunuie pesepBHbIX KONUiA, BbibeprTe HEOH6XOAMMOE XPaHUULLE U
nepenamnTe Ha BKnapgky cnpasa [okasaTb pe3epBHbIe KOMuM.

4. BblbepuTte HYXHbI apxuB AJ1s1 NOAKYEHMS U HaxXMuTe BoccTtaHOBUTL AaHHble PostgreSQL.



BbiGepuTe apxuB 1 HaxmuTe crnpasa MNogKniounTb.

KMNBEPMNPOTEKT postgres

W postgres@10.77.45.18:5432
2023

ABIryCcT

25 MATHULA

18:00

12:04

lMpoBepbTe HACTPONKU U HaXMNTE MOHTUPOBATb.

® ©
D BOCCTAHOBWTL

Kak Gaines

MogknoYnTb

MoaknounTeCh K BOCCTaHOBIIEHHOIN Ga3e AaHHbIX M CoOBepLUNTE HEOOX0AMMbIE AENCTBUS CpeacTBamMu

PostgreSQL.

MNepengute B MaHenb MoHnTopuHra > [lecTBus 1 Boibepute onepaumio NogknioyeHms 6asb

AaHHbIX. I'IpepBMTe noaKnYyeHne apxmea 6a3bl faHHbIX.



8 BoccraHoBneHue 6a3 gaHHbIX PostgreSQL

[1ns BoccTaHOBMIEHUS BCEro ak3emMnnsipa 6a3bl faHHbIX PostgreSQL:

1. Mepengute B YcTpoicTea > PostgreSQL.

N

Bbibepute ak3emnnsp PostgreSQL, KOTOpbIi HY>XXHO BOCCTaHOBUTb.

w

MepenanTe Ha BKNaaKy cnpaBa BoccTaHoBNeHue.

MpumeyaHue
In6o nepevignTe B XpaHunuiwe pe3epBHbIX KONUit, BbibeprTe HE0O6XOAMMOE XPaHWUMULLE 1
nepengute Ha BKnagky cnpasa lNokasaTb pe3epBHbIE KONMUU.

&

BbibepuTte HyXHyo KOMuto Ans BOCCTaHOBMNEHUA U HaxmunTe BoccTaHoBWTL faHHble PostgreSQL.

PostgreSQL » Bce cepeepsl PostgreSaL localhost:5432 X

Q Mouck rpysied @ win10x64simple: C:\backups\

PesepaHble KOMMK: 3 YAaruTL BCe
Tan Wmn + CocTosHue 3

@ localhost:5432 AB
Buepa, 18:00 L]

HoBbilid NNaH 3almTsl
318 MB
Monxoe

BOCCTAHOBEWTL JAHHEIE POSTGRESQL

© O W ¢

®

5. BbibepuTe apxuB 1 HaxmuTe cnpaBa BoccTaHOBUTbL Kak (haiinbl.

6. Bbl6epl/ITe MEeCTO AnAa BOCCTaHOBJ1I€HUA q)aﬁnos, npoBepbTe OCTalibHble HaCTpOI7IKI/I N HaAXmMuTe
HauyaTb BoccTaHoOBMEeHuUe.

Xog BbINOMHEHWA BOCCTaHOBMNEHUA NOKa3aH Ha BKnaake [encTBus.

8.1 ['paHynapHoe BOCCTaHOBNEHUE OTAENbHbIX 6a3
AaHHbIX PostgreSQL

I"paHynapHOe BOCCTaHOBIIEHUE AOCTYMHO TOJbKO A5 6a3 AaHHbIX PostgreSQL, ycTaHOBMEHHbIX Ha
MalumHax nog ynpaeneHnem OC Linux. [JOCTyNHO BOCCTaHOBMIEHME OTAENbHbIX 6a3 AaHHbIX U3 €AMHOr0
apxvBa pe3epBHOM KONUM.

8.1.1 lMNpepnpapuTtenbHble TpeboBaHusA

e [1na BO3MOXHOCTU FpaHynspHOro BOCCTaHOBMEHNSI HA MaLUUHY ¢ areHToM PostgreSQL Heobxoammo
yCTaHOBUTb OnbnunoTteky libfuse.

[1ns BoccTaHoBMEHUs oTAeNbHbIX 6a3 AaHHbIX PostgreSQL:


https://github.com/libfuse/libfuse

1. Mepengute B YcTpoicTBa > PostgreSQL.
2. Bbibepute sk3emnnap PostgreSQL, 13 KOTOPOro Bbl XOTUTE BOCCTAHOBUTbL 6a3bl AAHHbIX.

3. lMepenanTe Ha BKNaaKy crnpaBa BoccTtaHoBneHue.

NMpumeyaHue

In6o nepeiignTe B XpaHunuiie pe3epBHbIX KOMMUIA, BbIbepute HE06X0AMMOE XpaHUULLE 1
nepenguTe Ha BKraaKy cnpasa [TokasaTb pe3epBHble KOMuMm.

4. HaxmuTte Ha UMA pe3epBHON KONumM 1 Bbibepute HeOBXoAMMbIE [N BOCCTaHOBNEHUA 6a3bl U3
apxuBa.

s postgres@10.77.45.18:5432 @ ©

postgr

m

Tun Wma S O BOCCTAHOBUTH
v % d1 . sl I-I—_I Ziﬁj:icc?;rf_f
v 5 d1-r1 8.27 MG

% postgres 8.33 Mb

5. BbibepuTte cnocob BoCcCTaHOBMEHUS:
* Ecnu Heobxoanmo cpasy BOCCTaHOBUTL BbibpaHHble 6a3bl M3 apxuBa, HaXMUTE cripaBa
BoccTaHOBUTb.

* Ecnu HeobxoamMmo coxpaHuTb BblbpaHHble 6a3bl U3 apxuBa B oTAenbHble dump-daiinbl, HaXMUTe
cnpaBa BoccTtaHoButb B dump-chaiin.

6. [Ecnu BbibpaHo BoccTaHOBNEHUE 6a3 U3 apxmBa] YkaxuTe crieaytoLime HacTPOnKK:
* Bbibepute Bpems BocctaHOBMEHMS. MOXHO OCTaBUTb BPEMS CO3AaHNA PE3EPBHOW KONUK Un
yKa3aTb BPeMsi C MOMEHTa CO3[aH1sl pe3ePBHON Konuu.

* Ok3emnnsap 6a3bl gaHHbIX PostgreSQL, kyaa 6ynet npoMcxoantb BOCCTaHOBIIEHME.

NMpumeyaHue
Bepcus ak3emnnspa PostgreSQL, kyna 6yaeT npoucxoamTs BOCCTAHOBNEHNE, [OMXHA ObITb HE
HUXe BOCCTaHaBnMBaeMoil. Pegakumm ak3eMnnspoB 6a3 AaHHbIX A0MXHbI COBNaAaTh. IK3emMnnsap

6a3bl faHHbIX, CO3aHHbI U3 KNAacTEPU30BAHHOMO 3K3EMMIISPa, MOXHO BOCCTAHOBUTb Ha
HeKacTepn30BaHHbIN 3K3eMMNsip U HA0GOPOT.

b ﬂ,ﬂﬂ Ka)K,D,OI7I Bbl6paHHOI7I 6a3bl U3 apxuBa yKaxute MecCTo OJid BOCCTaHOBJIEHUA. Bo3MoxHble
BapuaHTbl: B ICXOAHYI0 6a3y, B HOBYt0 6a3y.

7. [Ecnu BbibpaHo coxpaHeHue 6a3 aAaHHbIX B dump-channbl] Ykaxute crieaytoLlme HacTpOnKu:

* Bbibepute Bpems BoccTaHoBMEHMSA. MOXHO OCTaBUTb BpEMS CO3[aHNA pe3epBHOW KONUK Uin
yKa3aTb BpeMsl C MOMEHTa CO3[aHusl pe3epBHOI Konuu.



e MecTo xpaHeHua dump-cannos.
8. Haxmwute HayaTb BocCTaHOBIEHUE.

9. [Ecnu BbIGpaHO BOCCTaHOBIIEHWE B UCXOAHYIO 633y AaHHbIX] YKaxuTe NopsaoK BOCCTaHOBNEHUs 6a3

OaHHbIX U HaXMuTe HayaTb BOCCTaHOBSIEHME.

OKoH4aTenbHas npoBepkKa

BriGpaHHsie Ga3ssl GyoyT BOCCTAHOENEHL B MCXOAHLIA
3k3eMnnAp (10.77.243.76:5432).

@ Mepe3anucaTs CyWEeCTeyLMe §assl

He Nepe3anucbiBaTk CYLIECTBYHWMWE Ga3kl

¥AanuTe Lenesyk Gasy 40 WNKW NOCNe BOCCTAHOBNEHWA:

MNepen BOCCTAHOBNEHWEM

® [oCne BOCCTAHOBNEHUA (PEKOMEHAOBAHO)

HAYATL
BOCCTAHOBINEHME OTMEHA

Xoa BbINONHEHNS BOCCTAHOBIEHUA NOKa3aH Ha BKNagke JencTBus.

18 © 000 KubepnpoTekT, 2024



9 OrpaHunyeHus

» He nopaepxusaeTcs NofiHoe pe3epBHOe konupoBaHue 6a3 AaHHbIX PostgreSQL B xpaHunuiue nog,
yrnpasneHueMm y3na xpaHeHus ¢ BKIOYEHHO AeaynnmKaumen pe3epBHbIX KOMUid.

* He noppepxuBaeTcs pe3epBHOe KonupoBaHue 6a3 aaHHbIx PostgreSQL B 3alumiieHHoe naponem
XpaHunuuie noA ynpasrfieHNneM y3na XxpaHeHus.

* He nogaepxuBaeTca rpaHynsipHoe BOCCTaHOBSIEHME Ha MalunHax nog ynpasneHmem OC Windows.

* He noagepxuBaeTcs rpaHyfisipHOe BOCCTaHOBEHME AN pe3epBHbIX KOMUIA Ha JIEHTOYHbIX
HakonuTensx.



10 U3BecTHble Npo6nemMbl U UX peLueHus

10.1 HacTtpownka ayteHTnpmnkaumm

Ecnu Bbl BbINOMHANKM HAacTpoliKy ayTeHTudukaummn PostgreSQL B Kubep bakan 15 Bepcuin O6HoBneHue
2.6 unn O6HoBMEeHNe 2.7 B COOTBETCTBUU C HCTPYKLIMEN U BNIOCNEACTBUM NEPELLNN Ha Bepcuio Kubep

Bakan 16, pesepBHoe konvpoBaHue PostgreSQL MoxeT 3aBepLuaTtbes € OLUMGKOW.

{"error": "FATAL: no pg_hba.conf entry for host "10.77.242.110", user "postgres", database
"template 1", no encryption (SQLSTATE 28000)",

"request-id": "bff753db-34f0-4ee9-bbda-d429f45b4ea3",
"service": "PostgreSQL",

"serviceMsg": "FATAL: no pg_hba.conf entry for host "10.77.242.110", user "postgres", database
"template 1", no encryption (SQLSTATE 28000)"}

PelueHne

B nyHkTe IPv4 local connections canna pg_hba.conf ykaxute HacTporiki Tak, Kak noka3aHo B
cneaywoLiem npumepe:

host all all 127.0.0.1/32 trust
host all all 0.0.0.0/0 md5.

Mocne Toro, Kak Bbl U3MEHWUM HAacTPOVKK, Nepe3anycTute PostgreSQL.

MpumeyaHue
YkaxuTe ip-agpeca B COOTBETCTBUM CO CBOEN KOH(pUrypaumen.

10.2 CnoTbl pennimkaumm

PesepBHoe KonupoBaHm1e No pacrnmcaHuio ocTaHaBIMBAETCs C OLIMGKON Nocrie HECKOSbKMX CO3AaHNM,

3anycKoB Mo pacnu1caHuio 1 yaaneHun nnaHoB pe3epBHOro KoNMpoBaHus.

OLWNBKA: ncnonb3ytotca Bce cnotbl pennukaumm (SQLSTATE 53400)
OWMWMBKA: syntax error (SQLSTATE 42601)

PelueHne
Y,D,aJ'IVITe HeHy)KHbIe CNnoTbl pennimkauun prqHyIO, I/ICI'IOJ'Ib3yF| cnep,ylou.me KOMaHAbI:

e [lonyuuTb BCe CNOThI:
select * from pg_replication_slots where slot_name like 'cp%'
* Ypanutb cnort:

select pg_drop_replication_slot(‘cp_3odiqs5psps0knx0bgjz3g_dsuqcSakrjsninSfhrésrg')
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