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1 O6wume cBepeHusa

1.1 Onucanve

B aTom pykoBoACTBE NpuBeAEeHbl ONUCaAHNE TUMOBOW apXUTEKTYPbI Y NPUMEpP HaCTPOWKK ABYXY3/10BOIO
0TKa30yCTOMYMBOrO KrnacTepa As1sl NporpamMmmHoro obecneyeHmnsi pe3epBHOro KONMPOBaHUs U
BOCCTaHoBNeHUs AaHHbix Knbep bakan B onepauunoHHon cucteme Pep OC 7.3 Mypowm. B kauvecTBe
nporpaMMHoOro obecneyeHns Ana nogaepXaHus LenoCTHOCTU KracTepa U BbIMOMTHEHUS CUTHarbHbIX
dyHKuM ncnonblyetca Corosync, a ons ynpaBneHnst pecypcamm knacrtepa — Pacemaker.

1.2 HasHauyeHune ooKyMeHTa 1 ueneBasi ayantopus

[aHHbIA AOKYMEHT NpefHa3HayeH s CreLnanncToB, KOTOpble BbINOMHAT BHEAPEHWE W 3KCMnyaTaumo
cpep, pe3epBHOro KonMpoBaHUS 1 BOCCTAaHOBIIEHUSI AaHHbIX HAa OCHOBE NPOrpaMMHOro obecneyeHus
Knbep bakan. [Npy HanucaHny JOKYMEHTa He yYMTbIBAOTCA BCE BO3MOXHbBIE BApUaHThl KnacTepusawmm,
OnNLUMM KNnacTePHbIX PeCypcoB, Cnocobbl obecneyeHuns LLENOCTHOCTM KracTepa, AOCTYMNHbIE B
nporpammHom cteke Pacemaker/Corosync, BBMAY X OFPOMHOIo pa3Hoobpa3us u 3aBUCUMOCTH OT
UCnonb3yemMoro 060pyA0BaHMsA B KOHKPETHON UHCTannAuMn. [JoOKyMeHT onucbiBaeT obLume npuHLmnbI
HacTpowikn knactepa Pacemaker/Corosync, nepeyeHb U peKOMEHAYEMbIE HAaCTPOWKN PECYPCOB
knactepa ans Kubep bakan, npymep HaCTpOWKM TUMNOBOro ABYXY3MOBOro Krnacrepa Ha (huanyecknx

cepBepax C BblAeNeHHON BUPTyanbHOM MaLUMHON-CBUAETENEM.

[laHHbIN OKYMEHT He sIBMsieTCA PyKOBOACTBOM Mo nporpaMmmHoMy obecrnedeHuto Pacemaker/Corosync u

He 3aMeHAeT TEXHUYECKYI0 AOKYMEHTaLUUI0 NO YKa3aHHbIM NMpoAYyKTaM.



2 ApxuTekTypa

Moaxon, MCﬂOﬂb3yeMblﬁ B JAaHHOM pyKOBOACTBE, MOXET ObITb NPpUMEHEH KakK Npu NoCTpoeHnn Krnacrtepos
BbICOKOM AOCTYNMHOCTHU, PacrnoJiI0OXXEeHHbIX LEJINKOM Ha OfHOW nnowagke, Tak n Mpn NOCTpOEeHNn

KaTacTpooyCTONUMBLIX KITaCTEPOB, pacnpeaeneHHbIX No HECKONbKUM LLeHTpaM 06paboTKu AaHHbIX.

2.1 KOMNOHEHTbI Knacrepa

B maHHOM pykoBOACTBE onvcaH cnocob knactepusaummn Kubep bakan, Bknoyatowmin 3aaeincTsoBaHme
cnenyrowmx KOMNOHEHTOB:

» [1Ba annapaTHbIX cepBepa c BbigeneHHbiMn IPMI-uHTepdencamu;
¢ BHelwHsiA 6ro4Has cuctema xpaHeHusl, 4OCTynHas no npotokony iSCSI;

e BblgeneHHbIn cepBep, NPeAnoYTMTENBHO BUPTYyann30oBaHHbIV A1 KBOPYMHOrO YCTPONCTBa (Tak
HasblBaeMbI "cBuaeTens" unm "apoutp").

Knactep Knbep bakan siBnsieTcs Knaccuyecknm 0TkasoyCTONYMBBLIM KIacTeEPOM C 06LLMMM
pa3gensemMbiMy JUCKamu U BUpTyarnbHbiM IP-agpecom cepsurca. LlenocTtHocTb Knactepa

obecneuynBaeTcs MexaHnamamm Stonith ¢ ucnonb3oBaHnem dpyHkumoHana IPMI n 3awmTon ot split brain
npv NOMOLLY BHELLHEro apbuTpa.

Cxema KOMIMOHEHTOB KNacrepa:

CyberBackup
agent

Virtual IP failover ! Virtual IP
Address . Address |
CyberBackup mgmtserver [ 7 “CyberBackup mgmt server Cluster witness
Active node High-availability Standby node Quorum device
hostname: cms-1 Cluster hostname: cms-2 hostname: witness
0S: Red OS 7.3 Murom (|

> ¢ [ > 0S:Red 05 7.3 Murom 0s: Red 0S 7.3 Murom
oﬁted}% S
| |
s J

A~

E|

External block storage
(isCsl, FC)

2.2 Pecypcol knactepa

[ns byHKUMOHUPOBaHMSA KnacTepa HeobxoauMO HaCTPOUTb CriefytoLLMe TUMbl KIaCTePHbIX PeCYpPCOB:



¢ Paspgensiemble 6noYHble AUCKOBbLIE YCTPONCTBA;

¢ [lepemellaeMblie hannoBble CUCTEMBI;

* [lepemewaemsbiin (BUpTyanbHbii) IP-agpec, Takxe HasbiBaembli VIP (Virtual IP);
¢ Cnyx6bl Knbep bakan;

* |PMI-pecypchbl.

[epeBo 3aBUCUMOCTEN PECypCoB KilacTepa U306paxkeHo Ha CrieaytoweM pUCyHKe.

cepeuchi systemd

ESHID D

[var/lib/Acronis /etc/Acronis lopt/acronis IPaddr
\_ thalinoBble CUETEMbI Y,
p
block_dev_0 block de block_dev_2
\_ pasgensaembie BnoYHble OWUCKW P
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3 PasBepTbiBaHUE U HACTPOMKa

3.1 HacTtpowuka cetu

3.1.1 TpeboBaHus K opraHM3aumm CeTu

Y3nam knactepa, IPMI-uHtepdeincam n BHelHeMy apOuTpy AOXHbI ObITb Ha3HAYEHbI CTaTUYECKNe

appeca IPv4. Apgpeca y3noB knacrtepa 1 nepemMeltaemMsiin IP-agpec oonmxHbl HAXOAUTLCA B O4HOM

cermeHTe ceTu. Agpeca BHeluHero apoutpa un IPMI-uHTepdeincoB MoryT HaxoanMTbCsi B OTAESbHbIX

CerMeHTax cetu, OOCTYMNHbIX C NCNOJIb30BaHMeEM ceTeBom MapuwpyTtmnsaunn, HoO Takxe 0oJ1IXKHa ObITb

obecneyeHa ceTeBasi CBA3HOCTb CO CTOPOHbI Y3110B KJlacTtepa.

Nms IPMI- BuptyanbHbiid
Tun oC IP-appec . OnucaHue
xocTa uHTepdenc IP-appec
PEO cms-1 10.77.44.58/22 10.77.0.58/22 MepBbIn y3en
oC KrnacTtepa gns
7.3.3 cepeepa
x64 ynpaenexusa Kubep
Bakan. BapuaHT
ycTaHoBKWU: "cepBep
Vaen MUHUManbHbIN".
10.77.44.57/22
Knactepa | pen | ems-2 | 10.77.44.59/22 | 10.77.0.59/22 BTopoil y3en
oC Knactepa ans
7.3.3 cepBepa
x64 ynpasneHua Knéep
Bakan. BapuaHt
ycTaHOBKWU: "cepBep
MUHUManbHbIN".
Apbutp PEL witness 10.77.44.61/22 | — - Apbutp c
oC KBOPYMHBIM
7.33 yCTPONCTBOM Anif
x64 npefoTepalleHns
split brain. BapuaHTt
yCTaHoBKMU: "cepBep
MUHUMarnbHbIN".
HOonyctnmo
ncnonb3oBaHne
BUPTYanbHON
MaLLUHbI.




3.1.2 Hactpoika ceTeBbIx MHTEpPdENCOB

Ha Bcex y3nax knactepa 1 apbuTpe HacTponTe cTaTU4eckne CeTeBble afpeca, LIo3 Mo YMOMYaHMWIo 1
appeca cepBepoB uMeH (cann /etc/sysconfig/network-scripts/ifcfg-ens3):

TYPE=Ethernet
BOOTPROTO=static
DEFROUTE=yes
NAME=ens3
DEVICE=ens3
ONBOOT=yes
IPADDR=10.77.44.58
PREFIX=22
GATEWAY=10.77.44 1
DNS1=10.77.29.101
DNS2=10.77.29.10

B chaiin /etc/hosts Ha y3nax knacTtepa u apbutpe gobaBbTe 3anvcy ¢ ocTanbHbIMU KOMMOHEHTaAMMU
KnacTepa, YTobbl LeNoCTHOCTb KilacTepa He 3aBucerna OT CTabunbHoCTH paboTbl BHELWHNX DNS-

CEepBepoB:

10.77.44.57 cms  # Virtual (floating) cluster IP address
10.77.44.58 cms-1 # Node 1 static address

10.77.44.59 cms-2 # Node 2 static address

10.77.44.61 witness # Cluster witness with quorum device

MepesarpysuTe cepeepbl U NPoOBEPbLTE:

¢ Hanuune ctatnyeckmx agpecos Ha MHTepdeiicax;
* Hanuune maplipyTa no ymonyaHuio;

. CETeByiO CBA3HOCTb MeXay BCeEMU KOMMOHEHTaMU Knactepa.

[root@cms-1 network-scripts}# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_|ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group
default glen 1000
link/ether 56:6f:93:3¢:00:64 brd ff.ff.ff.ff:ff:ff
althame enp0s3
inet 10.77.44.58/22 brd 10.77.47.255 scope global noprefixroute ens3
valid_lft forever preferred_Ift forever
inet6 fe80::546f:93ff:.fe3c:64/64 scope link
valid_Ift forever preferred_Ift forever



[root@cms-1 ~J# ip route
default via 10.77.44.1 dev ens3 proto static metric 100
10.77.44.0/22 dev ens3 proto kernel scope link src 10.77.44.58 metric 100

3.2 lNoagroToBKa y3noB Knacrepa

3.2.1 YcTaHoBKa KJlacTepHOro nporpaMmmMHoro obecneyeHus

YcraHoBute nporpamMmmHoe obecneveHne ans Knacrtepa, ncnonb3yA cnenyroLlyto Ta6nv|u,y.

Tvn Mmsa xocta KomaHpb!

Y3en knactepa cms-1 # dnf update
# dnf install pcs pacemaker corosync corosync-qdevice Isyncd
# dnf install iscsi-initiator-utils

Y3en knactepa cms-2 # dnf update
# dnf install pcs pacemaker corosync corosync-qdevice Isyncd
# dnf install iscsi-initiator-utils

Apbutp witness

# dnf update

# dnf install pcs corosync-gnetd

3.2.2 OtkntodeHue SELinux

Ona otkniovennst SELinux Ha y3nax knactepa n apouTpe BbINOMHUTE CREAYOLLYI0 KOMaHAY:

setenforce 0

B koHdurypauuoHHom danne /etc/selinux/config nuamennte 3HauyeHmne enforcing Ha disabled:

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=disabled
# SELINUXTYPE-= can take one of these three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted




3.2.3 Hactpowka goctyna no SSH-knoyam

[Ina root HacTporTe AOCTyN Mexay y3namu knactepa no SSH-knwo4vam:

[root@cms-1 ~J# ssh-copy-id root@cms-2

[root@cms-2 ~J# ssh-copy-id root@cms-1

3.2.4 Hactpoika Isyncd

Ha nepsoMm y3ne knactepa (cms-1) cozaanTte KOHUrypaumoHHble dainbl A9 aBToMaTU4ecKom
[BYHanpaBreHHON CUHXPOHM3ALUMM CreayoLLmnX CUCTEMHbIX (DainoB:

* /etc/passwd
* /etc/shadow
» /etc/group

¢ /etc/security/acronisagent.conf

KoHdurypauuoHnHbin dpann Isyncd (/etc/lsyncd.conf):

settings {
logfile = "/var/log/lsyncd.log"
}

sync {
default.rsyncssh,
source = "/etc",
host = "cms-2",
targetdir = "/etc",
delete = 'false’,
rsync = {
update = "true",
whole_file = "true",

_extra={
"--include-from=/etc/Isyncd.list",
"--exclude=""

}

}
}
sync {

default.rsyncssh,
source = "/etc/security"”,
host = "cms-2",
targetdir = "/etc/security",
delete = 'false’,
rsync = {

update = "true",



whole_file = "true",

_extra={
"--include=acronisagent.conf",
"--exclude="*"

Co3zpanTte cnmcok ghanno ansa cuHxpoHu3auumm (/etc/Isyncd.list):

passwd
shadow

group
Mepe3anycTtute cepsuc Isyncd:
systemctl enable Isyncd --now

BbinonHWTe aHanormyHyto npoueaypy Ha BTOpoM y31e knacrtepa (cms-2). B koHurypaumoHHom daiine

/etc/Isyncd.conf He06Xx0ANMO U3MEHUTL MMSI XOCTa Ha cms-1.

3.3 Hactpouka knactepa

3.3.1 lNonb3oBaTenb hacluster

Ha y3nax knactepa 1 apbuTpe 3aganTte napornb ond nonb3oBaTens hacluster:

passwd hacluster

3.3.2 KnactepHble crnyxo6bl

Ha y3nax knactepa fo6aBbTe 3anyck KnacTepHbIX CyX6 npuw nepesarpyske:

systemctl enable pcsd pacemaker corosync

3.3.3 NHnumanusauma knactepa

Ha Bcex y3nax knactepa v Ha cBugetene 3anyctuTe pscd:
systemctl start pcsd
Ha ogHOM 13 y3noB KnacTepa BbINOSHUTE KOMaHAbI N0 UHULManNu3aumm Knacrepa:

pcs host auth cms-1 cms-2 -u hacluster # 3anpocut napons hacluster
pcs cluster setup CyberBackup cms-1 cms-2



pcs cluster enable --all
pcs cluster start --all

roe cms-1 n cms-2 — umeHa y3nos knacrepa; CyberBackup — ums knactepa.

3.3.4 Hactpowka apbutpa

WMHuumnanmanpyinte Ha apbuTpe KBOPYMHOE YCTPOWMCTBO U 3anycTute pcsd:

[root@witness ~J# pcs qdevice setup model net --enable --start
Quorum device 'net' initialized

quorum device enabled

Starting quorum device...

quorum device started

[root@witness ~)# systemctl enable pcsd --now
Created symlink /etc/systemd/system/multi-user.target.wants/pcsd.service —
lusr/lib/systemd/system/pcsd.service.

AKTUBUpYWTE 1 3anycTuTe corosync-qdevice Ha KaxaoM y3rne Knacrepa:

[root@cms-1 ~J# systemctl enable corosync-qdevice
Created symlink /etc/systemd/system/multi-user.target.wants/corosyncqdevice.
service — /usr/lib/systemd/system/corosync-qdevice.service.

[na nHuupanusauumn n HaCTPOMKN KBOPYMHOIO YCTPONCTBA Ha OAHOM U3 Y3510B KrnacTtepa BbINOSIHUTE

crnepyoLie KoMaHapbl:

[root@cms-1 ~J# pcs host auth witness
Username: hacluster

Password:

witness: Authorized

[root@cms-1 ~1# pcs quorum device add model net host=witness algorithm=ffsplit
Setting up qdevice certificates on nodes...
cms-1: Succeeded

cms-2: Succeeded

Enabling corosync-qdevice...

cms-1: corosync-qdevice enabled

cms-2: corosync-qdevice enabled

Sending updated corosync.conf to nodes...
cms-1: Succeeded

cms-2: Succeeded

cms-1: Corosync configuration reloaded
Starting corosync-qdevice...

cms-2: corosync-qdevice started

cms-1: corosync-qdevice started

[root@cms-1 ~1# pcs quorum status
Quorum information



Date: Thu Nov 16 21:50:29 2023
Quorum provider: corosync_votequorum

Nodes: 2
Node ID: 1
Ring ID: 1.6a
Quorate: Yes

Votequorum information

Expected votes: 3
Highest expected: 3

Total votes: 3
Quorum: 2
Flags: Quorate Qdevice

Membership information

Nodeid Votes Qdevice Name

1 1 A,V,NMW  cms-1 (local)
2 1 AV,NMW cms-2

0 1 Qdevice

3.3.5 HacTtpoika mexaHu3ama stonith / fencing

[na obecneyeHns LLEeNOCTHOCTM pa3fensaeMbiX AaHHbIX B KNacTepe CyLLeCTBYEeT MeXaH13M,
Ha3biBaeMbin stonith unu fencing. B cnyyae ceTeBon HEAOCTYNMHOCTM HEMCMPABHOIO y3Ma Kractepa OH
BCE eLlle MOXeT BbIMOSIHATb AOCTYN K pa3faensemMbiM AaHHbIM, MO3TOMY yueneBLlasa 4acTb Knacrepa
OOMXHa MMEeTb MeXaHu3M ANnd NpefoTBpaLLeHnst AOCTyrna y3na Knacrtepa, He OTBEeYaloLLLEero Ha 3anpochl.
Yalue Bcero aTo peann3yeTcs C NOMOLLbIO annapaTHbIX CPeACTB, HanpuMep, nepesarpy3ka y3ana npu
nomoLm uHTepcpenca ynpasneHusa IPMI, BpeMeHHOro npepbiBaHusa nogadv nutaHusa Yyepes
ynpaBnsiemble YCTporcTBa pacnpeaenenusa nutanns PDU (Power Distribution Unit), oTknioueHne noptos
y3na Ha LAN/SAN-kommyTaTopax 1 T.n. Bo3aMoxHO ncnonb3oBaHne 0AHOBPEMEHHO HECKOSbKO fencing-

MeTO[0B.

BHumaHue
MpombineHHas aKcnnyaTauus knactepa 6e3 HacTpoeHHOro MmexaHuama stonith / fencing Hegonyctuma

1 BEZET K PUCKY NOPYM AaHHbIX.

Hwuxe npuBeaeH BapmaHT HacTponkm fencing ¢ ucnonb3osaHmeM IPMI-coBMecTuMbIX Mmoaynen

ynpasneHns unsanyeckoro cepeepa.
1. BknouuTe mexaHusm fencing:

pcs property set stonith-enabled=true

2. YcTaHOBWTE Ha y35ibl Knactepa naket ¢ fencing-areHTom:



dnf install fence-agents-ipmilan

3. [ns kaxpgoro y3na knactepa co3ganTe fencing-pecypc:

pcs stonith create cms1_ipmi fence_ipmilan pcmk_host_list="cms-1"\
ip=10.77.0.58 username=testuser password=acd123 privlvl=operator \
lanplus=1 op monitor interval=60s

pcs stonith create cms2_ipmi fence_ipmilan pcmk_host_list="cms-2"\
ip=10.77.0.59 username=testuser password=acd123 privlvl=operator \
lanplus=1 op monitor interval=60s

Bce napameTpbl, 4OCTYMHbIE NpK co3aaHum fencing-pecypca, MOXHO YTOUYHUTL CrieayoLLen
KOMaHOoMn:

pcs stonith describe fence_ipmilan

4. CoszpganTte npaBuna, 3anpeluatowme fencing-pecypcy anst OTKNI0YEHMA y3na 3anyckaTbCsa Ha 3TOM Xe
caMoM y3ne:

pcs constraint location cms1_ipmi avoids cms-1
pcs constraint location cms2_ipmi avoids cms-2

5. Pa6ota mexaHuama fencing flonxHa 6bITb NPOTECTUPOBaHa Kak OTAENbHO, TaK 1 NpU TECTUPOBaHNM
0oTpaboTKM CLieHapueB 0TKa3a KracTepoM. PyyHoe TecTupoBaHue UHTerpaLmm BO3MOXHO C
1crnonb3oBaHWeM criefytoLLeil KOMaHbl, KoTopas AoSXHa nepesarpysnTb cepBep cms-1 ¢

ucnonb3oBaHmeM IPMI-uHTepdeiica:

[root@cms-2 ~J# stonith_admin --reboot cms-1

B TecToBbIx KnacTepax, KOTopble He COAepXaT AaHHbIX, MPeACTaBSALLMX LLEHHOCTb U UCMOMb3YTCH
TOJbKO C LieNblo NPOBEPKN COBMECTUMOCTY N 0TPaboTKM Kakon-nnGo runoTtesbl, 4ONyCTUMO
OTKIoYeHe MexaHunama fencing. Takue knactepbl MOryT 6bITb LIESIMKOM peann3oBaHbl BHYTpU
BMPTYanbHbIX MaLlUVH U He UMeTb paboTatoLlero mexaHmama fencing. B Takom cnyyae ero

Heo6X0aUMO OTKITIOUYNTB:

pcs property set stonith-enabled=false

3.3.6 MoHTupoBaHue 6no4HbIX iISCSI-ycTponcTs

BbinonHuTe nogkntoyeHne 6noyHbix iISCSI-ycTponcTB Ha 0OAHOM M3 Y3noB KnacTtepa. CkaHupyinTe

OOCTYMHbIE U3 CUCTEMbI YCTPONCTBA C MMEHEM XOCTa iscsi-tgt.

[root@cms-1 ~J# iscsiadm --mode discovery --type st --portal iscsi-tgt --login
10.77.44.62:3260,1 iqn.2003-01.org.linux-iscsi.iscsitgt.
x8664:sn.bfbc1ebb624c

Logging in to [iface: default, target: ign.2003-01.org.linux-iscsi.iscsitgt.
x8664:sn.bfbc1ebb624c, portal: 10.77.44.62,3260]



Login to [iface: default, target: ign.2003-01.org.linux-iscsi.iscsitgt.
x8664:sn.bfbc1ebb624c, portal: 10.77.44.62,3260] successful.

MpoBepbTe Hannune akTuBHbIX ISCSI-ceccuin Ao LEeneBoro yCTponcTBa 1 OTKIOYMTE aBTOMATUYECKOE

nogkntoyeHne iISCSI-KNMeHTOM AUCKOB C BHELLIHEN CUCTEMbI XPaHEHUSA:

[root@cms-2 ~J# iscsiadm --mode session
tcp: [1] 10.77.44.62:3260,1 ign.2003-01.org.linux-iscsi.iscsitgt.
x8664:sn.bfbc1ebb624c (non-flash)

[root@cms-2 ~J# iscsiadm --mode node --portal iscsi-tgt --op update \
--name node.startup --value manual

MpoBepbTe AOCTYMHOCTb HOBLIX GJIOYHbLIX YCTPOCTB:

[root@cms-1 ~J# Isblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS

sdc 8:32 0 5G 0 disk

sdd 8:48 0 100G 0O disk
sde 8:64 0 20G 0O disk

OTdopmaTupyinTe HoBble ANCKM B €xt4 1 CMOHTUpPYNTE hannoBble CUCTEMBI:

[root@cms-1 ~J# mkfs.ext4 -m O -L etc /dev/sdc
[root@cms-1 ~J# mkfs.ext4 -m O -L var /dev/sdd
[root@cms-1 ~]# mkfs.ext4 -m O -L opt /dev/sde

[root@cms-1 ~J# mkdir -p /etc/Acronis /opt/acronis /var/lib/Acronis
[root@cms-2 ~J# mkdir -p /etc/Acronis /opt/acronis /var/lib/Acronis

[root@cms-1 ~1# mount /dev/sdc /etc/Acronis
[root@cms-1 ~J# mount /dev/sdd /var/lib/Acronis
[root@cms-1 ~]# mount /dev/sde /opt/acronis

[root@cms-1 ~J# Isblk -f
NAME FSTYPE FSVER LABEL UUID
FSAVAIL FSUSE% MOUNTPOINTS

sdc ext4 1.0 etc cdbcd761-01fc-4f13-ad48-
cdcee09a6dd2 4,8G 0% /etc/Acronis

sdd ext4 1.0 var eda7bfbb-edd8-4af3-b866-
1bdfa26879d6 97,7G 0% /var/lib/Acronis

sde ext4 1.0 opt 1fa314b9-765f-460a-b0ef-
9f3c56c0dd81 19,5G 0% /opt/acronis
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3.3.7 KnactepHble pecypcbl U hannoBble CUCTEMBI

Ha ogHom 13 y3roB knacTepa co3aainTte KnacTepHble pecypchbl:

pcs resource create rsc_shared_disks ocf:heartbeat:iscsi udev="no" \
portal=10.77.44.62 target=iqn.2003-01.org.linux-iscsi.iscsi-tgt.x8664:sn.bfbc1ebb624c \
op monitor interval=60s timeout=30s

pcs resource create rsc_fs_etc ocf:heartbeat:Filesystem \
device="/dev/disk/by-uuid/cdbcd761-01fc-4f13-ad48-cdcee09a6dd2" \
directory="/etc/Acronis" fstype="ext4" options="lazytime" \
force_unmount="true" \
op monitor interval=60 timeout=60 OCF_CHECK_LEVEL=20\
meta migration-threshold=2 failure-timeout=1d

pcs resource create rsc_fs_var ocf:heartbeat:Filesystem \
device="/dev/disk/by-uuid/eda7bfbb-edd8-4af3-b866-1bdfa26879d6" \
directory="/var/lib/Acronis/" fstype="ext4" options="lazytime" \
force_unmount="true" \
op monitor interval=60 timeout=60 OCF_CHECK_LEVEL=20\
meta migration-threshold=2 failure-timeout=1d

pcs resource create rsc_fs_opt ocf:heartbeat:Filesystem \
device="/dev/disk/by-uuid/1fa314b9-765f-460a-b0ef-9f3c56c0dd81" \
directory="/opt/acronis" fstype="ext4" options="lazytime" \
force_unmount="true" \
op monitor interval=60 timeout=60 OCF_CHECK_LEVEL=20\
meta migration-threshold=2 failure-timeout=1d

pcs constraint colocation setrsc_fs_etcrsc_fs_varrsc_fs_opt\
sequential=false set rsc_shared_disks setoptions id=col_fs

pcs constraint order set rsc_shared_disks setrsc_fs_etcrsc_fs_var\
rsc_fs_opt sequential=false require-all=true setoptions id=ord_fs

3.3.8 YcraHoBka Knbep bakan

YctaHoBute Knbep bakan Ha y3re ¢ NpUMOHTMpOBaHHbIMK haiioBbIMy CUCTEMaMU CTAaHAAPTHLIM
ob6paszom (cMm. pa3gen "YcTaHoBka" PykoBoacTa nonb3oBatens Kubep bakan). Mocne ycnewHon
yCTaHOBKM cepBepa ynpasneHus Knbep bakan Heob6xoamMmMo yCTaHOBUTL €ro Takxe Ha BTopoin y3en. [ns
3TOro octaHoBuTe cnyx6bl Kubep bakan n nepemecTtute ansioBble CUCTEMbI Ha BTOPOW y3€en:

[root@cms-1 ~J# systemctl stop acronis_ams

[root@cms-1 ~J# systemctl stop acronis_asm

[root@cms-1 ~J# systemctl stop acronis_zmqgw

[root@cms-1 ~J# systemctl stop acronis_monitoring_service
[root@cms-1 ~J# pcs resource move rsc_shared_disks --autodelete

[root@cms-1 ~1# pcs status



Cluster name: CyberBackup

Cluster Summary:
* Stack: corosync (Pacemaker is running)
* Current DC: cms-1 (version 2.1.6-1.el7-6fdc9deea29) - partition with quorum
* Last updated: Wed Nov 1 09:58:45 2023 on cms-1
* Last change: Wed Nov 109:58:43 2023 by root via crm_resource on cms-1
* 2 nodes configured
* 9 resource instances configured

Node List:
* Online: [ cms-1 cms-2 ]

Full List of Resources:
*rsc_shared_disks (ocf::custom:iscsi): Started cms-2
*rsc_fs_etc (ocf::heartbeat:Filesystem): Started cms-2
*rsc_vip (ocf::heartbeat:|IPaddr2): Started cms-1
*rsc_fs_var (ocf:heartbeat:Filesystem): Started cms-2
*rsc_fs_opt (ocf::heartbeat:Filesystem): Started cms-2

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

3.3.9 KnacTtepHble pecypcbl u cnyx6bl Kubep bakan

CospaiiTe knacTepHble pecypcbl Ans cnyx6 Kubep Bakan Ha ogHOM M3 Y308 Kractepa.

BHumaHue

B napameTpe portal pecypca rsc_vip obsi3atenbHo ykaxute IP-agpec, a He JOMEHHOE UMS.

pcs resource create rsc_vip ocf:heartbeat:IPaddr2 \
ip="10.77.44.57" cidr_netmask="22"\
op monitor interval="30"

pcs resource create rsc_ams systemd:acronis_ams \
op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10\
meta target-role=Started \
migration-threshold=2 failure-timeout=1d

pcs resource create rsc_asm systemd:acronis_asm \
op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10\
meta target-role=Started \
migration-threshold=2 failure-timeout=1d
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pcs resource create rsc_mon systemd:acronis_monitoring_service \
op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10\
meta target-role=Started \
migration-threshold=2 failure-timeout=1d

pcs resource create rsc_zmqgw systemd:acronis_zmaqgw \
op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10\
meta target-role=Started \
migration-threshold=2 failure-timeout=1d

pcs constraint colocation set rsc_ams rsc_asm rsc_mon rsc_zmqgw \
sequential=false set rsc_fs_etc rsc_fs_var rsc_fs_opt setoptions \
id=col_services

pcs constraint order set rsc_fs_etc rsc_fs_var rsc_fs_opt sequential=false \
require-all=true set rsc_ams rsc_asm rsc_mon rsc_zmqgw sequential=false \
setoptions id=ord_services

pcs constraint colocation add rsc_vip with rsc_ams id=col_vip

[root@cms-2 ~J# pcs resource cleanup

[root@cms-2 ~J# pcs status

Cluster name: CyberBackup

Cluster Summary:
* Stack: corosync (Pacemaker is running)
* Current DC: cms-1 (version 2.1.6-1.el7-6fdc9deea29) - partition with quorum
* Last updated: Wed Nov 1 10:04:32 2023 on cms-2
* Last change: Wed Nov 109:58:43 2023 by root via crm_resource on cms-1
* 2 nodes configured
* 9 resource instances configured

Node List:
*Online: [ cms-1 cms-2 ]

Full List of Resources:
*rsc_shared_disks (ocf::custom:iscsi): Started cms-2
*rsc_fs_etc (ocf::heartbeat:Filesystem): Started cms-2
*rsc_vip (ocf::heartbeat:|IPaddr2): Started cms-2
*rsc_fs_var (ocf:heartbeat:Filesystem): Started cms-2
*rsc_fs_opt (ocf::heartbeat:Filesystem): Started cms-2
*rsc_ams (systemd:acronis_ams): Started cms-2
*rsc_asm (systemd:acronis_asm): Started cms-2
* rsc_mon (systemd:acronis_monitoring_service): Started cms-2
*rsc_zmqgw (systemd:acronis_zmqgw): Started cms-2
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Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

Y6eputech, 4TO aBTOpU3auus B Be6-KOHCONM No Ny6nYHOMY afpecy Unm ero uMmenu hitp://cms:9877
NPOXoauT YCMNELLHO.

3.4 lNopknoyeHne areHToB

[nsi KOppEKTHOMN paboThbl KNMEHTOB MoCIe NepeksIloYeHnst akTUBHOTO y3ra Knactepa Heo6xoanMo YToGbl
perucTpaums areHToB 6binia BbiNoSIHEHa C UCMONb30BaHWEM MNJ1aBaloLLEro KnacTepHoro agpeca cepeepa

ynpaeneHus. [JJaHHbI aapec COOTBETCTBYET afpecy, yKazaHHOMY B KIacTepHOM pecypce rsc_vip.

Ecnu areHT paHee 6bin 3aperMcTpupoBaH Ha HEKIacTepM30BaHHOM CepBepe YNpaBreHusl, To
Heo6X0AMMO BbINOMHUTL €r0 NEPEPErMCTPALIMIO C SIBHBIM YKa3aHUEM KracTepHoro agpeca. MNpumep
nepeperncTpaumm areHTa U3 KInmeHTCKom Linux-cucTembl ¢ UCNONb30BaHNeM 0HOPa30BOro TOKEHa:

root@cbclient:™# /usr/lib/Acronis/RegisterAgentTool/RegisterAgent --
operation unregister

Success.

200

null

root@cbclient:™# /usr/lib/Acronis/RegisterAgentTool/RegisterAgent --
operation register --address cms --token 8D77-CEDC-433B

Success.

200

null

B aTom npumepe:

* CmMS — KnactepHoe foMeHHoe nmsa unu viP-agpec cepsepa ynpaBneHus;

e 8D77-CEDC-433B — TOKEeH, Nony4eHHbIV B KOHCOMM ynpaeneHns Knbep bakan ansa perncrpaumm
areHTa.

MoapobHoe onuncaHne AoNosIHUTENbHbIX BO3MOXHOCTEN U BApMAHTOB PErUCTpaLM areHTOB CM. B
OTAEeNbHOW cTaThe.


http://cms:9877/
https://kb.cyberprotect.ru/articles/registeragent
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