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Bce npasa 3aluuiieHbl.

PacnpocTpaHeHne n3MeHeHHbIX BepCcUid JaHHOMO PyKOBOACTBA, a Takke nepepaboTaHHbIX MaTepuaros,

BXOASLLMX B AJaHHOE PYKOBOACTBO, 3anpeLleHo 6e3 siBHOro paspeLleHus Brnagenbla aBTOPCKUX Npas.

JOKYMEHT NMPEANOCTABJIAETCA «KAK ECTb». JOKYMEHT HE MNMPEANOJIATAET OBASATEJILCTB
VN TAPAHTUIA MPABOOBTALATENA OTHOCUTENIBHO MPOMPAMMHOIO OBECIMNEYEHKSA,
HACKOJTbKO TAKOE OI'PAHNYEHME OTBETCTBEHHOCTW AOMYCKAETCA 3AKOHOM, BKITKOYASA,
CPEQM NPOYETrO, TAPAHTU KOMMEPYECKOW LLEEHHOCTW, YOOBNETBOPUTENBLHOIO KAYECTBA,
MPUrOOHOCTW ANA KOHKPETHOW LIENN.
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Oowume cBeaeHud

OnucaHue

B aToM pykoBoacCTBe npuBedeHbl onucaHue TUNOBOW apXMUTEKTYPbI U NPUMEP HacTPOWMKU ABYXY3MOBOro
OTKa30yCTONYMBOIO KracTtepa AN NporpaMMHOro obecneyeHnss pe3epBHOro KONMMPOBaHNS 1 BOCCTAHOBNEHUS
AaHHbIX Knbep Bakan B onepaunoHHor cucteme Peg OC 7.3 Mypowm. B kauecTBe nporpaMMHOro obecneveHnst
ANS noaaepXxaHus LenocTHOCTM KnacTtepa v BbINOMHEHNS CUrHanbHbIX yHKUMA ucnonb3dyetca Corosync, a

ANsA ynpaBrneHns pecypcamm knactepa — Pacemaker.

HasHayeHne JoKyMeHTa U1 LieneBas ayamTopus

D,aHHbII7I OOKYMEHT npeaHasHavyeH ana cneumanucTtoB, KOTOpble BbINONMHAKT BHEAPEeHUE N SKCnnyaTauuio cpen
pe3epBHOIO KONMPOBaHUS M BOCCTAHOBMNEHUS AaHHbIX HA OCHOBE NporpammHoro obecneyeHms Knbdep Bakan.
Mpu HanucaHWm JOKYMeHTa He y4MTbIBAOTCH BCE BO3MOXHbIE BapuaHTbl KracTepu3aumm, onummn KnacTepHbIX
pecypcoB, cnocobbl obecneyeHmns LenoCcTHOCTM KnacTepa, AOCTYMHbIE B NPOrpaMMHOM CTEKe
Pacemaker/Corosync, BBMAY MX OrpOMHOro pasHoobpasums 1 3aBUCMMOCTM OT UCMONb3yemMoro obopygoBaHus B
KOHKPETHOM MHcTannsAumm. JoKkyMeHT onucbiBaeT obLume NpUHLMNBI HACTPONKK KnacTtepa
Pacemaker/Corosync, nepedeHb U pekoMeHAyeMble HAaCTPOWMKM pecypcoB knactepa ans Kubep bakan,
npMMep HacTPOWKN TUMNOBOTO ABYXY3r0OBOro Knactepa Ha (pmanyecknx cepeepax C BblAeNeHHOW BUPTyanbHOM

MaLUVHOW-CBUAETENEM.

[laHHbIN OKYMEHT He SIBNAeTCA PyKOBOACTBOM Mo NporpaMmmHomMy obecnedyeHunto Pacemaker/Corosync 1 He

3aMeHdAeT TeXHUYeCKYo JOKYMEeHTaLUUIo No yKa3aHHbIM NPOoAYKTaM.



ApxuTtekTypa

Moaxon, I/ICFIOJ'Ib3yeMbII7I B AAaHHOM PYKOBOACTBE, MOXET ObITb NPpUMEHEH Kak npu noCcTpoeHun Krnactepos

BbICOKOW JOCTYMHOCTU, PACMONOXeHHbIX LIeNTMKOM Ha OfIHOW Nrollaake, Tak U Npy NoCcTpOeHUK

KaTacTpodoyCTONYMBLIX KNACTEPOB, pacnpedeneHHbIX N0 HECKONbKUM LeHTpam 00paboTkn AaHHbIX.

KomMnoHeHTLI KnacTtepa

B naHHOM pykoBoacTBe onucaH cnoco6 knactepusaummn Knbep Bakan, Bknovarowmii 3ageiicTsoBaHne

cnegyrownx KOMMNOHEHTOB:

» [1Ba annapatHbIX cepBepa ¢ BbiaeneHHbiMu IPMI-uHTepdericamu;

* BHewHasa 6noyHasi cuctema xpaHeHusi, 4OCTynHas no npotokony iSCSI;

* BblgeneHHbIn cepBep, NPEANOYTUTENBHO BUPTYaNM30BaHHbIN AN KBOPYMHOIO YCTPOMCTRA (Tak

HasblBaeMbIn “cBugeTens” unu "apbutp”).

KnaCTep K|/|6ep Bbakan siBnsieTcsa knaccn4ecknm OTKa3OYCTOl71'~II/IBbIM KrnacTtepom C oowmmm pasaendemMmbiMn

Anckamun n BupTyalribHbIM |P-a,El,peCOM cepBuca. LlEJ'IOCTHOCTb Krnactepa obecrneyvmBaeTcs MexaHn3mamm

Stonith ¢ ncnone3osaHvem dyHkumnoHana IPMI n 3awmton ot split brain npyn nomowm BHewHero apbutpa.

Cxema KOMMNOHEHTOB KnacTtepa:

AreHT Knbep Bakan

Knacrep Beicoxoii AocTyNHOCTA

cKucTema

Bnounoe yorpolicrso

BHellHAa BNoYHas CMCTEMa XPaHeHna
(iSCsl, FC)

PesepBHbIiA y3en knacTtepa
Wma xocTa: cms-2
OC: Peg OC 7.3 Mypom

Buewnnii apbutp
Mg xocTa: witness
OC: Peg OC 7.3 Mypom

e M
Buptyanouwia IP-appec [€ H Buptyanetsii IP-agpec
AKTWMBHLIA y3en KnacTepa J
Wma xocra: cms-1 L=

0C: Peg OC 7.3 Mypom 3 A
PaBnosan OTkasoycTofuYMBocTE " T :
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Pecypchbl knacTepa

[nsa yHKUMOHUPOBaHUA KnacTepa HEOBXOAMMO HAaCTPOUTL CneayroLmMe TUMbl KNacTEPHbIX PECYPCOB:
* Pasgensiemble GroyHblE ANCKOBLIE YCTPOMCTBA;
* [lepemelLaembie hannoBble CUCTEMDI,

 [lepemeluaemsbin (BMpTyanbHeIn) IP-agpec, Takke HasbiBaemblv VIP (Virtual IP);

Cnyx6bl Knbep bakan;

IPMI-pecypcbl.

[lepeBo 3aBMCHMOCTEN PECYpPCOB KnacTtepa 13obpakeHo Ha CriedyoLLEM PUCYHKE.

cepBuchl systemd

EOAD

Ivar/lib/Acronis letc/Acronis lopt/acronis |Paddr

darnoBbie cUETEMbI

block_dev_0 block_dev_1

\_ pasgendemMble BrnovyHble guckK 5

b &

block_dev 2




Pa3BepTbiBaHUe U HACTpoOMKa

HacTtpouka ceTtun

TpeboBaHus K opraHn3auunm ceTu

Y3nam knactepa, IPMI-nHTepdericam n BHeLUHeMY apObuTpy AOMKHbI OblTb HA3HAYEeHbI CTaTUYeckue agpeca

IPv4. Agpeca y3nos knactepa v nepemellaemsin IP-agpec JOMKHbI HAXOAUTBECH B O4HOM CErMEHTE CETU.

Appeca BHellHero apbutpa un IPMI-nHTepdeiicoB MOryT HaxoaMTbCA B OTAENbHbBIX CErMEHTaX CeTH,

OOCTYNHbIX C UCNoJib3oBaHNEM ceTeBow MapLlwpyTu3auumn, HO TaKKe OOJKHa ObITb 0bGecnevyeHa ceTeBasi

CBSI3HOCTb CO CTOPOHbI Y3M0B KracTepa.

Tun OoC Mms xocTa IP-agpec
Y3en PELQ OC
cms-1 10.77.44.58/22
knactepa @ 7.3.3 x64
PE[ OC
cms-2 10.77.44.59/22 10.77.0.59/22
7.3.3 x64

IPMI- BupTyanbHbin

UHTEpdenc IP-apgpec

10.77.0.58/22 10.77.44.57/22

Btopoin yzen
Knactepa ans
cepeepa
ynpasneHus
Knbep bakan.
BapuwaHt
YCTaHOBKM:
"cepBep MUHU-

MarnbHbIA”.

OnuncaHune

MepBbIn y3en
Knacrtepa ansi
cepeepa
ynpaeneHusa Knbep
Bbakan. BapuaHTt
yCTaHOBKU: “cepBep

MUHUManbHbIR".

(NpogormkaeTtca Ha criedyloLein cTpaHuLe)



(NpopomkeHune ¢ npedplayLUen CTpaHnLbl)
Apbutp c
KBOPYMHbIM
YCTPOWCTBOM Anis
npegoTBpaLleHns
split brain. BapuaHTt
Apbutp PEROC witness 10.77.44.61/22 — — YCTaHOBKU: "cepBep
7:3:3x64 MWUHUMATbHBLIA”.
Honyctumo
MCMOoNb30BaHne
BUPTYarnbLHON

MaLUnHbI.

HacTtporika ceteBbIX MHTEPENCOB

Ha Bcex y3nax Knacrtepa un ap6MTpe HaCTpOVITe cTaTn4yeckne ceteBble agpeca, W3 no ymonyaHu n agpeca

cepBepoB UMmeH (thann /etc/sysconfig/network-scripts/ifcfg-ens3):

TYPE=Ethernet
BOOTPROTO=static
DEFROUTE=yes
NAME=ens3
DEVICE=ens3
ONBOOT=yes
IPADDR=10.77.44.58
PREFIX=22
GATEWAY=10.77.44.1
DNS1=10.77.29.101
DNS2=10.77.29.10

B cbaﬁn /etc/hosts Ha y3nax knacrtepa u ap6MTpe pobaBbTe 3anncK ¢ ocTanbHbIMU KOMMOHEHTaMM Knactepa,

4YTOObI LLENOCTHOCTD Krnactepa He 3aBucera oT CTabunbHOCTH pa6OTbI BHELIHNX DNS-CGpBGpOBZ

10.77.44.57 cms # Virtual (floating) cluster IP address
10.77.44.58 cms-1  # Node 1 static address

10.77.44.59 cms-2 # Node 2 static address

10.77.44.61 witness # Cluster witness with quorum device
Mepes3arpy3nte cepBepbl U NpoBEpPLTE:

* Hanuuue ctatmyeckux agpecos Ha nHTepgencax;

* Hannuue MapuwpyTa no yMmo4aHuio;



i CeTeByro CBA3HOCTb MeXxay BCeMU KOMMOHEHTaMM Knacrtepa.

[root@cms-1 network-scripts]# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1lft forever preferred_lft forever
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen-
—1000
link/ether 56:6f:93:3c:00:64 brd ff:ff:ff:ff:ff:ff
altname enp@s3
inet 10.77.44.58/22 brd 10.77.47.255 scope global noprefixroute ens3
valid_1lft forever preferred_lft forever
inet6 fe80::546f:93ff:fe3c:64/64 scope link

valid_1lft forever preferred_lft forever
[root@cms-1 ~]# ip route

default via 10.77.44.1 dev ens3 proto static metric 100
10.77.44.0/22 dev ens3 proto kernel scope link src 10.77.44.58 metric 100

[ToaroToBKa y3roB Kracrtepa

YcTaHoBKa KNnacTepHOro nporpaMMHoro obecrneyeHust

YcTaHOBUTE NporpamMMHOe obecrnedeHre Ans KnacTepa, UCNonb3ys CreayoLLyo Tabnuuy.

Twvn Mmsa xocTa Komanab
# dnf update

Ysen knactepa cms-1 # dnf install pcs pacemaker corosync corosync-qdevice lsyncd
# dnf install iscsi-initiator-utils
# dnf update

Ysen knactepa cms-2 # dnf install pcs pacemaker corosync corosync-qdevice lsyncd
# dnf install iscsi-initiator-utils

Apbutp witness # dnf update
# dnf install pcs corosync-gnetd



OTknrodeHne SELinux

Ins otkntoyeHns SELinux Ha yanax knactepa 1 apouTpe BbINOSIHUTE CreayoLLyo KOMaHay:

setenforce 90

B koHdurypauunoHHom cpanne /etc/selinux/config nameHute 3HadeHne enforcing Ha disabled:

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings 1instead of enforcing.
# disabled - No SELinux policy is Lloaded.

SELINUX=disabled
# SELINUXTYPE= can take one of these three values:

# targeted - Targeted processes are protected,
# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted

HacTpowka goctyna no SSH-kntovam

[ins root HacTponTe JOCTyn Mexay y3namu krnactepa no SSH-knoyam:
[root@cms-1 ~]# ssh-copy-1id root@cms-2

[root@cms-2 ~]# ssh-copy-1id root@cms-1

HacTtpouika Isyncd

Ha nepBom y3ne knactepa (cms-1) cosgante KoHUrypaumoHHble dhannbl Ans asTomaTuyeckom

,ElBYHaHpaBJ'IeHHOVI CUHXPOHM3aUunn cnegyrowmx CUCTEMHbIX cbaﬁnos:
* /etc/passwd
* /etc/shadow
* /etc/group
* /etc/security/acronisagent.conf

KoHdurypaLmoHHbI gaiin 1syncd (/etc/lsyncd. conf):



settings {
logfile = ”/var/log/lsyncd.log”

sync {

default.rsyncssh,

source = ”/etc”,

host = ”cms-2”,

targetdir = ”/etc”,

delete = 'false’,

rsync = {
update = “true”,
whole_file = “true”,
_extra = {

»”--include-from=/etc/lsyncd.list”,

»”--exclude=*”

sync {

default.rsyncssh,

source = ”/etc/security”,

host = ”cms-27,

targetdir = ”/etc/security”,

delete = 'false’,

rsync = {
update = “true”,
whole_file = “true”,
_extra = {

»”--include=acronisagent.conf”,

»”--exclude=*”

Cospganite cnucok ¢arnoe s CMHXpoHu3aumm (/etc/lsyncd

passwd
shadow

group

.list):



lMNepesanyctute cepsuC lsyncd:

systemctl enable lsyncd --now

BbinonHuTe aHanorvyHyo npoueaypy Ha BTOPOM yarie knactepa (cms-2). B koHdurypaunoHHom canne

/etc/lsyncd.conf HeobXxoaMMO M3MEHUTb UMS XOCcTa Ha cms-1.

HacTtpouka knacrtepa
lNonb3oBaTenb hacluster
Ha y3nax knactepa v apbutpe 3aganTe naponb ans nonb3oBatens hacluster:

passwd hacluster

KnactepHble crnyxobl

Ha yanax knactepa gobasbTe 3anyck KnacTepHbIX Cryx6 Npu nepesarpyske:

systemctl enable pcsd pacemaker corosync

MHunyuanmnsauuns knacrepa

Ha Bcex y3rax knacrepa u Ha cBuaeTerne 3anyctmTe pscd:

systemctl start pcsd

Ha ogHom 13 Y3510B Knacrtepa BbINOJNTHUTE KOMaHAbl NO MHMUMann3aunn Knacrepa:

pcs host auth cms-1 cms-2 -u hacluster # 3anpocum napone hacluster
pcs cluster setup CyberBackup cms-1 cms-2
pcs cluster enable --all

pcs cluster start --all

roe cms-1 U cms-2 — MMeHa y3noB Knactepa; CyberBackup — nMs Knacrtepa.
HaCTDOIZKa ap6|/|Tpa

WHuumanuaupyinTte Ha apbuTpe KBOPYMHOE YCTPOWCTBO U 3anyCcTuTe pcsd:
[root@witness ~]# pcs gdevice setup model net --enable --start

Quorum device 'net' initialized

(npogomkaeTcsa Ha cnegytoLwen cTpaHuue)



(NpopormkeHWe ¢ NpeablayLen CTpaHuLbl)
quorum device enabled
Starting quorum device...

quorum device started

[root@witness ~]# systemctl enable pcsd --now
Created symlink /etc/systemd/system/multi-user.target.wants/pcsd.service -»

/usr/lib/systemd/system/pcsd.service.

AKTVIBI/Ipy%Te M 3anycTuTe corosync-qdevice Ha KaXXgoM y3rne Knacrepa:

[root@cms-1 ~]# systemctl enable corosync-qdevice
Created symlink /etc/systemd/system/multi-user.target.wants/corosyncqdevice.

service » /usr/lib/systemd/system/corosync-qdevice.service.

Ona nHMumManmMsaumm n HacTPOMKN KBOPYMHOMO YCTPOWCTBA Ha OAHOM M3 Y3r0B KnacTtepa BbINonHUTe

cnegymwouine KoMmaHabl:

[root@cms-1 ~]# pcs host auth witness
Username: hacluster
Password:

witness: Authorized

[root@cms-1 ~]# pcs quorum device add model net host=witness algorithm=ffsplit
Setting up qdevice certificates on nodes...
cms-1: Succeeded

cms-2: Succeeded

Enabling corosync-qdevice...

cms-1: corosync-qdevice enabled

cms-2: corosync-qdevice enabled

Sending updated corosync.conf to nodes...
cms-1: Succeeded

cms-2: Succeeded

cms-1: Corosync configuration reloaded
Starting corosync-qdevice...

cms-2: corosync-qdevice started

cms-1: corosync-qdevice started

[root@cms-1 ~]# pcs quorum status

Quorum information

(NpogomkaeTcsa Ha cnegytoLwen cTpaHuue)
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(NpogormkeHue ¢ npeablayLien CTpaHuLbl)
Date: Thu Nov 16 21:50:29 2023

Quorum provider: corosync_votequorum

Nodes: 2
Node ID: 1
Ring ID: 1.6a
Quorate: Yes

Votequorum information
Expected votes: 3
Highest expected: 3

Total votes: 3
Quorum: 2

Flags: Quorate Qdevice

Membership information

Nodeid Votes Qdevice Name

1 1 A,V,NMW cms-1 (local)

2 1 A,V,NMW cms-2

(%] 1 Qdevice

HacTtpownka mexaHunsma stonith / fencing

[ns obecnevyeHnst LENOCTHOCTY pasfenseMbiX AaHHbIX B KNacTepe CyLIeCTBYET MEXaHN3M, Ha3biBaEMbIN
stonith nnum fencing. B cnyyae ceteBon HeQOCTYMHOCTM HEUCNPABHOTO y3ra KrnacTtepa OH BCE eLle MOXeT
BbINOMHATL AOCTYN K pasaenseMbiM SaHHbIM, MO3TOMY yuUeneBLlas YacTb Krnactepa AOMKHa UMETb MEXaHU3M
AN npefoTBpalleHys 4OCTYNa y3na Krnactepa, He OTBevaloLero Ha 3anpochkl. Yalle Bcero a1o peanuayercs ¢
NMOMOLLIbIO annapaTHbIX CPeACTB, HanpuMep, nepesarpyska yana npu nomMoLm nHtepderica ynpasnenust IPMI,
BPEMEHHOrO MpepbiBaHUA nogayvm NUTaHMsa Yepes yrnpasnsemble yCTPOUCTBa pacnpeaerneHus nutaHns PDU
(Power Distribution Unit), otkntodeHne noptos y3ana Ha LAN/SAN-kommyTatopax u T.n. BoamoxHo

ncnonb3oBaHWe 0OgHOBPEMEHHO HeCcKorbKo fencing-meToaosB.
BaxHo
MpombiwneHHasa akcnnyaTaums knactepa 6e3 HacTpoeHHoro MexaHuama stonith / fencing Hegonyctuma m

BeOEeT K PUCKY NOopYM OaHHbIX.

Hwke npuBegeH BapmaHT HacTpoliku fencing ¢ ncnons3oBaHvem IPMI-coBmecTuMbIX MOAyNen ynpaBneHus
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bumsmyeckoro cepaepa.

1. Bkniounte mexaHuam fencing:

pcs property set stonith-enabled=true

2. YcTaHOBMWTe Ha y3nbl KracTepa nakeT ¢ fencing-areHToMm:

dnf install fence-agents-ipmilan

3. Onga kaxpgoro y3na knacTtepa cosgaunte fencing-pecypc:

pcs stonith create cmsl_ipmi fence_ipmilan pcmk_host_list="cms-1" \
ip=10.77.0.58 username=testuser password=acd123 privlvl=operator \

lanplus=1 op monitor interval=60s

pcs stonith create cms2_ipmi fence_ipmilan pcmk_host_list="cms-2" \
ip=10.77.0.59 username=testuser password=acd123 privlvl=operator \

lanplus=1 op monitor interval=60s

Bce napameTpbl, AOCTYMHbIE NpW co3aaHum fencing-pecypca, MOXHO YTOMHUTL CrieaytoLlei KoMaHaou:

pcs stonith describe fence_ipmilan

4. CospawnTte npasuna, 3anpeLiatoimne fencing-pecypcy Ansi OTKMOYEHWs y3na 3anyckaTbCsl Ha 3TOM Xe

CaMoM yane:

pcs constraint location cmsl_ipmi avoids cms-1

pcs constraint location cms2_ipmi avoids cms-2

5. Pabora mexaHuama fencing nomkHa 6bITb NPOTECTUPOBAHA Kak OTAErNbHO, TaK 1 Npu TeCTUPOBaHWUK
oTpaboTKM cueHapueB OTKasa KnacTepoM. PyyHoe TecTpoBaHme NHTerpaLmm BO3MOXHO C
UCMONb30BaHMEM CriedyoLLEeN KOMaHAb!, KOTopas AOMkKHa nepesarpy3uts cepsep cms-1 ¢

ncnonb3oBaHnem IPMI-nHTepdenca:

[root@cms-2 ~]# stonith_admin --reboot cms-1

B TecToBbIX knacTepax, KOTopble HE COAepXKaT AaHHbIX, NPEACTABNSALWMNX LEHHOCTb U UCMOMNb3YHTCS
TOSBKO C LeMNbH NPOBEPKM COBMECTUMOCTU UMK OTPaBOoTKM Kakor-NnGo runoTtesbl, AonycTMMO
oTKMoueHue mMexaHuama fencing. Takue knacTepbl MOTYT GbITb LIENMKOM peann3oBaHbl BHYTPU
BMPTYarbHbIX MalWH U He MMETb paboTatolero mexaHuamMa fencing. B Takom criyuae ero Heobxogumo

OTKIMHOYNUTb!



pcs property set stonith-enabled=false

MoHTupoBaHue 65104HbIX ISCSI-ycTponcts

BeinonHuTe nogknioveHue 6rnoyHbix iISCSI-ycTponcTs Ha 0aHOM 13 y3noB knactepa. CkaHupynTe 4OCTYMNHbIE

N3 CUCTEMBbI yCTpOVICTBa C UMEHEeM XOcCTa iscsi-tgt.

[root@cms-1 ~]# iscsiadm --mode discovery --type st --portal iscsi-tgt --login
10.77.44.62:3260,1 iqn.2003-01.0org.linux-iscsi.iscsitgt.

x8664:sn.bfbclebb624c

Logging in to [iface: default, target: iqgn.2003-01.org.linux-iscsi.iscsitgt.
x8664:sn.bfbclebb624c, portal: 10.77.44.62,3260]

Login to [iface: default, target: ign.2003-01.org.linux-iscsi.iscsitgt.

x8664:sn.bfbclebb624c, portal: 10.77.44.62,3260] successful.

MpoBepbTe Hannume akTMBHbIX ISCSI-ceccuit 0o LEeneBoro yCTPOMCTBA U OTKITYNTE aBTOMaTU4eckoe

nogkntoyeHme iSCSI-knMeHToOM AMCKOB C BHELUHEN CUCTEMbI XPaHEHUS:

[root@cms-2 ~]# iscsiadm --mode session
tcp: [1] 10.77.44.62:3260,1 iqn.2003-01.0org.linux-iscsi.iscsitgt.
x8664:sn.bfbclebb624c (non-flash)

[root@cms-2 ~]# iscsiadm --mode node --portal iscsi-tgt --op update \

--name node.startup --value manual

MpoBepbTe AOCTYMHOCTb HOBbLIX BITOYHBIX YCTPOMCTB:

[root@cms-1 ~]# Lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS

sdc 8:32 0 5G 0 disk
sdd 8:48 %] 100G 0 disk
sde 8:64 0 206G 0 disk

OTtdopmaTnpyinTe HOBbIE OUCKU B ext4 U CMOHTUPYWTE hanifnoBble CUCTEMbI:

[root@cms-1 ~]# mkfs.ext4 -m @ -L etc /dev/sdc
[root@cms-1 ~]# mkfs.ext4d -m © -L var /dev/sdd
[root@cms-1 ~]# mkfs.ext4 -m @ -L opt /dev/sde

(npogomkaeTcsa Ha cnegytoLwen cTpaHuue)
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(NpogormkeHue ¢ npeablayLien CTpaHuLbl)

[root@cms-1 ~]# mkdir -p /etc/Acronis /opt/acronis /var/lib/Acronis

[root@cms-2 ~]# mkdir -p /etc/Acronis /opt/acronis /var/lib/Acronis

[root@cms-1 ~]# mount /dev/sdc /etc/Acronis

[root@cms-1 ~]# mount /dev/sdd /var/lib/Acronis

[root@cms-1 ~]# mount /dev/sde /opt/acronis

[root@cms-1 ~]# Lsblk -f

NAME FSTYPE FSVER LABEL UUID
FSAVAIL FSUSE% MOUNTPOINTS
sdc ext4 1.0 etc cdbcd761-01fc-4f13-ad48-

cdcee@9a6dd2 4,8G 0% /etc/Acronis

sdd

ext4 1.0 var eda7bfbb-edd8-4af3-b866-

1bdfa26879d6 97,7G 0% /var/lib/Acronis

sde

ext4 1.0 opt 1fa314b9-765f-460a-boef-

9f3c56c0dd81 19,5G 0% /opt/acronis

KnactepHble pecypchbl U hannoBble CUCTEMBI

Ha ogHOM 13 y3noB knacTepa co3gavite KnacTepHble pecypcbl:

pcs resource create rsc_shared_disks ocf:heartbeat:iscsi udev="no” \

portal=10.77.44.62 target=iqn.2003-01.org.linux-iscsi.iscsi-tgt.x8664:sn.bfbclebb624c \

op monitor interval=60s timeout=30s

pcs resource create rsc_fs_etc ocf:heartbeat:Filesystem \

device="/dev/disk/by-uuid/cdbcd761-01fc-4f13-ad48-cdcee@9ab6dd2” \

directory="/etc/Acronis” fstype="ext4” options="lazytime” \
force_unmount="true” \
op monitor interval=60 timeout=60 OCF_CHECK_ LEVEL=20 \

meta migration-threshold=2 failure-timeout=1d

pcs resource create rsc_fs_var ocf:heartbeat:Filesystem \

device="/dev/disk/by-uuid/eda7bfbb-edd8-4af3-b866-1bdfa26879d6™ \

directory="/var/lib/Acronis/” fstype="ext4” options="lazytime” \
force_unmount="true” \
op monitor interval=60 timeout=60 OCF_CHECK_LEVEL=20 \

meta migration-threshold=2 failure-timeout=1d

(NpogomkaeTcsa Ha cnegyoLwen cTpaHuue)

14



pcs resource create rsc_fs_opt ocf:heartbeat:Filesystem \

(NpogormkeHue ¢ npeablayLien CTpaHuLbl)

device="/dev/disk/by-uuid/1fa314b9-765f-460a-bBef-9f3c56c0dd81” \

directory="/opt/acronis” fstype="ext4” options="lazytime” \

force_unmount="true” \

op monitor interval=60 timeout=60 OCF_CHECK_LEVEL=20 \

meta migration-threshold=2 failure-timeout=1d

pcs constraint colocation set rsc_fs_etc rsc_fs_var rsc_fs_opt \

sequential=false set rsc_shared_disks setoptions id=col_fs

pcs constraint order set rsc_shared_disks set rsc_fs_etc rsc_fs_var \

rsc_fs_opt sequential=false require-all=true setoptions id=ord_fs

YcTtaHoBka Knbep bakan

YctaHoBuTe Knbep Bakan Ha yane ¢ NpyMOHTUPOBaHHbIMU (DalfioBbIMM CUCTEMaMU CTaHAaPTHLIM 0Gpasom

(cMm. pasgen "YcrtaHoBka” PykoBoacTBa nonb3oatenst Kndep bakan). [Nocrne ycnelwHomn ycTaHOBKM cepBepa

ynpasneHus Kubep bakan Heobxoanmo yCTaHOBUTL €ro Takke Ha BTopon y3en. [1na atoro octaHoBUTE

cnyx6bl Knubep bakan n nepemecTtute ainnosble CUCTEMbI Ha BTOPOW Y3€en:

[root@cms-1
[root@cms-1
[root@cms-1
[root@cms-1

[root@cms-1

[root@cms-1

~]# systemctl stop acronis_ams

~]# systemctl stop acronis_asm

~]# systemctl stop acronis_zmqgw

~]# systemctl stop acronis_monitoring_service

~]# pcs resource move rsc_shared_disks --autodelete

~]# pcs status

Cluster name: CyberBackup

Cluster Summary:

* Stack: corosync (Pacemaker is running)

* Current DC: cms-1 (version 2.1.6-1.el7-6fdc9deea29) - partition with quorum

* Last updated: Wed Nov 1 ©9:58:45 2023 on cms-1

* Last change:

* 2 nodes

configured

* 9 resource instances configured

Node List:

* Online:

[ cms-1 cms-2 ]

Wed Nov 1 ©9:58:43 2023 by root via crm_resource on cms-1

(npogomkaeTcsa Ha cnegytoLwen cTpaHuue)
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Full List of Resources:

*

*

*

rsc_shared_disks (ocf::custom:iscsi):
rsc_fs_etc (ocf::heartbeat:Filesystem):
rsc_vip (ocf::heartbeat:IPaddr2): Started
rsc_fs_var (ocf::heartbeat:Filesystem):
rsc_fs_opt (ocf::heartbeat:Filesystem):

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd: active/enabled

Started
Started
cms-1

Started
Started

KnactepHble pecypchbl 1 cnyxbbl Knbep bakan

cms-2

cms-2

cms-2

cms-2

(NpogormkeHue ¢ npeablayLien CTpaHuLbl)

CospaliiTe knactepHble pecypcbl Ans cnyx6 Kubep Bakan Ha ogHOM 13 y3noB knacTepa.

BaxHo

B napameTtpe portal pecypca rsc_vip o6a3atensHo ykaxuTe IP-agpec, a He JOMEHHOEe UMS.

pcs resource create rsc_vip ocf:heartbeat:IPaddr2 \

pcs

pcs

ip="10.77.44.57” cidr_netmask="22" \

op monitor interval="30"

resource create rsc_ams systemd:acronis_ams \
op start interval=0 timeout=60 \

op stop interval=0 timeout=60 \

op monitor interval=10 \

meta target-role=Started \

migration-threshold=2 failure-timeout=1d

resource create rsc_asm systemd:acronis_asm \
op start interval=0 timeout=60 \

op stop interval=0 timeout=60 \

op monitor interval=10 \

meta target-role=Started \

migration-threshold=2 failure-timeout=1d

(NnpopormkaeTcs Ha credyoLLei cTpaHuLe)
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pcs resource create rsc_mon systemd:acronis_monitoring_service \

op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10 \

meta target-role=Started \

migration-threshold=2 failure-timeout=1d

pcs resource create rsc_zmggw systemd:acronis_zmggw \
op start interval=0 timeout=60 \
op stop interval=0 timeout=60 \
op monitor interval=10 \
meta target-role=Started \

migration-threshold=2 failure-timeout=1d

pcs constraint colocation set rsc_ams rsc_asm rsc_mon rsc_zmggw \

(NpogormkeHue ¢ npeablayLien CTpaHuLbl)

sequential=false set rsc_fs_etc rsc_fs_var rsc_fs_opt setoptions \

id=col_services

pcs constraint order set rsc_fs_etc rsc_fs_var rsc_fs_opt sequential=false \

require-all=true set rsc_ams rsc_asm rsc_mon rsc_zmggw sequential=false \

setoptions id=ord_services

pcs constraint colocation add rsc_vip with rsc_ams id=col_vip

[root@cms-2 ~]# pcs resource cleanup

[root@cms-2 ~]# pcs status
Cluster name: CyberBackup
Cluster Summary:

* Stack: corosync (Pacemaker is running)

* Current DC: cms-1 (version 2.1.6-1.el7-6fdc9deea29) - partition with quorum

* Last updated: Wed Nov 1 10:04:32 2023 on cms-2

* Last change: Wed Nov 1 ©9:58:43 2023 by root via crm_resource on cms-1

* 2 nodes configured

* 9 resource instances configured

Node List:

(npogomkaeTcsa Ha cnegytoLwen cTpaHuue)
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(NpogormkeHue ¢ npeablayLien CTpaHuLbl)

* Online: [ cms-1 cms-2 ]

Full List of Resources:

* rsc_shared_disks (ocf::custom:iscsi): Started cms-2

* rsc_fs_etc (ocf::heartbeat:Filesystem): Started cms-2

* rsc_vip (ocf::heartbeat:IPaddr2): Started cms-2

* prsc_fs_var (ocf::heartbeat:Filesystem): Started cms-2

* rsc_fs_opt (ocf::heartbeat:Filesystem): Started cms-2

* rsc_ams (systemd:acronis_ams): Started cms-2

* rsc_asm (systemd:acronis_asm): Started cms-2

* prsc_mon (systemd:acronis_monitoring_service): Started cms-2
* rsc_zmqgw (systemd:acronis_zmqgw): Started cms-2

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled

pcsd: active/enabled

Y6eauTech, 4To aBTOpU3aLms B BEO-KOHCOMM No nyGnnmyHoMy agpecy unm ero umenu hitp://cms:9877

MPOXOAMUT YCMEeLLHO.

[logkntoyeHne areHToB

Ons KOppeKTHOIZ pa60TbI KIMMEeHTOB MNOocCrie nepeKkrniYeHna akTMBHOIO y3ra Krnacrtepa HeobxoaMmMo, YToObI
perncrpauna areHToB Obina BbINOSIHEHA C UCMONTb30BaAHMEM M1aBatoLLErO KrnacTtepHoro agpeca cepsepa

ynpaeneHus. [aHHbI agpec COOTBETCTBYET afpecy, ykasaHHOMY B KITacTEPHOM Pecypce rsc_vip.

Ecnwn areHT paHee Obin 3aperncTpmpoBsaH Ha HeKnacTepmn3osaHHOM cepBepe ynpasreHusa, To HeobxoamMmo
BbIMNOJIHUTb €ro nepeperncTtpauynio ¢ ABHbIM yKa3aHMEM KnaCTepHOro agpeca. I'Ipmmep nepeperncrpauumn

areHTa U3 KIMeHTCKoM Linux-cncTemMbl ¢ UCNOMNb30BaHMEM OAHOPA30BOro TOKEHA:

root@cbclient:~# /usr/Lib/Acronis/RegisterAgentTool/RegisterAgent --
operation unregister

Success.

200

null

root@cbclient:~# /usr/Lib/Acronis/RegisterAgentTool/RegisterAgent --
operation register --address cms --token 8D77-CEDC-433B

Success.

(npogomkaeTcsa Ha cnegytoLwen cTpaHuue)
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http://cms:9877

(NpogomkeHve ¢ NpeabiayLuen cTpaHuLbl)
200
null
B aTom npumepe:

* cmMs — KnacTepHoe JoOMeHHoe ums nunu viP-agpec cepeepa ynpasneHus;

» 8D77-CEDC-433B — TOKeH, NMONy4eHHbIN B KOHCONM ynpaeneHus Kndep Bakan ansa perncrpauum

areHTa.

I'I0/J,p06Hoe onncaHne SONONHUTENbHbIX BO3MOXHOCTEN U BapnaHTOB perncrtpauunm areHToB CM. B oTAenbHom

cTaTbe.
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