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1 O630p

1.1 ApxutekTypa

1.1.1 Cxema B3aumogenctana yepes API

CepBuchbl ynpaBneHus
“AMS”

GET /xxx @ @

CET /xxx?
agent_id=
<agent ID>

GET /agent_direct/
<agent ID>/xxx
CET /agent_direct/
<agent ID>/yyy

AsTopuaauus no login + password

nonbsosatens unu client_id + client_secret

CEepBUCHOrO aKkKayHTa, 3aBeAeHHOro
B CepBMcax ynpasneHus

<3N LI
(@ S
WHTerpauns WHTerpauna

MawwunHa nonb3oBartens

MH(OopMaLMOHHbIE NOTOKM Ha CXEME:

1 — 3anpocbl oTKpbITOro API K dhyHKLMAM CEPBUCOB YNpaBneHusa NpoayKTa.

JokanbHas cucTeMHas
aBTOpU3aUMS

AreHTCKas MawMHa

@ ©

WHTerpaumns

Tteaa J\ JokanbHas cuctemHas
aBTOpU3aLMS

GET /xxx
GET /yyy

2 — 3anpocbl K APl areHToB OT MHTErpauMOHHbIX CEPBNCOB Ha areHTCKON MaluuHe.

3 — 3anpockl kK APl areHToB OT MHTErpaLMOHHbIX CEPBMCOB Ha MalUVHE YNpaBreHus.

4.1 — 3anpocbl oTKpbIToro APl K yHKLMAM areHToB.

4.2 — 3anpocbl kK APl areHToB OT CEpB1COB yNpaBneHusa NpoayKTa.



1.1.2 HasHaueHue oTkpbIToro API

OTtkpbITbii APl 06ecnieunBaeT aBTopuzaumio (cMm. "AsTopudauus” (cTp. 13)), a Takxe AOCTYN K YHKLUSAM
CEepBUCOB yNpaBreHns NPoAyKTa U K (YHKUMSAM areHToB, 3almiatolmx paboyne HarpysKku

(BMpTYyasnbHble unn hrU3nyeckme MaLlnHbl, MPUMOXEHUS U T. 1N.).

JocTyn K (hyHKUMSM CEPBMCOB yrpaBrieHnsi MO3BOSISET YNPaBATb CIeAyoLLMMU pecypcamu:

"Pecypc" (cTp. 29);

¢ "Tonutnka" (ctp. 42);

¢ "TpumeHeHune nonutukn" (ctp. 82);
e "PekBu3unTbl ana sxoga" (ctp. 88);
» "3apaya" (ctp. 101);

» "Nencrteue" (ctp. 106).

[ocTyn K hyHKLMAM areHTOB NO3BONAET BbIMOMHATL Cnepyowmne 4eNCcTBUs:
* PesepBHoe KonmpoBaHue

°  BupTyanbHbIX U hU3NYECKUX MALLNH;

° [unckos;

° dannos;

° [MpunoxeHwui;

° Bba3s gaHHbIX;

° [To4TOBBIX ALLNKOB;

°  KoHdmrypauuin cepBepoB 1 OTAENbHbIX BUPTyasibHbIX MALLMH.
¢ BoccTaHoBneHUe U3 pe3epBHbIX KOMUNA.
¢ Onepauuu ¢ NEHTOYHBIMU XPaHUIULLLAMW, apXMBAMU, PE3EPBHBIMU KOMUSAMU.
¢ Onepauum c 3agavyamu.

« Onepauuy agMUHUCTPUPOBAHWS.

NMpumeyaHue
YnpasneHve pyHKUUAMM areHToB 3anfaHMpoBaHoO B CrieyLWnNX BEPCUAX AOKYMEHTaLMM OTKPbITOrO
API.

1.2 Mopenb TeHaHTOoB

MnaTtdopma Knbep bakan ucnosnbayeT MyfibTUTEHAHTHYIO apXUTEKTYPY AJ1sl TOro, YToObl 06ecneunTb
pacnpefeneHHoe BrafeHve ans AaHHblX, KOHTPOSb A0CTyNa, NUUE3npoBaHue u HaCTPONKY Ans

opraHnzaumm u ee U3NYECKNX UM OrMYEeCcKnX YacTten.

Hwvxe nepeyncrneHbl TUMNbl TEHAHTOB, NPUCYTCTBYOWME B Nnatdopme Knbep bakan.



OHu cBA3aHbl OTHOLLIEHUEM poauTENN-AETU B CrieayoLLeM NopaaKe:

1. Customer (KnueHT).
KnneHTckas opraHnsaums, kotopas npuobpetaeT U UCNONb3YET YCIyTrn.
2. Unit (OTpen).

Jlornyeckan eguHuua ons ynpasJieHuAa rpynnamMmm n otaenamMum B pamMkax KMNEHTCKOMN opraHmnsauun.

1.2.1 Tpumep

I'Ipmmep nepapxmn TeHaHTOB KInMeHTa n otgena.

NepapXxus TEHaHTOB
Kunubep Bakan

KnueHT (pusuyeckasn
E opraHuzauus)
@ kind = customer

TeHaHT

KMeHTa
PN
customer tenantd | | | T .

CcbiNaeTcs TOMbKO Ha TEHaHT Otpen knuexTa
KnneHTa

parent_id ¢ kind =unit
OBbexr tenant_id TeHaHT oTAena :

CcbinaeTcs Ha TeHaHT oo MpoussonbHas

YcTpoiicTeo, KnueHTa, oTaena unu i BOXeHHOCTH
nonbaosatens H
cobrue, [DononHuTenbHbIit

onoseleHue, i yposens
nonuTuka :

parent_id
TeHaHT oTAena

Nanka “Mov 06bekTbl”
0O6o3HayeHus: COTPyAHUKa-nonb3oBaTens
[E kind = unit

ATpuByTbl TEHaHTa KNNEHTa, parent.id TeHaHT
oTaena, nonb3osarens nonbaosatens

HagBaHue_aTpubyTa owner_id not null

1.3 Buabl uHTErpaumm

1.3.1 WHTerpauma c cepsmucamm ynpasneHusi, APl cepsuncos
yrnpaBneHus

MHTerpauus c cepercamm ynpasneHus obecrneunBaeT aBTopusaumio (cm. "Astopuzaumsa” (ctp. 13)) u

[OCTYN K yNpaBsfieHnto CreayoLLMn pecypcamu:
* "Pecypc" (cTp. 29);

* "MMonutnka" (ctp. 42);

* "TpumeHenune nonutukun" (cTp. 82);

* "PekBu3utbl gna sxoga" (ctp. 88);

* "3apaya" (cTp. 101);

e "Oewicteue" (ctp. 106).



MoapobHee cMm. B pasaene "VMIHTerpauus ¢ cepsucamm ynpasnenus" (ctp. 10).

1.3.2 WHTerpauus c areHTamu

MHTeraLl,VIFl c areHTamu obecneymBaeT [0CTyn K quHKLl,VIFlM 3alWnThbl pa6oq|/|x Harpy3ok (BVIpTyaJ'IbeIe

U pnanyeckue MalLnHbI, NPUIIOXEHUS U T. .).

MoppobHee 06 MHTerpauum cMm. B pasgene "MHterpauus c areHtamu" (cTp. 112).



2 WHTerpauus c cepeucamu ynpaBneHust

2.1 O6 API

2.1.1 BapuaHTbl yCTaHOBKM NPOAYyKTa
KV|6ep Bakan moxeT 6bITb YCTaHOBJ1EH B ClieyloWKnX BapnaHTax:

¢ Kubep Bakan B obnake BeHA0pa;
¢ Knbep Bakan B npuBaTHOM 06nake;

« Kubep Bakan B nokanbHoOM BapuaHTe (on-premise).

2.1.2 KOMMYHUKaLMOHHbIN MPOTOKOJT

[ns APl cepucos ynpasneHust ucnonbsyetcsa npotokon HTTP unn HTTPS (B 3aBMCMMOCTM OT BMAa
YCTaHOBKM NpOAYKTa):

* Kubep Bakan O6nauHbin (B obnake BeHaopa) — Bceraa ucnonb3dyercsa HTTPS;

¢ Kunbep Bakan —HTTP unu HTTPS, nocTtynHo KoHUrypnpoBaHue 3aKka34yukom.

2.1.3 Ctunb API

API cepBucos ynpaeneHus noctpoeH Ha ctune REST.

2.1.4 Ctpyktypa URL API

2.1.4.1 AsTopusauus

Appec ans astopusaumu:(http|https)://<installation address>/idp/token.

2.1.4.2 YnpaBneHue pecypcamu

(http|https)://<installation address>/api/<api version>/<rest resource> — URL-agpec ynpasneHus
pecypcamu, B KOTOPOM:

¢ installation address — agpec, No KOTOpOMy pa3MeLLEH YCTaHOBNEHHbIN MPOAYKT;
* api version — ucnonb3dyemas sepcus AP,

* restresource — Ha3BaHWe pecypca.



2.2 lNonuTtuka BepcruoHnpoBaHna n nonutnka End of life

2.2.1 Bepcun API

Homep Bepcun API Haxogutca B URL: (http|https)://<installation address>/api/<api version>/<rest
resource>.

lMpumep

[apiiv1/

2.2.2 BeepeHue HoBbIx Bepcun API
MameHeHus B AP| nogpasgenaioTca Ha crepytowme:

¢ "MWHOpPHbIE" — HE3HAUYUTESNbHbIE N3MEHEHUS, KOTOPbIE HE MPMBOAAT K U3MeHeHuo Bepcun AP,

¢ "MaXopHble" — 3HauMTENbHbIE N3MEHEHUSA, MeHSAoLWMe Bepcuto API.

2.2.3 lNoppepxka crapbix Bepcui, nonutrka End of life (EOL)

API cepB1COB ynpaBneHus noaaepXvBaeT 3 NocnegHNX MaxopHbix Bepcuu: 1 akTyanbHas U 2 apXMBHBIX.

2.3 O pokymeHTaumm

Mpumepsbl 3anpocos B pykosoacTtee no API gaHbl ans curl. NMpumepbl ¢ KOAOM AaHbl Ha a3blke Python
(Bepcusa 3.7), NOCKONbKY 3TO MPOCTOM, MOHATHBIN U LUMPOKO UCMOSb3yEeMbIN A3bIK.

Onsi uTeHus npumepoB TpebytoTcst 6a3oBble 3HaHua Python. Bam 6yaeT HeTpyAHO MOHMMAaTL NpUMeEpbI

Koda, Aaxe ecnv Bbl He CIIMLLKOM XOPOLLIO 3HakoMbl ¢ Python.

XopoLumin cnocob HayaTb paboTty ¢ Python — 310 03HakoMUTbCS € pykoBoaCcTBOM Mo Python.
2.3.1 YcTtaHoBKa okpyxeHus Python

2.3.1.1 YcraHoBka okpyxeHusi Python B Windows
1. CkauanTe yctaHoBLIMK nocnegHen sepcum Python 3.

2. 3anyctuTe yCTaHOBLLUK.

3. Bblbepute Add Python 3.x to PATH.

4

WenkHuTe Install Now.

Mpousonaet yctaHoBka Python v pip (yTunuta gna nokanbHON YCTaHOBKM M HACTPOWKUN MakeToB

Python) B BaLly nonb3oBaTesibCKyto Nanky 1 gobaeneHne nanok ¢ ucnonHsaemoiMu danamm Python B

BaLLl NOJSIb30BaTENbCKUN nyTb.

5. 3anycTtuTte KOMaHOHY0 CTPOKY.


https://curl.se/
https://docs.python.org/3.7/tutorial/index.html
https://www.python.org/downloads/windows/

6. YcraHoBMTe NakeT requests, HeobXxoAUMbIN Af1st OTNPaBKKW 3anpocos K API:

pip install requests

2.3.1.2 YcraHoBka okpyxeHusi Python B Mac OS X

1.

3anycTtuTe TepMuHan.

2. YcraHosuTe Python 3 u pip (yTunuTa gnsa nokanbHOM YCTaHOBKM 1 HACTponku naketos Python).

3. YcraHoBMTe NakeT requests, HeobXxoAUMbIN Af1st OTNPaBKK 3anpocos K API:

pip install requests

2.3.1.3 YcraHoBka okpyxeHus Python B Linux

1.

3anycTtuTe TepMuHan.

2. lpoBepbTe, ycTaHOBNEH NN y Bac yxe Python 3:

python --version

Ecnun Python 3 He ycTaHOBREH, yCTaHOBUTE €ro Yepes MeHeaXep NakeToB Ballero AMcTpubytuea. B
3aBUCMMOCTHM OT AMCTPUBYTMBa Linux HaMMEHOBaHUsi KOMaHz, U NakeToB, HEOOXOAMMbIX AJ15

YCTaQHOBKMW, OT/INYAOTCA.

* B guctpubytueax Debian 1 ocHOBaHHbIX Ha HKX, Takux Kak Ubuntu, ucnoneayinte komaHgy apt:

sudo apt-get install python3

* B anctpnbytuBax Red Hat 1 0CHOBaHHbIX Ha HVX UCMONb3yNTE KOMaHAy yum:

sudo yum install python3

e B anctpubytneax SUSE 1 0CHOBaHHbIX Ha HUX UCMONb3YWTe KOMaHAy zypper:

sudo zypper install python3

3. YcraHoBuTe pip (yTunuTa gnsa nokanbHOW YCTaHOBKM U HACTPONKKu naketos Python).

4. YcTtaHoBWUTe NakeT requests, HeobxoaMMbIl Ansa oTnpasneHus 3anpocos K API:

pip install requests

2.3.2 3anyck obono4kn Python n HacTporka ee ceaHca

1.

Y6eputech, UTO HAacTpolika oKpyxeHusa Python (cm. "YcTtaHoBKa okpyxeHus Python" (cTp. 11))

BbIMOJIHEHA KOPPEKTHO.

3anycTute KOMaHZHYH CTPOKY.

3anycTuTe UHTepaKTUBHYI0 0605104Ky Python ¢ nomoLubio crneaytolei KoMmaHab!:


https://docs.python-requests.org/en/latest/
https://docs.python-guide.org/starting/install3/osx/
https://docs.python-requests.org/en/latest/
https://pip.pypa.io/en/stable/installation/
https://docs.python-requests.org/en/latest/

> python
Python 3.7.3 (v3.7.3:ef4ec6ed12, Mar 25 2019, 22:22:05) [MSC v.1916 64 bit (AMD64)] on win32

Type "help", "copyright", "credits" or "license" for more information.
>>>

Tenepb Bbl CMOXETE 3anyckaTb KoMaHAbl Python n oparmeHTbl KOoga.

4. 3arpysuTte moaynu, Heobxoaumble Afs 3anycka KOMaHp, B 3TON UHCTPYKLNK:

>>> import requests # used for sending requests to the API
>>>import json  # used for manipulating JSON data
>>> import pprint  # used for formatting the output of JSON objects received in API responses

2.4 ABTOpU3auMs

3anpocbl K KOHEYHOW TOYKe OTKPbITOro API AOMXHbI BEINONHATHCA B COOTBETCTBUM CO CXEMOW
ayTeHTMdmKaumm Bearer, ecnu He yKka3aHo nHoe. Ota cxema TpebyeT yka3aHusl TOKEHa B 3arosioBke
Authorization. TokeH — 3T0 YHMKanbHas 3alinMgpoBaHHasi CTpoka, reHepupyemast obrnadHom
nnatdopMon. TOKeHbI YCTPaHAT HEOOX0AMMOCTb B Nepefaye y4eTHbIX aHHbIX Nofb30BaTerns ¢
3anpocamu.

TokeH BblaaeTcst KOHEYHOM To4KoM /idp/token cucTemon yrnpaBneHust y4eTHbIMU 3anNncamMm OTKPbITOro
API.

YUTtobbl CreHepnpoBaTh TOKEH, 03HAKOMbTECH C pa3fenom "AyTeHTudukaums Ha nnatdopme Kubep
Bakan" (cTp. 14).

lMpumep

3anpoc, oTnpasneHHbIn Yepes curl ana API, nmeet cneayrowyto chopmy:

curl -X POST -s <installation address>/api/<api version>/<endpoint>\
--header "Authorization: Bearer
8770b34b74f9e4d9424eff50c38182bb4ae7f5596582ae61900b1b6a23e3ec58"

Ecnu, Hanpumep, cpok AencTBMA TOKeHa, yka3aHHoro B 3aronioske Authorization, uctek nnm sawwa
y4eTHas 3anucb oTknoyveHa, AP| BepHeT kog coctosiHuns 401 (cm. "Koabl coctoannsa HTTP" (cTp. 22)).

BHumaHue

Mo coobpaxeHnsam 6e30nacHOCT BpeMS UCTEYEHUSI CPOKa AENCTBUS TOKEHA YCTAHOBIIEHO PaBHbIM
OBYM vacawm. o ncrevenunn atoro spemeHmn APl BepHeT kopg, coctosHmaA 401 (cm. "Kopgbl cOCTOsIHUA
HTTP" (cTp. 22)).


https://datatracker.ietf.org/doc/html/rfc6750

2.4.1 AyteHTndukauusa Ha nnatdopme Knbep Bakan

BHumaHue
Insa ayteHTMdmkaumm Ha nnatdopme Kubep Bakan y Bac fAonxHa 6biTb akTUBMpPOBaHa y4eTHas 3anucb
agMuHUCTpaTopa.

Mponas ayteHTndukaumio Ha nnatcopme Knbep bakan ¢ noMoLLblo TOKEHa A0CTyNa, MHTerpauus
Nony4mT NpaBo BbINOMHATL ONepaLumn B TEHaHTe U ero cybTeHaHTax OT UMEHU agMUHMCTpaTopa.

NMpumeyvaHue
Mepepn Hayanom paboTbl Bbl A0OMXHbI 3anycTuUTb 0605104Ky Python 1 HacTpouTb ee ceaHc (cMm. "3anyck
obonoukm Python u HacTpolika ee ceaHca" (cTp. 12)).

Mogynu requests, json v pprint 4OMXHbI ObITb 3arpy>XeHbl B UHTEPAKTUBHYH 0O0MOYKY.

2.4.1.1 BoinonHeHne ayTeHTUmkauumn Ha nnatdopme Kubep Bakan

1. 3apaitTe nepemMeHHble username, password u datacenter_url u npuceoiTe UM MMS Nonb3oBaTenNs

KnueHTa, napornb knueHTta n URL-agpeca yctaHoBku Knbep bakan:

username = '<Ballie UMs Nonb3oBaTensa>'
>>> password = '<BaLu naposnb>'
>>> datacenter_url = '<URL-agpeca yctaHoBkn Knbep bakan>'

Bblaaya TokeHa goctyna knneHTy API

1. 3akoaupyinTte naeHTUUKaTOp KIMeHTa U CEKPeTHYI0 CTPOKY KIIMeHTa C MOMOLLbI0 KoaupoBku Base64
N COXpaHuUTe pesysibTaT B NepeMeHHON:

>>> from base64 import b64encode # Used for encoding to Base64
>>> encoded_client_creds = b64encode(f'{username}:{password}'.encode('ascii'))

2. OnpepgenuTe NnepeMeHHyto ¢ uMmeHeM basic_auth, a 3aTemM HasHaubTe 3TOM NepeMeHHON 06BEKT C

KJTI0O4OM aBTOpU3auun, cogepxawium ayTeHTI/ICbI/IKaLl,I/IOHHbIe OaHHble!

>>> basic_auth ={

... 'Authorization": 'Basic ' + encoded_client_creds.decode(‘ascii')
.}

3. OtnpasbTe 3anpoc POST Ha koHe4Hyto TouKy /idp/token. 3anpoc AonxeH coaepxaTb AaHHble

ayTeHTUdMKauUM B 3arofioBKax 3anpoca u cogepxaTtb none grant_type, yctaHoBneHHoe Ha password
B CBOEM Tere:

>>> response = requests.post(
f{datacenter_url}/idp/token’,
headers={'Content-Type'": 'application/x-www-form-urlencoded', **basic_auth},



data={'grant_type": 'password'},

)

4. TlpoBepbTe KOf, COCTOSIHWA OTBETa:

>>> response.status_code
200

Kog coctosiHua 200 o3HavaeT, 4To Ha nnaTtgopme nponsoLuna ayTeHTudukaumsa knneHta APl un
nnatcpopma Bblaana knmeHTy APl TOKeH Ans gocTtyna K kKoHedHbiM Toukam API (TokeH gocTtyna).
TeKCT Tena oTBeTa COAEPXMUT 3aKOAMPOBaHHbI 06beKT JSON ¢ 3TM TOKEHOM U HEKOTOPOW ApYrom
MHpopMaumen.

5. TMpeobpasyiite TekcT JSON, cogepxalumincs B Tene oTBeTa, B 06bEKT, a 3aTeM coxpaHuTe {‘access_
token’: ‘eyJ0eXAiOiJKV1QiLCJhbGciOidSUzI1NilsimtpZCI6ImMwMD...” B nepemMeHHon ¢ UMeHeM
token_info:

>>> token_info = response.json()

>>> pprint.pprint(token_info)

'expires_on'": 1562910964,

'id_token": 'eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsImtpZCI6IjI5ZT...",
'token_type'": 'bearer'}

6. Onpepnenute nepemMeHHyto ¢ MMeHeM auth, a 3aTem Ha3HaybTe 3TON NepPeEMEHHON 0OBEKT, KOTOPbIN
OyaeT ucnonb3oBaTbCs A1 co3haHus 3aronoska Authorization B 3anpocax API:

>>> guth = {'Authorization': 'Bearer ' + token_info['access_token']}
>>> auth
{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCl6ImMwMD..."}

Bam HyxHO BypieT yka3biBaTb 3Ty MEPEMEHHYIO0 B Kax oM 3anpoce K AP| cneaytowym o6pa3om:

requests.get(f'{datacenter_url}/api/<api version>}/tenants', headers=auth)
Tenepb Balla MHTErpaUusi UMeeT A0CTYN K cooTBeTcTBYyloLEeMYy API Kubep Bakan.

CnpaBo4HUK

CI'IpaBOHHMK OOCTYNEeH Mo CChIJIKe.

2.5 3anpocbl 1 oTBEeTHI API

CBA3b C KOHEYHbBIMWN TOYKaAMM OCYLLECTBASETCA Yepe3 TEKCTOBbIE cO0bLeHns B hopmaTe HTTP, npu

3TOM CaMoO Teno coobLLIEHNSI MOXET ObITb nyCTbIM U UMETb cneumanbHbIn cbopmaT.

dopmar ykasbiBaeTcs B 3aronoske Content-Type coobiieHus.


https://cb-api.cyberprotect.ru/iam/token#vypolnenie-zaprosa-tokena
https://developer.mozilla.org/en-US/docs/Web/HTTP/Messages

2.5.1 Tun coobueHns 3anpoca

¢ [lycToe Teno coobuieHus

Mpumep

GET /credentials/e5afb5e8-84b6-415b-969d-bc10d19f3301 HTTP/1.1
Host: https://installaddress.ru:433/api/v1
Authorization: Bearer dXNIcjpwYXNz...

¢ Teno coobuieHus B hopmaTte JSON (B OCHOBHOM)

Mpumep

POST /credentials HTTP/1.1

Host: https://installaddress.ru:443/api/v1
Content-Type: application/json
Authorization: Bearer dXNIcjpwYXNz...

{
"scope": {
"type": "folder"
}1

"description": "HoBO€ onucaHue",
"identity": "user_name",
"secret"; "user_pass"

}

e Teno coobuieHus B chopme HTML
Mpumep

POST /idp/token HTTP/1.1

Host: https://installaddress.ru:443

Content-Type: application/x-www-form-urlencoded
Authorization: Bearer dXNIcjpwYXNz

grant_type=password

2.5.2 Tun coobleHuns oTBeTa

¢ [lycToe Teno coobLieHus

Mpumep

HTTP/1.1 204 No Content
<other headers...><empty line>

e Teno coobuieHus B hopmaTte JSON (B OCHOBHOM)
Mpumep

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8


https://www.json.org/
https://www.w3.org/TR/html401/interact/forms.html
https://www.json.org/

Cache-Control: no-store
Pragma: no-cache
<other headers...>

"access_token": "eyJhbGciOiJSUzI1NilsimVhc...",
"token_type": "bearer",

"expires_in": 86399,

"id_token": "eyJhbGciOiJSUzlI1NilsimtpZCI6l...",
"scope": null

e Teno coobuweHus B hopme HTML
Mpumep

HTTP/1.1 200 OK
Content-Type: text/html<other headers...>

<IDOCTYPE html>
<html>

<head>

<meta charset="UTF-8">
</head>

<h5>Please wait...</h5>
</body>

</html>

B HekoTopbix cnyyasix URL-aapeca KOHEeUHbIX TOYeK MOTyT ObITb JONOMHEHBI MapamMmeTpamMu 3anpoca.

Pa3paboTumku pegko cosgatoT HTTP-coobLleHns caMOoCTOATENbHO: 3TO AeNCTBME BbINOJIHAET
nporpammMmHoe obecneyexne, Beb-6pay3ep, Npokcu unm Beb-cepep. XopoLUMMMN UHCTPYMEHTaAMM AN
paboTbl C TakuMu coobLieHnsmu aensatoTes curl, PowerShell unm Postman.

Hanpumep, 4tobbl MonyyYnTb MHOPMALMIO O TEHAHTE N3 KOHEYHOM TOYKM /tenants/<tenant ID> ¢
NMOMOLLbIO curl, UCMONb3yiNTe CReayoLLy0 KOMaHay:

curl -isX GET https://installaddress.ru/api/v1/credentials/<your credentials ID>\
-H "Authorization: Bearer <your token>"

OnucaHua napameTpos curl, nCNonb3yeMbiX B 3TOM NpUMepe, NPUBEAEHbI Ha CTpaHuLLEe PyKOBOACTBA Mo
curl.

PesynbTaT oTBETa MOXET ObITb CNEAYIOLLVM:

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 17 Jun 2019 06:55:25 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 573

<other headers...>


https://www.w3.org/TR/html401/interact/forms.html
https://curl.se/
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/invoke-restmethod?view=powershell-7.5
https://www.postman.com/
https://curl.se/docs/manpage.html
https://curl.se/docs/manpage.html

"scope": {
"type": "folder",
"subtype": ""
|3
"description": "HoBOe onucaHue",
"identity": "user_name",
"id": "b12e9914-ecea-4869-8e55-3e62a6dd8bb8",
"tenant": "8f2ce031-3a88-448a-b6b6-84fc8728eab4",
"version": 0,
"secret_autogenerated": true,
"created_at": "2025-11-05T14:15:50Z",
"updated_at": "2025-11-05T14:15:50Z"

MonHbIN Habop KOHEYHBIX TOUEK, UX ONUCAHUIA, NoaaepXueaemblx umu HTTP-mMeToaoB, NPUHUMAaEMbIX
UMW [@aHHbIX 3arnpoca 1 reHep1MpyeMbIX UMY OTBETOB OMKWCaHbl B CripaBoyHuke API.

2.6 [MapameTpbl 3anpocos API

I'Iapameprl 3anpocoB UCMNoJ1b3yKTCA AnAa orpaHn4eHnaA BbI60pKI/I 3anpoLleHHbIX peCcypCcoB, NONUCKa N

unbTpaumn.
Onepauus OnucaHne PekoMeHayemMasa meTtoauka Mpumep
PunbTpaumsa OTtdhmnbTpoBaTth Habop | OnepaTtop He TpebyeTcs.
?vaults=1aaahd

(cooTBeTcTBUE) pecypcoB unu pecypc

TOYHO

COOTBETCTBYOLNE

3HaYeHNH.

dunbtpaumsa (not) | OTdmnbTpoBaTth Habop | NcnonbayeTtcsa onepaTtop he
?vaults=ne(43ddaaef)
pecypcoB unu pecypc ¢ | ana atpubyTa.
1Cnosib30BaHnem

BblpaxeHus "He paBHO"

ansa atpubyTa.

dunbTpauus OTtdunbTpoBaTh Habop | Mcnonb3yeTca onepaTop ge Zenqueue._time=ge(2009
(6onbLue nnu pecypcoB unu pecypc ¢ | ans atpubyTa. 1 ‘I-1qOT23:60:OOZ£;
paBHO) MCMOoJSIb30BaHNEM

BblpaxeHus "6onblue
Unu paBHo" AnA

aTpubyTa.
dunbTpauua OTdunbTpoBaTth Habop | Vicnonbayetcs onepaTop gt
patl ® P P ¥ patopg ?enqueue_time=gt(2009-
(6onbLue) pecypcoB unu pecypc ¢ | ana atpubyra. 11-10T23:00:002)
MCMONb30BaHUEM

BblpaxeHus "6onbLue"”



https://cb-api.cyberprotect.ru/

Onepauus

Onucanune

PeKomeH.qyemaﬂ MeToguka

Mpumep

ans aTpubyTa.

PunbTpaumsa

OTtdunbTpoBaTh Habop

Mcnonb3yeTca onepatop le

?enqueue_time=le(2009-

(MeHbLwe nnu pecypcoB unu pecypc ¢ | ansa atpubyTa. 11-10T23:00:002)
paBHO) UCMOoSIb30BaHNeEM
BblpaxXeHns "MeHblLue
Unu paBHo" AnA
aTpubyTa.
dunbTpauma OTtdunbTpoBaTh Habop | Vicnonb3yeTcs onepatop It )
?enqueue_time=It
(mMeHbLUE) pecypcoB unu pecypc ¢ | ans atpubyTa. (1568822944000000ns)
UCMONb30BaHUEM
BblpaxeHus "MeHbLue"
ans aTpubyTa.
dunbTpaums OTdunbTpoBaTh Habop | Micnonb3yeTcsi onepaTtop AN S
(BHYTPM pecypcos ¢ range onsi atpubyra. (2009-11-
MHTepBana) MCMOoNb30BaHNEM 107T23:00:00Z,2009-11-

ycnoswus "BHyTpY
MHTepBana" ons
aTpubyTa.

11T23:00:002)

dunbTpauus (BHe
WHTepBana)

OTtdunbTpoBaTh Habop
pecypcos ¢
UCMosib30BaHNeM
ycnosus "BHe
uHTepBana" ans
aTpubyTa.

Wcnonb3yeTcs onepatop
Xrange ans atpubyTa.

?enqueue_time=xrange
(2009-11-
10T23:00:00Z,2009-11-
11723:00:002)

dunbtpauusa ("u")
0N 3Ha4YeHumn
opfHoro aTpubyTa

OTdunbTpoBaTh Habop
pecypcoB c
MCMNONb30BaHNEM
ycnosusa "n" gna
3HAYeHNn OQHOro

aTpubyTa.

Mcnonb3yeTcs onepaTtop
and ana atpubyTa.

CuHTakcuc: field=and
(vi,v2,v3muT.pn.).

OnepaTtop and BO3MOXHO
1cnosib3oBaTh €
onepatopamu hlike, like,
tlike.

?resources.name=and
(hlike(hit), like(jar))

dunbTpauus

(llMJ_IMII) IJ.J'IH
3Ha4YeHNn oJHOro

OTdhunbTpoBaTh Habop
pecypcoB ¢
ncnonb3oBaHnem

Mcnonb3yeTca onepatop or
ans atpubyTa.

CuHTakcuc: field=or

?resource.name=or
(Critical data,CEO laptop)

anMGyTa ycnosua vl/|,|'||/| ana (V1 ’V2’V3,V| Tp') Eyp.y-r Bbl6paHbI pecypchbl co
3Ha4eHunn oAHoro 3HayeHuamum Critical data unu
atpubyta. CEO laptop.

dunbTpaumn OTchunbTpoBaTh Habop | Vicnonb3yeTcs onepaTtop

("copepxut")

like onst aTpubyTa.

?resource.name=like(lap)




(HaunHaeTcs ¢)

pecypcos c
UCMONb30BaHUEM
ycrnoBus "HaumMHaeTca
c" ansa atpubyTa.

hlike gns aTpubyra.

CuHtakcuc: field=hlike
(value).

Onepauus OnucaHue PekoMmeHayeMasa meToauka Mpumep
pecypcos ¢ CunTakcuc: field=like(value). | ByoyT BbibpaHbl pecypcbl co
MCnonb30BaHMEM 3Ha4veHuamu laptop, thunderclap
ycnosus "cogepxut” MT. O.
ans aTpubyTa.
dunbTpauua OTtdhunbTpoBaTth Habop | Vcnonb3yeTtcst onepatop

?resource.name=hlike
(CEO)

BynyT BbIGpaHbl pecypcbl co
3HauyeHusmu CEO laptop, CEQ's
machines nt. g.

dunbTpauus
(3akaH4mBaeTcs)

OTdhunbTpoBaTh Habop
pecypcoB c
MCMONb30BaHUEM
ycnosus
"3akaH4ynBaeTcsa" ong
aTpubyTa.

Mcnonb3yeTca onepatop
tlike ona atpubyra.

CuHTtakcuc: field=tlike
(value).

?resource.name=tlike(top)

BynyT BbIOpaHbl pecypcbl co
3HayeHusmu laptop, tabletop n
T.A.

CopTupoBka (rno
BO3pacTaHuto, No
ybbiBaHuMI0)

Mepeonpepenutb
nopaaoK COPTUPOBKK
no ymonyaHuto Habopa
pecypcoB.

[na copTMpoBku
ucronb3yeTcs aTpubyT
order c npedwmkcamu asc
[ANA COPTUPOBKN NO
BO3pacTaHuto n desc ans
COPTMPOBKM MO yObIBaHUIO.

CuHTakcuc: order=asc
(f1),desc(f2).

?order=asc(date_of
birth),desc(zip_code)

[aHHbI NnpumMep 3anpawumBaeT
OaHHble C COPTMPOBKOM MO
BO3pacTaHuio Mo aTpubyTy
date_of_birth B nepByto ouepenb
u fanee no zip_code no
ybblBaHuto0.

2.7 Koabl otBeTa API

2.7.1 TNpoBepka koaos oTBeToB AP

OteeTtam API npucBauBatoTcs onpefenieHHble YNCTIoBble KOAbl, KOTOpble MO3BONSAT 6bICTPO

onpenennTtb, ObIn nn 3anpock KOHEYHOW TOYKE BbIMOMHEH YCNeLwHOo nnn HeT, N eCnn HeT, TO No4YeMmy.

B otaenbHbix rnaeax APl npuBeaeHbl Koabl OLNMGOK 1 X NOAPOOHbIE ONUCAHUS A1S KaXA0N KOHEYHON

Toukm API.

2.7.1.1 lposepka koOoB OTBETOB

Bcem otBeTam AP| nprcBanBaoTCs KOHKPETHbIE YMCOBbIE KOAbl COCTOsIHMIN HTTP, KoTopble No3BonsAl0T

6bICTpO onpenennTb, Obin nn 3anpoc K KOHEYHOW TOYKE BbIMOMHEH yCneLwHo, a eCyinm HeT, TO No4Yemy OH

He Obin BbINOMHEH. Bbl MOXeTe NpoBepuTb KOAbl COCTOSIHUI C MOMOLLIbIO curl, fo6aBuB napameTp --

include:



https://curl.se/

curl -X POST -s <Cyberprotect product URL>/<Cyberprotect product APl location>/status \
--header Authorization: Bearer <your token>\
--data "{...}"
--include

Kogpl ycnexa
Kop 6yneT conepxaTtbcsl B NepBOM CTPOKE BbIBOAA OTBETA.

[lna ycnelwHoro BbiNosiHEHUs 3anpoca nnatdopma Takxke MoXeT npegoctaButb 06bekT JSON B Tene

oTBeTa, cogepxalimin nicopmaumio 06 onepauun.

Hanpuwmep:

HTTP/1.1 200 OK

<..>

{
"created_by": "f90e086b...",

"last_access_at": "2020-05-22T10:13:28+00:00",
"tenant_id": "ebafb5e8...",

Koppbl oumnbok

[lna nony4eHus koga owMbKKM nnatdopma MOXET BKIHOYMTb B Teno oTBeTa 06bekT JSON, cogepxatuui

MHpopMaLno 0 KOHKPETHOM ownbke. AT Koabl cneundnyHbl ana kaxaoro APl n KOHEYHOM TOYKN.

3Ha4yeHune OnucaHve
error.code Kopa nnatdopmebl nnu HTTP-kop, (cm. "Koabl coctosaHna HTTP" (cTp. 22)).
Kogabl 1 onncanns nnatdopmMbl noagpobHO onncaHbl B OTAENbHbIX rnaBax,
nocBsLLLEeHHbIX API.
error.message KpaTkoe coobLueHne ¢ ykazaHUeM NpUHUHbI OLLINOKN.
error.context O61bekT ¢ gononHuTenbHom nHcopmMaumen ob ownbke.
error.domain MpeameTHasa obnacTb, B KOTOPOW Npou3oLLsia oLwmnbKa.

Bo3MOXHbIe 3Ha4YeHUsI npmeeneHbl B Tabnuue panee.

Bo3moxHble 3Ha4yeHus error.domain B 3aBUCMMOCTU OT KOJa OLUMOKMU:



Koa owmbku domain

400 BadRequestError General

404 NotFoundError

406

409 DataConflictError

415

422 Issue

500 InternalServerError

401 UnauthorizedRequestError Access

401 AuthenticationTimeoutError

403 AccessDeniedError

Hanpumep:

HTTP/1.1 400 Bad Request

<...>
{
"error":
{
"code": 1006,
"message":"It is prohibited to delete a non-disabled tenant.",
"context":
{
"id":"1415032"
b
"domain":"General"
}
}

2.7.2 Kopgpl coctoaHusa HTTP

Hwuxe npuBogutcsa ceofka kogos coctosHua HTTP, Bosspawaembix API, n onucaHne kaxaoro u3 Hux. B
crnpaBo4yHON AokymeHTauun no API npuBeaeH cnmcok kogos owmnbok APl 1 onvcanuii ans Kaxaon
KOHEYHOMN TOYKM.

Kon OnucaHue
20x 3anpoc K KOHeYHOW TOUKe Oblif BbIMOJHEH YCMELLHO, U TeNno oTBeTa MoOXeT cogepxaTtb 06bekT JSON ¢
pe3ynbTaTtamu.
400 3anpoc K KOHEYHOI ToYKe 3aBepLUUIICS OLIMGKON, 1 TeNo oTBeTa coaepXuTt 06bekT JSON ¢
noapobHbIMU cBeaeHUsAMM 06 owmnbke.




Kon OnucaHue

401 He ynaeTtcs 06paboTaTh 3anpoc K KOHEYHOM TOYKE, NOCKOSbKY CPOK AENCTBUSA TOKEHA, YKA3aHHOTO B
3aronoske Authorization, uctek unu oH HegeNCTBUTENEH.

403 He ynaeTtcs 06paboTaTh 3anpoc K KOHEYHOM TOYKe, NOCKOSbKY Balla y4eTHas 3anucb He MMeeT npasa
O0CTyna K 3TOM KOHEYHOW TOYKe.

404 3anpoc K HecyLLleCTBYHOLLIEN KOHEYHOWN TOUKe Unn B cryX6e He HalieHbl 3anpoLLeHHbIE AaHHbIE.

405 B 3anpoce ncnonb3yetcsa MeTof, KOTOPbIN He MOAAEPXMBAETCA KOHEYHOM TOUKOWA.

409 [pyroi o6 beKT TOro Xe TUna yXe CyLLecTBYyeT.

415 B 3anpoce ucnonb3yeTcs hopmMaT, KOTOPLIN HE NOAAEPXKMBAETCA KOHEYHOW TOYKOW. OTa npobnema
MOXET BO3HWKHYTb, €CAN B 3anpoce bbiN yka3aH HeNpaBuibHbI 3arofloBOK unu 3aronosok Content-
Type oTcyTCcTBOBAN.

50x Mpobnema B paboTe cnyx6bl. Mbl pekomMeHAyeM NOBTOPUTL 3anpoc ABaXAbl C MHTEpPBaNoM B 1-2
cekyHapbl. Ecnum owmbka He ycTpaHsieTcsl, 06paTtutecb K agMUHUCTPATOPy KOMMNaHUU Uiv NOBTOpUTE
MonbITKY NO3Xe.

2.8 CopTupoBKa 1 NOCTpaHNYHbIE OTBETLI

2.8.1 lNocTpaHn4yHble OTBETHI

HekoTopble KOHEYHbIE TOYKM MOTYT BbliaBaTb 60SbLIOE KOIMYECTBO PE3YNbTATOB, YTO NPUBOAMUT K
Yype3mepHOMY 06beMY MHTEPHET-TpadmKa U Harpyske Ha cepBep.

YTto06bI YMEHbLUUTb KOJTNYEeCTBO PE3YJIbTATOB, 3TN KOHEYHbIEe TOYKUN UCTOJIb3YHT MEXaHU3M

NMOCTPaHNYHOro pasbumeHuns, NO3BONSAOLLMIA UM BO3BpaLLaTh pe3ysbTaTbl HA HECKONbKUX CTPaHULLaX.
Paamep cTpaHuupbl onpeaensieTca napaMeTpoM limit CTpoku 3anpoca.

Ecnu atot napamMeTp ABHO HE 3aaH, KOHEe4YHadA TOYKa BEPHET KOJIM4YECTBO pe3ysibTaToB MNo yMOJ14aHuio,

yKasaHHoe And napameTpa CTpPoku 3anpoca limit B cnpaBoyHuke API.

Hanpumep, ecnu nmeetca 99 pesynbTtaTos, a Ana napametpa limit ctpokn 3anpoca 3agaHo 3HaveHune 50
pe3ynbTatoB, AP| pasgenuT pesynbTaThl Ha ABE CTpaHuLbl, 0TOOpa3uB NepByto cTpaHuuy ¢ 50

pesyfibTaTaMu U ykasaTtenem, BeAyLyM Ha BTOPYIO CTPaHuLY ¢ ocTaBummucs 49 peaynbtatamu.

Mpumep nogobHoOro 3anpoca, BbINOMHAEMOro Yepes curl:

curl -isX GET -G <product URL>/<product API location>/<endpoint>\
--data "limit=50" \
-H Authorization: Bearer <your token>

Korpa 6yneT AocTynHa crneaylowlas unu npeablaylias CTpaHnua, 3arpyska byaeTt BkitovaTb TOKEH
CTpaHuLbl. TOKEH CTpaHULbl — 3TO CTPOKA, KOTopas KOAMPYeT NapamMeTpbl 3anpoca 1 No3BonseT NepenTu
K cnepyloLen unu npeabiayLwen CtpaHuue pesynbTaToB.



MpumeyaHue
HekoTopble KOHEYHbIE TOUYKM MOTYT NOAAEPXMBATL NEPEXOL, TONbKO B MPSIMOM HanpasneHuu,

ocTanbHble — B 060MX HanpaeleHunax.

Korpa cnepytowas cTpaHuua ¢ pesynbTatamu OyaeT AoCTynHa, oTBET byaeT coAepXaTb TOKEH CTPaHULLbI
after:

HTTP/1.1 200 OK

Server: nginx

Content-Type: application/json
<other headers...>

{"items":[...],"paging":{"cursors":{"after":"0ASAAAAAAAAAAA=="}}, ...}

YT06bI NEpenTH K CreaytoLLein CTpaHnLLe, KOHEYHbIE TOYKM MOTYT NPUHUMAaThL NapaMeTp CTPOKK 3anpoca
after, KOTOpbIN [ONXEH UCNOSIb30BaTbLCSA BMECTE C NapaMeTpoM CTpoku 3anpoca limit. ObpaTtute

BHMMaHUe, YTo TOKEH CTpaHuLpl after gonxeH 6biTb 3akoanposaH B URL:

curl -isX GET -G <product URL>/<product API location>/<endpoint>\
--data "limit=50" \
--data-urlencode "after=0A8AAAAAAAAAAA=="\
-H Authorization: Bearer <your token>

Korga Bbl nepeﬁ,u,eTe Ha cnenyrouyr CTpaHuly pe3ysibTaTtoB, OTBET TakKXe 6y,u,eT coaepXxaTtb TOKeH

CTpaHuubl before, KOTOPbI NO3BONUT BaM BEPHYTLCS Ha NpeablayLLyo CTPaHULY:

HTTP/1.1 200 OK

Server: nginx

Content-Type: application/json
<other headers...>

{"items":[...],"paging":{"cursors":{"before":"AAAAAAAAAAAAAA=="}}, ...}

[na nepexopa Ha npeabiayLLyto CTPaHULYy KOHEeYHbIe TOYKM MOryT MpMHMMaTh napamMmeTp CTPOKK 3anpoca
before, KOTOPbIN AOMXEH NCMONBb30BaTbLCA BMECTE C NapaMeTPoM CTpoku 3anpoca limit. ObpaTtute

BHMMaHWe, 4YTo TOKEH CTpaHuLbl before gonxeH 6biTb 3akoampoBaH B URL:

curl -isX GET -G <product URL>/<product API location>/<endpoint> \
--data "limit=50" \
--data-urlencode "before=AAAAAAAAAAAAAA=="\
-H Authorization: Bearer <your token>

2.8.2 CopTnpoBka

MapameTpsbl 3anpoca CITEOYET ncnonb3oBaTh TONBKO C LieSblo orpaHMyeHmns Habopa pecypcoB unm B

KayecTBe KpUTepreB noucka unu ounbtpaumm.



XoTAa B COOTBETCTBUM CO CTaHaapTamu orpaHnyeHns no URL-agpecam He cywlecTByeT, TeM HE MeHee
pas3Hble 6pay3epbl U cepBepbI yCTaHaBNMBatoT orpaHuyeHus no URL-agpecam. MNoatomy npu 60s1bLwomM
KonunyecTse UnNbTPyeEMbIX 3NIEMEHTOB, NoXanyncra, obpaTute BHUMaH1Me Ha PEKOMEHALMIO MO

MCMoNb30BaHMo 60SbLIOIO KONMYEeCTBa (PUNbTPYEMbIX /IEMEHTOB.

MapameTpbl pa3busku Ha cTpaHuubl JOJTKHbI cooTBeTCTBOBaTH pekoMeHaaumsiM no pasbueke Ha
CTpaHuLbl.

Mopsapok copTupoBku no ymonyvanuto CIEOYET paccmatpuBaTth Kak HeonpeneneHHbin n
HeAeTePMUHMPOBAHHGIN. B 3TOM cnyyae cepBep MoXeT BbiOpaTh A1 BO3BpaTa pe3ynbTaToB NOPSAoOK

COPTMPOBKMU MO YMOSTYaHUIO.

Ecnu TpebyeTcsa saBHbIM nopsaok coptuposku, CITIEOYET ncnonb3oBaTtb NapaMeTp 3anpoca order co
cnepyowmm obwmm cuHtTakencom: ascldesc(field_name),asc|desc(field_name?2), roe asc o3HauaeT
BO3pacTaHue, a desc — ybbiBaHue.

Mpumep: /accounts?order=asc(date_of_birth),desc(zip_code). B aTom npumepe cepsep 3anpawumBaet
Bblayy y4eTHbIX 3anMcen, OTCOPTMPOBaHHbLIX CHavana no napameTpy date_of birth B nopsake

BO3pacTaHus, a 3aTeM Nno napameTpy zip_code B nopsifike ybbiBaHUSA.

MoapobHee o0 unbTpaUMmM pecypcoB onMcaHo Ha cTpaHuue "lMapameTpsbl 3anpocos API" (cTp. 18).

2.9 3anpocbl API, tHUUMmnpytowme anuTenbHbIe onepaumn,
N OXnagaHme nx oKoOH4YaHuA

Psap, cueHapunes BbIMOMHAETCA B @CUHXPOHHOM peXnMe, Tak Kak UX BbIMOSIHEHNE 3aHUMaeT AfuTensHoe
Bpems. [pu 3anycke cueHapua B OTBETE MOXET NPefoCTaBNATLCA MASHTUMDUKATOP 3afa4uv Unm
aKTMBHOCTW. 1N nonyyeHns craTyca BbIMOSIHEHNS CLeHapus Heo6xoAMMO BbIMOSTHUTL 3aMnpoc No
naeHTudmKaTopy NonyYyeHHon 3agayn, akTMBHOCTU UKW APYron SHANOUHT (CM. npumepsl). Mpumepsl

3arnpocoB OrnncaHbl HNXe.

2.9.1 Mpumepsbl 3anpocos

2.9.1.1 3anpoc gna 3anycka nraHa pe3epBHOro KonmpoBaHuUs

MeToa 1 nyTb KOHEYHOW TOYKN
POST /policy_applications:run
3aronoBku

Accept: application/json

Content-Type: application/json

Authorization: Bearer
eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCI61jRIZDM4ZWRILTFKZTQINDhmNC 1hM2EyLT
Q3ZGVINDdiZJEwZCJ9...


https://stackoverflow.com/questions/417142/what-is-the-maximum-length-of-a-url-in-different-browsers/417184#417184

Teno

{

"state": "running",

"policy_id": "53b86e12-3c65-4721-bf31-92ddebfa769f",
"context_ids": ['5b6ff2dc-9095-4718-bc93-d25¢c70aaa130"]
}

2.9.1.20T1BeT

Kop,
202
OnucaHue

Accepted for asynchronous run invocation

2.9.2 TonnuHr: ctaTyc BbINOMHEHWSA MlaHa pe3epBHOro KONMpoBaHUA

2.9.2.1 3anpoc ansa NnpoBepKM cTaTyca BblNOSIHEHUSA

MeToAa 1 nyTb KOHEYHOW TOYKN

GET /policy_applications?policy_id=53b86e12-3c65-4721-bf31-92ddebfa769f&context_
id=5b6ff2dc-9095-4718-bc93-d25¢c70aaa130

3aronosku

Accept: application/json

Authorization: Bearer
eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCI61jRIZDM4ZWRILTFKZTQINDhmNC1ThM2EyLT
Q3ZGVINDdiZJEwZCJ9...

2.9.2.2 OTBeT: pe3epBHOE KONUpPOBaHUE B NpoLecce

Kop,

200
OK

Teno 3anpoca. Pe3epBHoe KonvpoBaHue B npoLiecce.

{
"items": [

[



2.9.2.3 OTBeT: pe3epBHOE KONUPOBaHNE 3aBEPLLEHO

1,

]

}

"id": "296a5dba-d31d-4026-a21c-2cff2ecb120f",
"created_at": "2024-11-28T09:53:05.499539125Z",
"updated_at": "2024-11-29T06:22:51.484848419Z",
"deleted_at": null,
"enabled": true,
"DEPLOYMENT": {

"STATE": "deployed"
2
"RUNNING": {

"STATE": "running",

"PROGRESS": "20"
i
"last_success_time": "2024-11-28T11:13:45Z",
"last_runtime": "2024-11-29T06:22:51Z",
"last_activity": "policy.backup.machine",
"next_run_time": "2024-11-29T10:01:14Z2",
"next_activity": "policy.backup.machine",
"STATUS": "running",
"agent_id": "bc083994-98f4-4365-97a5-7662e18bal0b2",
"context": {

"id": "5b6ff2dc-9095-4718-bc93-d25¢c70aaal130",

"type": "resource.machine"

2
"policy": {
"id": "53b86e12-3¢c65-4721-bf31-92ddebfa769f",
"type": "policy.backup.machine",
"name": "ol_test_plan_02"
i
"tenant_id": "17189",
"context_tenant_id": "17190",
"origin_contexts": [
"5b6ff2dc-9095-4718-bc93-d25¢70aaa130"

]

"paging": {
"cursors": {
"total": 1

}
}

Kop,

200
OK

}

Teno 3anpoca. Pe3epBHoe KONMpoBaHWe 3aBepLUEHO.

27
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{
"items": [
[

{
"id": "296a5dba-d31d-4026-a21c-2cff2ecb120f",

"created_at": "2024-11-28T09:53:05.4995391252",
"updated_at": "2024-11-29T06:24:06.873787017Z",
"deleted_at": null,
"enabled": true,
"DEPLOYMENT": {
"STATE": "deployed"
i
"RUNNING": {
"STATE": "idle"
2
"last_success_time": "2024-11-29T06:23:49Z7",
"last_runtime": "2024-11-29T06:22:38Z7",
"last_activity": "policy.backup.machine",
"next_run_time": "2024-11-29T10:01:14Z",
"next_activity": "policy.backup.machine",
"STATUS": "ok",
"agent_id": "bc083994-98f4-4365-97a5-7662e18ba0b2",
"context": {
"id": "5b6ff2dc-9095-4718-bc93-d25¢c70aaa130",
"type": "resource.machine"

i
"policy™: {
"id": "53b86e12-3¢c65-4721-bf31-92ddebfa769f",
"type": "policy.backup.machine",
"name": "ol_test_plan_02"
2
"tenant_id": "17189",
"context_tenant_id": "17190",
"origin_contexts": [
"5b6ff2dc-9095-4718-bc93-d25¢70aaal130"
]
}
]
I
"paging": {
"cursors": {
"total": 1
}
}
}
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2.10 API REST-pecypchl n onepaumm ¢ HUMU

2.10.1 Pecypc

Pecypc (Takxe U3BECTHbIN Kak paboyast Harpyaka) — 3T0 MCTOMHMK JaHHbIX, Tako Kak maunyeckue n
BMPTYasibHble XOCTbl, 6a3bl faHHbIX, MOYTOBbIE ALLMKU, BEG-CalThl U T.4., K KOTOPOMY MOXHO NMPUMEHUTb
MnnaH 3aWuThbl.

Pecypcbl cnyxaTt KOHTEKCTaMU, K KOTOPbIM NMPUMEHSIIOTCA U AJ151 KOTOPbIX BbIMOSHATCA NpaBuna unm
napameTpbl NONTUKN.

Pecypc MoxeT 6biTb aToMapHbIM UK FpynnoBbiM. ATOMapHbIn pecypc MOXeT BXOAUTb B HECKOJTbKO
rpynnoBbIX pecypcoB. ['pynnoBoi pecypc MOXHO ONpeaenuTb CTaTu4eckun (ABHO 3a4aB ero yyactue B
rpynne) unu guHaMmmnyecku (C noMoLLbo Habopa 3anpocoB K pecypcam).

Bce onepaumu ¢ pecypcamu HaxoaaTcs B KOHEUYHOMN TOUKe /resources.

2.10.1.1 CtpykTypa ob6bekTa JSON pecypca

OnucaHue cTpykTypbl 06bekTa JSON pecypca AOCTYMNHO MO CChISKE.

Nms Twvn 3HayeHua OnucaHue

id cTtpoka UUID YHukanbHbii naeHTudmkaTtop (UUID) pecypca.

created_at | cTtpoka [aTa n Bpemsa co3aaHus pecypca cornacHo ctaHgapty 1ISO 8601.

updated_at | cTpoka Hata v Bpems nocnegHero o6HOBMEHUst pecypca cornacHo ctaHaapty ISO
8601.

deleted_at | cTtpoka [aTa n Bpems MArkoro yaaneHus (yctaHoBku cpnara "yaanéH") pecypca
cornacHo ctangapty ISO 8601 unu null B cnyyae, ecnu pecypc He yaanéH.

tenant_id ctpoka UUID YHukanbHbin naeHTudukatop (UUID) TeHaHTa BnagenbLa pecypca.

external_id | ctpoka UUID YHukanbHbin naeHTudukatop (UUID) pecypca u3 BHELLHeN CUCTEMBI.

type CTpoKa Tun pecypca B hopmarTe type.scope, rae type — 370 resource, a scope

MOXET NpUHMUMAaTb creayouine 3Ha4yeHnaA:

¢ machine

e datastore.vmwesx

e datastore_cluster.vmwesx
¢ virtual_appliance.vmwesx
* virtual_application.vmwesx
¢ virtual_center.vmwesx

¢ virtual_cluster.vmwesx

e virtual_data_center.vmwesx

¢ virtual_folder.vmwesx



https://cb-api.cyberprotect.ru/resources/~schemas#resource

Nma

Twun 3HayeHusA

Onucanune

virtual_machine.vmwesx
virtual_network.vmwesx
virtual_resource_pool.vmwesx
virtual_host.vmwesx
virtual_machine.vmww
virtual_cluster.mshyperv
virtual_machine.mshyperv
virtual_host.mshyperv
virtual_appliance.mshyperv
virtual_network.mshyperv
virtual_folder.mshyperv
virtual_data_center.mshyperv
datastore.mshyperv
virtual_machine.parallelsw
virtual_host.parallelsw
virtual_cluster.pcs
virtual_machine.msvpc
virtual_machine.msvs
virtual_machine.pcs
virtual_machine.xen
virtual_machine.kvm
virtual_machine.kvmsrv
virtual_machine.rhev
virtual_host.vmww
virtual_host.msvpc
virtual_host.msvs
virtual_host.pcs
virtual_host.xen
virtual_host.kvm
virtual_host.kvmsrv
virtual_host.rhev
virtual_machine.hci
virtual_host.hci
virtual_cluster.hci
virtual_machine.scale
virtual_host.scale
virtual_cluster.scale
group.computers

group.all

group.vcenter

group.datacenter




Nms Twvn 3Ha4YeHua OnucaHne

e group.hosts_and_clusters

e group.cluster

e group.host

e group.virtual_application

e group.resource_pool

e group.virtual_folder

e group.vms_and_templates

e group.vms_folder

* mssql_server

* mssql_aag_database

e mssql_aag_group

¢ mssql_database

¢ mssql_database_folder

* mssql_instance

* mssql_system_database

* exchange

* msexchange_database

¢ msexchange_storage_group

* msexchange_mailbox.msexchange

* msexchange_mailbox.office365
settings_ CTpoKa Bepcusa cxembl HacTpoek.
schema
agent_id CTpoKa WpeHTndurkaTop areHTa.
group_ CTpoKa Cnncok pecypcoB, UCMONb3YEMbIX BHYTPU rpynnbl Npu e€ co3aaHum.
condition

MapameTp [onXeH BKNOYaTh:

e Ans rpynnbl LOMEHOB - TUM pecypca, LOMEH, 3K3eMMNNAP;

e Ons rpynnbl 9K3eMMAPOB - TUM pecypca 1 3K3eMnnsp.
allowed_ MaccuB CTPOK Cnuncok TMNoB pecypcoB, KOTOpble MOXHO A06aBUTb B Fpynny.
member_
types
parent_ maccu cTpok UUID | MNepeyeHb yHukanbHbix naeHtudukatopos (UUID) poantensckux rpynn.
group_ids
name CTpoKa HaumeHoBaHwue pecypca.
user_ CTpoka HaumeHoBaHue pecypca, onpegenéHHoe nonb3oBaTenem.
defined_
name
tag CTpoKa OnpepnenéHHoe nonb3oBaTeneM CTPOKOBOE 3Ha4YeHNE Ansa hunbTpaLmm




Nma

Twun 3HayeHusA

Onucanune

pecypcos.

attributes

06beKkT

MaccuB aTpubyToB pecypca.
JocTynHble 6a3oBble NPOCTPAHCTBA UMEH:

* default
¢ legacy
¢ tenant
e agent
e cyberfit
¢ backups
e hwi

¢ workload_isolation

2.10.1.2 CtpykTypa ob6bekTa attributes

OnwncaHne aTpMbyTOB NPOCTPaAHCTBA MMEH JOCTYMHO MO CChISIKE.

Nma Twun 3HayeHwms OnucaHue
name CTpoKa HaumeHoBaHue atpubyTta (MpoCTPaHCTBO UMEH).
kvs MaccuB 00 beKTOB MaccuB 06bekToB Buaa "Knoy": "3HaueHune".

2.10.1.3 CtpykTypa o6bekTa kvs

MaccuB CTPOK Unu
yucen

Nma Twun 3HaueHumA OnucaHue
key CTpOKa HaumeHoBaHue kniova.
value CTPOKa WIn Yncno, EpnHUYHOE 3Ha4eHne Mnu MaccuB U3 CTPOK WUIK LENbIX Yncen.

2.10.1.4 CtpykTypa o6bekTa details

MaccCuB CTPOK Unu
yucen

Nma Twun 3HaueHumA OnucaHue
key CTpoOKa HaumeHoBaHue knova.
value CTPOKa WIn Yncno, EanHuyHoe 3HayeHue, NpeacraBnsiowee coboi CTpoKy Uim Liesnoe Yncro,

WM MacCuB, COCTOSILLMIN N3 CTPOK MIK LENbIX YMCEen.



https://cb-api.cyberprotect.ru/resources/~schemas#attribute-namespaces

2.10.1.5 NMpumep pecypca

"id":"054b939a-3627-41c9-a351-151be3de0980",

“created_at":"2021-01-18T14:38:24.55898577",
"updated_at":"2021-01-18T14:38:24.5789853Z",

"tenant_id":"cbad0dcf-fe8f-4989-bc03-27ae36112104",
"external_id":"054b939a-3627-41c9-a351-151be3de0980@cbad0dcf-fe8f-4989-bc03-

27ae36112104",
"type":"resource.group.computers”,
"group_condition":"comment like 'Simple*",
"parent_group_ids":[
"301d1574-849e-4714-859f-3a2ec12a218b"
1,
"allowed_member_types":|
"resource.machine"
1,
"name":"Dynamic group",
"user_defined_name":"Dynamic group",
"attributes":[
{
"name":"group”,
"kvs":[
{
"key":"parent_id",
"value":[

"62E5834D-FB8E-500D-956E-02C182D463D2"

]
I
{
"key":"tz_offset",
"value":[
"480"

2.10.1.6 CnpaBo4HMKHK

CI'IpaBOl—IHI/IKI/I LOOCTYIMHbI NO CChIJIKE.

2.10.1.7 Oencreusa c pecypcamm

Onepauus

MCI'IOJ'Ib3yeMbIe MeToAbl U KOHEYHble TOYKU

"Mony4yeHne cnucka pecypcos” (cTp. 34)

GET /resources

"MonyyeHne nogpo6HoM nHdopmaumm o pecypce” (cTp. 34)

GET /resources/<resource_id>



https://cb-api.cyberprotect.ru/resources/resources

2.10.1.8 Nony4yeHune cnucka pecypcos

1. BbInonHuTe ayTeHTMdMKaLMIO C NoMoLLbio o6onoykn Python (cMm. "AyTeHTudmKaumsa Ha nnatgopme
Knbep bakan" (cTp. 14)).

[onxHbl cTatb OOCTYNHbIMU crniegyoLline nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization’: '‘Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsImtpZCI6ImMwMD..."}

2. OtnpasbTe 3anpoc GET Ha KOHEYHYH0 TOUKY /resources:

>>> response = requests.get(f{base_url}/resources', headers=auth)

3. TpoBepbTe KoA COCTOAHNUA 3anpoca:

>>> response.status_code
200

Koa coctosHus HTTP 200 o3HauaeT, 4To 3anpoc 6bi YCNEeLHO BbIMOSHEH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHMs 06 oLnbKe CM. B

pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

Kpowme Toro, Teno oTeeTa COAepXNUT 06bEKT ¢ KNnto4voMm items B dopmaTte JSON, copepxalumin maccus
06bekToB pecypcoB. [Nocne npeobpa3oBaHus B 06bEKT OH OyaeT BbIrMAAeTb Tak:

>>> pprint.pprint(response.json())
{litems": [{'created_at". '2021-02-03T14:57:07.293995787Z',
'external_id": '23effcf6-2798-4631-9a52-5785bf3af657 @cbad0dcf-fe8f-4989-bc03-
27ae36112104',
'id": '23effcf6-2798-4631-9a52-5785bf3af657',
'name": 'DESKTOP-JRPTA4A',
'tenant_id": 'cbadOdcf-fe8f-4989-bc03-27ae36112104',
'type': 'resource.machine’,
'updated_at': '2021-02-03T18:13:48.312293448Z',
'user_defined_name': 'DESKTOP-JRPTA4A'},
.

'paging": {'cursors': {"after": ""}}}
4. TpeobpasywnTe TekcT JSON, copepxalumincs B Tene oTBeTa, B 0ObEKT, a 3aTEM U3BIIEKUTE CMIUCOK
pecypcoB 13 oTBeTa:

>>> resources = response.json()['items']

2.10.1.9 MNony4eHne nogpobHom nHdopmaLmm o pecypce

1. BbinonHuTe ayTeHTMdMKaLMIO C NnoMoLlbto obonoyku Python (cMm. "AyTeHTudmkaums Ha nnatgopme

Knbep bakan" (cTp. 14)).



LonxHbl cTatb OOCTYMNHbI cnenywuune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

MonyunTe CnMcoK pecypcoB, Kak onucaHo B pa3zene "lNMonyyeHue cnucka pecypcos” (cTp. 34). B
KayecTBe npuMmepa 6yaeT B3AT naeHTUdmnKaTop NnepBoro pecypca. B pesynbtaTe gosnxHa 6biTb

JOCTynHa cnepytoLlas nepeMeHHas:

>>> resource_id = resources[0]['id"]
>>> resource_id
'054b939a-3627-41c9-a351-151be3de0980

. OTtnpaBbTe 3anpoc GET Ha kKoHeuYHyo TOuUKy /resources/{resource_id}:

>>> response = requests.get(f'{base_url}/resources/{resource_id}', headers=auth)

MpoBepbTe Kof, COCTOAHNUA 3anpoca:

>>> response.status_code
200

Koa coctosiHuss HTTP 200 o3HauaeT, 4To 3anpoc Obi1 YCMELHO BbIMOSIHEH.

Lpyromn Kof cCOCTOsiHUSI O3HaAYaeT, YTo NpousoLuna owmnbka. MoapobHbie cBeaeHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

Mocne npeobpa3oBaHnsi B 0OBEKT pecypc byaeT BuIrMsaAeTb Tak:

>>> pprint.pprint(response.json())
{
'id":'054b939a-3627-41c9-a351-151be3de0980',
'created_at':'2021-01-18T14:38:24.55898577',
'updated_at':'2021-01-18T14:38:24.5789853Z',
'tenant_id":'00000000-0000-0000-0000-000000000000',
'external_id":'054b939a-3627-41c9-a351-151be3de0980@00000000-0000-0000-0000-
000000000000',
'type':'resource.group.computers’,
'group_condition':'comment like 'Simple*",
'parent_group_ids':[
'301d1574-849e-4714-859f-3a2ec12a218b'
1,
‘allowed_member_types":[
'resource.machine’
I
'name’:'Dynamic group’,
'user_defined_name':'Dynamic group',
‘attributes’: [{'kvs': [{'key': 'components’, 'value': ['[HyperVAgent', 'x64WindowsAgent']},
{'key': 'features’, 'value': [HyperVAgent', 'x64WindowsAgent']},
{'’key": 'os_family', 'value': 'Windows'},
{'key": 'os_name', 'value': 'Microsoft Windows Server 2019 Standard'},



{'key": 'os_arch', 'value': 'x64'},
{'’key": 'os_family', 'value': 'Windows'},
{'’key'": 'os_caps', 'value': 18},
{'key": 'os_product_type', 'value': 3},
{'key": 'os_service_pack', 'value": 0},
{'key": 'os_suite_mask', 'value': 272},
{'key": 'sku’, 'value'": 7},
{'key": 'os_version_maijor', 'value": 10},
{’key": 'os_version_minor', 'value': 0},
{'’key": 'mac_addresses', 'value': ['00:50:56:84:DB:B7"},
{'’key": 'memory_size', 'value': 17178800128},
{'key": 'processor_frequency', 'value': 3504},
{'key": 'processor_name', 'value': 3504},
{'key": 'chassis', 'value': 'other'},
{’key": 'vm_host_type', 'value': 'vmwesx'},
{'key": 'esx_address', 'value": "},
{'key": 'residental_addresses', 'value": ['10.34.16.186"]},
{'’key': 'inside_virtual', 'value': 1},
{'key'": 'tz_offset’, 'value': 120},
{'key": 'version', 'value": '15.0.26355'},
{'key": 'enabled', 'value": 1},
{'key": 'is_online', 'value': 0}],
'name’: 'agent'},
{'details": [{'key": 'cyberfit_score_details',
'value': {'bitlocker’: {'"encrypted_volumes': 0,
'is_system_volume_encrypted': False,
'volumes': 2},
'os": {'name": 'Microsoft Windows Server 2019 Standard',
'version": '10.0.17763'},
'programs': {"antispyware": [{'name': 'Cyber Protect Agent',
'vendor": 'Cyberprotect’,
'version': '15.0.26355"],
‘antivirus': [{'name': 'Cyber Protect Agent',
'vendor': 'Cyberprotect,
'version': '15.0.26355"],
'backup': [{'name": 'Cyber Protect Agent',
'vendor": 'Cyberprotect’,
'version": '15.0.26355"],
'disk_encryption": [],
'firewall': [],
'vpn': I},
'windows_defender": {'antispyware": {'enabled': True},
'antivirus': {'enabled": True}},
'‘windows_firewall": {'private_network": {'enabled": True},
'public_network': {'enabled': True}},
'‘windows_server_backup': {'installed": False}}},
{'key": 'cyberfit_score_value', 'value': 625},
{'key": 'cyberfit_score_server_version', 'value': 38},
{'key": 'cyberfit_score_client_version', 'value": 108},
{'’key'": 'cyberfit_score_assessment_date', 'value': '2021-02-
03T18:13:46.993183521,
{'key": 'cyberfit_score_metrics',
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'value': {'antimalware': {'current’: 275, 'max': 275},
'‘backup': {'current’: 175, 'max": 175},
'disk_encryption': {'current": 0,

'max': 125},
'firewall': {'current': 175, 'max": 175},
'ntim": {"current”: 0, 'max’: 25},
'vpn': {'current': 0, 'max": 75}}}],
'kvs'": [{'key": 'cyberfit_score_value', 'value': '625"],
'name": 'cyberfit'},
{'’kvs'": [{'key": ip_addresses', 'value": '10.34.16.186'},
{'’key'": 'ldap_status', 'value': 'ldapoff’},
{'key": 'operating_system_product_type', 'value': 3},
{'key": 'operating_system_type', 'value'": 3},
{'key": 'architecture’, 'value': 'x64'},
{'key": "ip', 'value': '10.34.16.186'},
{'key": 'name’, 'value': 'DESKTOP-JRPTA4A'",
{'key": 'operating_system', 'value': 'Microsoft Windows Server 2019 Standard'},
{'’key'": 'os_product_type', 'value': '3},
{'’key": 'residential_address_v4', 'value': '0a2210ba'}],
'name": 'default'}]}

2.10.2 Ipynna

pynna — aTo Habop pecypcoB, K KOTOPOMY MOXHO NPUMEHUTDL MaH 3awuThl. [pynnbl ynpoLuaoT
ynpaefieHne 60nblUMM KONMYEeCTBOM paboymx HarpysoK.

rpyl'll'lbl nogpa3genarnTcA Ha TUNbl:

» CraTuyeckue rpynnbl cogepxar paboumne Harpysku, 40GaBNeHHbIE BPYUHYIO.

» [uHamuyeckue rpynnbl coaepxar paboune Harpysku, ooGasrneHHbIe aBTOMATUYECKM B COOTBETCTBUM
C MOVCKOBLIMMW KPUTEPUAMMU, ONpeaesieHHbIMY NPpU co3aaHmm rpynnbl. CocTaB AMHAaMUYECKOM rpynnbl
MeHsieTca aBToMaTuyeckn. Paboyan Harpyska octaeTcs B rpynne Ao Tex nop, noka otsevaet
3aj@aHHbIM KpUTEpUSIM.

Mocne nosieneHns paboyeit Harpy3ku B rpynne, oHa 6yaeT 3awyileHa nnaHoM. Ecnv pa6oyas Harpyska
yaaneHa u3 rpynnbl, oHa 6orbLue He ByaeT 3almieHa niaHoMm.

Bce onepauunu Cc rpynnamMmm HaxogAatca B KOHEYHOW TOoUKe /groups.

2.10.2.1 CtpykTypa o6bekTa JSON rpynnbl

OnucaHue cTpykTypbl 06bekTa JSON rpynnbl 4OCTYMHO NO CChISIKE.

2.10.2.2 CnpaBOYHUKM

CI'IpaBO‘-IHI/IKI/I AOCTYMHbI NO CChIJTIKE.


https://cb-api.cyberprotect.ru/resources/~schemas#group
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2.10.2.3 dencrausa c rpynnamu

Onepauus

MCI'IOﬂb3yeMbIe MeTOoAbl U KOHEeYHbIe
TOYKHU

"Co3gaHue rpynnbl” (cTp. 38)

POST /groups

"O6HoBneHue rpynnsl” (cTp. 39)

PUT /groups/<group_id>

"Ypanexve rpynnbl” (cTp. 41)

DELETE /groups/<group_id>

"[obaBneHne pecypcoB B CTAaTUHECKYIO FPynny Unv yaaneHune ux na
Hee" (cTp. 41)

PATCH /groups/<resource_
id>/resources

2.10.2.4 Co3pgaHve rpynnbl

1. BbinonHuTe ayTeHTumMKaumio ¢ nomopto obonoyku Python (cm. "AyteHTudukaumsa Ha nnatgopme

Knbep bakan" (cTp. 14)).

LomnxHbl cTaTb AOCTYNHbI cnenywumne nepemMeHHble:

>>> base_url # the base URL of the API
'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token
{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

2. 3anpocuTte pecypchl, kak onucaHo B pasaere "lMonyyeHne cnmcka pecypcos” (cTp. 34). 3apaiite

nepemeHHyto parent_id n npuceoinTe el B KayecTBe 3HayeHus parent_id pecypca ¢ napameTpom

"name": "All":

>>> parent_id = next(

(item['parent_id"] for item in data['items'] if item['name'] == "All"),

None

)

>>> parent_id
301D1574-849E-4714-859F-3A2EC12A218B

3. 3apanTte nepemeHHyto group_data, a 3aTemM Np1CBOWTE 3TON NEpPeMeEHHON 06 bEKT, coaepXaLLuin

napameTpbl CO34aBaeMon rpynmbl;

>>> group_data = {
'name": 'Static group',
'membership_type": 'STATIC',
'parent_id": parent_id,
'type': 'group.computers’,
‘comment': 'Comment static group'




MpumeyaHue
Ycnosua oopmMrpoBaHns AMHaMUYECKON rpynnbl nepepatoTca B napameTpe condition.

,D,OCTyI'IHbIe napamMmeTpbl 1 NpaBunia CbOpMI/IpOBaHVIFl yCJ'IOBVII7| onuncaHbl B JaHHOM paszpene

OOKYMEHTaLuN.

4. OtnpasbTe 3anpoc POST Ha KOHeYHY0 TOYKY /groups:

>>> response = requests.post(
f{base_url}/groups’,
headers={'Content-Type'": 'application/json’, **auth},
data=group_data,

)

5. TlpoBepbTe Kop, COCTOSAHMA 3anpoca:

>>> response.status_code
201

Kop coctosanua HTTP 201 o3HauaeT, 4To 3anpoc 661 YCNELWHO BbINOSTHEH.
Lpyroi Kof COCTOSIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHns 06 oLMbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

Mocne npeobpa3oBaHns B 06BLEKT rpynna 6yaeT BuirnsaaeTb Tak:

>>> pprint.pprint(response.json())

{

‘comment': 'Comment static group',
'created_at": '2026-03-03T14:45:36.967158383Z',
'id": 'SAFCBCF6-6070-47A9-9569-69C8D3E68CES',
'member_types'": [
'machine’
1,
'membership_type": 'STATIC',
'name": 'Static group',
'‘parent_id": '301D1574-849E-4714-859F-3A2EC12A218B',
'tenant_id'": '82632930-5a7c-45c1-aec0-f0e8a37ef414",
'type': 'group.computers’,
'updated_at": '2026-03-03T14:45:36.967158383Z2'

2.10.2.5 O6HoBneHWe rpynnbl

1. BbInonHuTe ayTeHTMdMKaLMIO C NoMoLLbio o6onoykn Python (cMm. "AyTeHTudmKaumsa Ha nnatgopme
Knbep bakan" (ctp. 14)).

LonxHbl cTatb [OOCTYNHbIMU crniegyoLline nepemMeHHble:

>>> base_url #the base URL of the API
'https://installaddress.ru/api/v1'


https://docs.cyberprotect.ru/ru-RU/CyberBackup/latest/user/#creating-dynamic-group.html

>>> guth # the 'Authorization' header value with the access token
{'Authorization': '‘Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsImtpZCI6ImMwMD..."}

. 3anpocuTe pecypchbl, kak onucaHo B pasaerne "lNonyyeHne cnucka pecypcos” (cTp. 34). 3apavite
nepemeHHyto group_id Hy>XHOW rpynnbl U NPUCBONTE el B Ka4ecTBe 3HayeHus id pecypca. B npumepe
MCNonb30BaH pecypc ¢ napaMmeTpom "name": "Static group™

>>> group_id = next(
(item['id"] for item in data['items'] if item['name'] == "Static group"),
None

)
>>> group_id
5AFCBCF6-6070-47A9-9569-69C8D3E68CES

. 3apanTte nepemeHHyto group_data, a 3aTem Np1cBOTE 3TON NEpeMeHHON 06bEKT, coaepXalLluni
napamMmeTpbl CO34aBaeMoW rpynmbl:

>>> group_data = {
'name": 'Static group 2',
‘comment': '"HoBbI KOMMeHTapui ans rpynnsl’

}

. OTtnpaBbTe 3anpoc PUT Ha KOHe4Hyto TouKy /groups/{group_id}:

>>> response = requests.put(
f{base_url}/groups/{group_id}',
headers={'Content-Type'": 'application/json’, **auth},
data=group_data,

)

MpoBepbTe KO COCTOAHKA 3anpoca:

>>> response.status_code
200

Koa cocTtosHus HTTP 200 o3HauaeT, 4To 3anpoc 6bi YCNeLHO BbIMOSHEH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHMs 06 oLnbKe CM. B
pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

Mocne npeobpa3oBaHusi B 06BEKT rpynna 6yaeT BoIirnsAAeTb Tak:

>>> pprint.pprint(response.json())
{
‘comment': '"HoBbIn KOMMeHTapui ans rpynneol’,
'created_at": '2026-03-03T14:45:36.967158383Z',
'id": '5SAFCBCF6-6070-47A9-9569-69C8D3E68CES',
'member_types': [
'machine’

]1
'membership_type": 'STATIC',



'name": 'Static group 2',

'‘parent_id": '301D1574-849E-4714-859F-3A2EC12A218B',
'tenant_id": '82632930-5a7c-45c1-aec0-f0e8a37ef414',
'type'": 'group.computers’,

'updated_at": '2026-03-03T14:45:36.967158383Z'

2.10.2.6 YpaneHue rpynnbl

1.

BbinonHuTe ayTeHTUdmkaumio ¢ nomoLlbto o6onouku Python (cm. "AyTeHTudmkaumus Ha nnatgpopme
Knb6ep Bakan" (cTp. 14)).

ﬂ,OJ’I)KHbI CTaTb AOCTYNHbIMU Creayrume nepemMeHHbIe:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization’ header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCI6ImMwMD..."}

3anpocuTte pecypchbl, Kak onucaHo B pasgene "lNMonyyeHune cnucka pecypcos” (cTp. 34). 3apante
nepemMeHHyto group_id Hy>XHOW rpynnbl U NPUCBONTE el B KayecTBe 3HayeHus id pecypca. B npumepe
ncnonb30oBaH pecypc ¢ napameTpoM "name": "Static group™:
>>> group_id = next(
(item['id"] for item in data['items'] if item['name'] == "Static group"),

None

)
>>> group_id
5AFCBCF6-6070-47A9-9569-69C8D3E68CES

OTtnpaBbTe 3anpoc DELETE Ha koHeuHyto TouKy /groups/{group_id}:

>>> requests.delete(f'{base_url}/groups/{group_id}', headers=auth)

MpoBepbTe KO COCTOAHKA 3anpoca:

>>> response.status_code
204

Kop coctosHua HTTP 204 o3HauaeT, 4To 3anpoc 6bii YCNELWHO BbINOSTHEH.
Llpyroi Kof COCTOSIHUSI 03HaYaeT, YTo NpouaoLuna owwmnbka. MoapobHbie ceBegeHns 06 oLMbKe CM. B

pa3gene "Koabl coctoanma HTTP" (cTp. 22).

2.10.2.7 JobaBneHne pecypcoB B CTAaTUYECKYIO rPpynmny Uin yaaneHue ux u3 Hee

1.

BbinonHuTe ayTeHTUdmkaumio ¢ nomoLlbto o6onouku Python (cm. "AyTeHTudmkaumus Ha nnatgopme
Knb6ep Bakan" (cTp. 14)).

[onxHbl cTatb OOCTynHbIMU crnefyuine nepeMeHHbIe:



>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. 3anpocuTe pecypchl, Kak onucaHo B pa3aene "lMonyyeHue cnucka pecypcos” (cTp. 34). 3apanTe
nepemMeHHyto group_id Hy>XXHOW rpynnbl U MPUCBONTE el B KayecTBe 3HayeHus id pecypca. B npumepe
Mcnonb3oBaH pecypc ¢ napameTpoM "name": "Static group™:

>>> group_id = next(
(item['id"] for item in data['items'] if item['name'] == "Static group"),
None

)
>>> group_id
5AFCBCF6-6070-47A9-9569-69C8D3E68CES

3. B npumepe 6yaoem 0obaBnaTb pecypchbl B rpynny. 3agante nepemMeHHyto group_data, a 3atem
NPUCBONTE 3TOW NepeMeHHON 06 bEKT, COAepXaLLMin NepeveHb PECYpCoB, KOTOPbIE HYXHO J06aBUTL B

rpynny:

>>> group_data = {
‘add": [
'301D1574-849E-4714-859F-3A218A2EC12B',
'301D1574-849E-4714-859F-3A2A21EC128B'

]
}

4. OtnpasbTe 3anpoc PATCH Ha koHeuHyto TouKy /groups/{group_id}/resources:

>>> response = requests.patch(
f{base_url}/groups/{group_id}/resources',
headers={'Content-Type'": 'application/json’, **auth},
data=group_data,

L)

5. TlpoBepbTe Kop, COCTOSAHMA 3anpoca:

>>> response.status_code
204

Kop coctosHua HTTP 204 o3HauaeT, 4To 3anpoc 6bii YCNELWHO BbINOSTHEH.

Llpyroi Kof COCTOSIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBegeHus 06 oLnbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

2.10.3 lMonutuka

MonuTuka (NnaH pesepBHOro KONMPOBaHUs) — 3TO Habop HAacTpoekK AJist obecneveHns 3aLLmnThbl [aHHbIX,
KOTOPbI MOXHO MPUMEHUTb K pecypcam U 3anyCcTuTb C MOMOLLbIO areHTa 3awuThl. [onutrka
UCMNonb3yeTca AN HaCTPOWMKN Pe3epPBHOI0 KOMUPOBAHMWS U BOCCTAHOBMNEHUS A@HHbIX.



Bce onepauuu ¢ nonutnkamm HaxogAaTca B KOHEYHOM Touke /policies.

2.10.3.1 Tunbl nonuTUK

Mpedukc nMmeHun

OnucaHue

policy.backup

Monutnka pe3epBHOro KONMPOBaHUSA.

policy.recovery

MonnTrka BOCCTaHOBNEHMSA AaHHbIX (3annaHnpoBaHo B CreayoLmnx BepCusax
OOKyMeHTaumm oTKpbiToro API).

2.10.3.2 CtpykTypa o6bekTa JSON nonmtmkm

OnucaHue cTpykTypbl 06bekTa JSON NonMTuKu OCTYNHO MO CChIKE.

constraints

riormyeckoe
3HauYeHne unm
06BbEKT

NUms Twvn 3Ha4YeHus Onucaxve

id ctpoka UUID YHukanbHbii uaeHTudumkaTtop (UUID) nonutuku.

created_at CTpoka [ata v Bpemsa co3paHus NonuTrKy cornacHo ctangapty 1ISO 8601.

updated_at CTpokKa [ata v Bpemsi nocrnegHero 06HOBNEHNS MOSIMTUKN COMTacHo
craHgapty 1ISO 8601.

deleted_at CcTpoka [ata v Bpemsa MArkoro yaaneHus (ycraHoBku conara "yaanén")
nonuTunkn cornacHo ctaHgapty ISO 8601 unu null B cnyyae, ecnu
pecypc He yoanéH.

tenant_id ctpoka UUID YHukanbeHbii naeHTudmkaTop (UUID) TeHaHTa BnagenbLa NonunTuku.

type CTpoKa Tun nonNuTUKMK.
HanmeHoBaHMA TUNOB NONUTKK, AOCTYMHbIX B TEKYLLEen Bepcumn AP,
onucaHbl B pa3aene "CnpaBoYHKK No HacTponkam nonutuk” (ctp. 111).

enabled norunyeckoe ®dnar, KOTOPbIN OTKIIOYAET UKN BKIIOYAET NONUTKKY Ha nnaTdgopme.

3HauyeHne

name CTpoKa HazBaHue nonutumku.

settings 06bekT OnwncaHue NnapameTpoB HAaCTPOEK NOMUTKK, AOCTYMHbLIX B TEKYLLEN
Bepcun API, npeacrasneHo B pa3gene "CnpaBoYHMK NO HACTPOMKam
nonutuk" (ctp. 111).

settings_ CTPOKa, Yncro, OrpanunumBatoLme npasuna gnsa TEKYLLMX NapamMeTpoB NOSINTUKM.

[onycTumble 3Ha4yeHns: auanasoHbl YACes, Macku CTPOKOBBIX
3HayYeHun n gp.

validation_
dependencies

MaccuB CTPOK
uuiD

CcbInku Ha 3aBUCHMOCTU. [JonycKalTCA TONbKO YHUKaIbHbIE
naeHTudukartopsl (UUID) foYepHUX NONUTUK B pamMmKax OgHOTo
COCTaBHOr0 aeMeHTa (MHble NAEHTUNKATOPbI UTHOPUPYIOTCS).
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nma Twn 3Ha4YeHus

OnucaHue

[lomnxeH 3anonHATLCH Ha nepBoOM 3Tane NpoBEepPKU NMNOJIUTUKHA.

Is_features CTpOKa MepeyeHb NMUEH3UN, pacCYUTaHHbIN Ha OCHOBE Nonen

settings". He

3anonHdaeTcs, korga none "enabled" numeet 3HaveHue false.

2.10.3.3 NMprmep NOAUTUKM

MpuMepbl NOAUTUK AOCTYNHBI B pa3aene "MNapameTpbl NONMTUKN 3awwmTbl" (CTp. 44).

2.10.3.4 CnpaBOYHUKM

CI'IpaBOl-IHI/IKI/I AOCTYMNHbI NO CChbIJTKE.

2.10.3.5 [dencrteus ¢ nonMtmkamm

Onepauus

MCI'IOJ1b3yeMbIe METOAbl U KOHEYHbl€ TOYKU

"Co3aaHune nnaHa pe3epBHOro KonnpoeaHua"
(cTp. 62)

POST /policies

"MonyyeHune NnepeyHs NNaHoB pe3epBHOro
konupoBaHus" (cTp. 66)

GET /policies

"Mony4eHne nigopmaumm o nnaHe
pe3epBHOro konuposaHusa" (CTp. 75)

GET /policies/{policy_id}

"PepakTupoBaHve napamMeTpoB nnaHa
pe3epBHOro konmposaHus" (cTp. 79)

PATCH /policies/{policy_id}

"BKNOYEHNE/BbIKITIOYEHNE NlaHa pe3epBHOro
konuposaHus" (cTp. 80)

PATCH /policy_applications/enabled

"YpaneHve nnaHa pe3epBHOro KonnposaHmsa"
(cTp. 81)

DELETE /policies/{policy_id}

2.10.3.6 NapameTpbl NOANTUKM 3aLLMTDI

MonuTrKa pe3epBHOro KONMpoBaHNa MaLLUVHbI

Monutuka obecneunBaeT QYHKLMOHANBHOCTL PE3EPBHOMO KOMMPOBaHUSI paboyeli Harpy3ku MalLuHbI

LeNIMKOM.

LononHuTteneHble CBEAEHUA O napameTpax nnaHoB pe3epBHOro KonnpoBaHMda CM. B JaHHOM pasjere

nonb3oBaTeNbCKON OKYMeHTauun no npoaykty Knbep bakan.

Onuncanune napamMeTpoB 3anpoca AJ1a co3aHuA NoJINTUKK pe3epBHOro KonnposaHna CM. iIaHHOM

pa3gerne cnpaBo4vHuKa API.

Cnepyowmin npumMep MOXHO MCNOJSIb30BaTb NPY CO34aHWUM NSIAHOB 3aLLMTbl C JaHHOW NOSIMTUKON:
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‘enabled': true,
'Is_features': "',

'name": 'unsmnyeckan mallmHa. pe3epBHas Konusa BCcei MaLLUUHbI',

'settings': {
‘alerts": {
'‘enabled": false,
'max_days_without_backup': 0
b
‘archive': {
'‘compression': 'MAX',
‘encryption": {
'algorithm": '"AES192',
'password": 'string'
I

‘format": '12',

'name": '[Machine Name]-[Plan ID]-[Unique ID]JA[Plan ID][Plan name][Unique ID][Virtualization

Server Type]F',
'splitting": {
'size': 214748364800
}
2
'cbt’: 'USE_IF_ENABLED',
'check_file_timestamp': true,
'destination”: {
'location': {
'settings": {
'name": 'customer-dg09',
'storage_type": 'LOCAL_FOLDER!',
'uri': 'E:/',
'use_policy_credentials': true
2
'type": 'VAULT'
i
'performance_window": {
'‘enabled": false

b
'retention": {
‘execution': 'AFTER_BACKUP',
rules': [
{
'max_count": 7
}
]
}

i
‘error_handling": {
‘enabled": true,
'interval': {
‘count”: 1,
'type': 'MINUTES'
By
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'max_attempts": 1
i
‘exclude_asz'": true,
'exclude_page_files': true,
'fast_backup_enabled': true,
'file_filters'": {

‘exclude_hidden': true
|3
'ignore_bad_sectors": true,
'Ivm_snapshotting_enabled": true,

'multi_volume_snapshotting_enabled": true,

'notarization": {
'‘enabled': true

13

‘owner_id": '32e95e91-39f4-6053-9ce4-0da7e86c8b8 1",

'preserve_file_security_settings': true,
reset_free_blocks_list'": true,
'scheduling": {
'backup_sets": [
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
‘count”; 30,
'type": 'MINUTES'
|3
'repeat_at": [
{
'hour": 9,
'minute’: 0
}
1
'‘weekdays'": [
'MON',
'"TUE',
'WED'
]
}
i
‘conditions’: {},
'prevent_sleep': true,
'type': 'DAILY"
i
'type": 'AUTO'
}
],
‘enabled": true,
'rand_max_delay": {
‘count’: 30,
'type": 'MINUTES'
i
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'scheme': 'WEEKLY_FULL_DAILY_INCREMENTAL',
'weekly_backup_day": 'MON'
2
'sector_by_sector'": true,
'silent_mode_enabled': true,
'tapes": {
'devices': null,
'‘eject_media_if_successfull': false,
'multiplexing': {
'‘enabled": false,
'streams_per_drive': 0
i
'multistreaming": {
‘enabled": false
2
'overwrite_data_on_tape': false,
'preserve_tapes_position'; true,

'tapeset":
2
'validate_backup': true,
'vss': {

‘enabled"; true,

'provider": 'NATIVE'
}

}1
'tenant_id": '00000000-0000-0000-0000-000000000000',

'type': 'policy.backup.machine’

}

MonuTrkKa pe3epBHOro KONMPOBaHUs AMCKa

MonuTtuka obecneunBaeT hyHKLMOHANBHOCTL PE3EPBHOMO KONUPOBaHNA paboyen Harpy3ku gucka unm

TOMa MallUHbI.

I,D,OI'IOJ'IHVITeJ'IbHI::Ie cBeeHNA O NnapamMeTpax nNiiaHoB pe3epBHOIo KONMpoBaHUA CM. B JaHHOM pas3ferne

nonb3oBaTeNbCKON AOKYMeHTauun no nponykty Knbep bakan.

OnucaHue napamMeTpoB 3anpoca AJisi Co3AaHus NOSIUTUKM PE3EPBHOIO KOMUPOBAHUSI CM. JaHHOM

pa3pnerne cnpaso4vHuka API.

CﬂeD,YIOU.I,VIVI npnMep MOXXHO NCnonb30BaTb Npu CO30aHNK NiiaHoB 3allnThbl C OAHHOMN NONINTUKON:

'enabled": true,
'Is_features". ",
'name': 'BUpTyanbHasa MalluvHa. pe3epBHas Konusa gucka',
'settings': {
‘alerts": {
'enabled': false,
'max_days_without_backup': 0

2
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‘archive': {
'‘compression': 'NORMAL',
‘format": 'AUTO’,

'name": '[Machine Name]-[Plan ID]-[Unique ID]A',

'splitting": {
'size": 214748364800
}
}
'cbt': 'ENABLE_AND_USE',
'destination’: {
'location’: {
'settings': {

}
13

'performance_window': {
'enabled": false

2
'retention": {
'execution’: '"AFTER_BACKUP',
rules": [
{
'backup_set': 'DAILY",
'max_age": {
‘count': 7,
'type': 'DAYS'
}
i
{
'backup_set": "WEEKLY",
'max_age": {
‘count": 4,
'type": 'WEEKS'
}
i
{
'backup_set": 'MONTHLY",
'max_age": {
‘count”: 6,
'type": 'MONTHS'
}
}

]
}
i
‘error_handling": {
‘enabled": true,
'interval': {
'count'’: 30,
'type': 'SECONDS'
By
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'path’: 'F:/local_auto_backups/'

'type": 'LOCAL_FOLDER_TEMPLATE'
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'max_attempts': 300

}1
'fast_backup_enabled': true,
'file_filters": {},

'fixed_drive_behavior_for_removable': true,
'multi_volume_snapshotting_enabled'": true,
'notarization': {
‘enabled": false
58
'‘owner_id": 'daec7891-3a66-ed85-7aa6-2dbb0d6e0c4e’,
'preserve_file_security_settings": true,
'‘quiesce_snapshotting_enabled": true,
'scheduling": {
'backup_sets": [
{
'schedule’: {
‘alarms': {
'time": {
'monthdays": [
1,
15
[
'months': [
1,

PN OAWN

KO

10,
11,

]!
'repeat_at": [
{
'hour": 12,
'minute”: 30
}
1
}
}1
‘conditions": {
'users_idle": true
}1
'prevent_sleep': true,
'type': '"MONTHLY"
}1
'type": 'FULL'
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1.
'enabled": true,
'rand_max_delay": {
'‘count": 30,
'type": 'MINUTES'
b
'scheme": '"ALWAYS_FULL',
'‘weekly_backup_day": 'MON'
b
'selection’: {
'items": [
{

'id": '[[\'LocallD\' \'\\Wlocal\\\hd_ev\\\vol_guid
(8FE6E78C44C9D8F9B7B6A0950B209597)\,[\'ItemType\',\'mms::disk::volume\',,[\'0B781614-
5AED-4A10-9B79-0A607CB7EEAE\'\'491168AF-257C-4FD2-8952-F76260B943CO0\',[\'4B2A7A93-
A44F-4155-BDE3-A023C57C9431\'\'gct::disks\1],

'name': 'C:'

}
]
}

'silent_mode_enabled': true,
'tapes": {
'devices": null,
'‘eject_media_if_successfull': false,
'multiplexing': {
'‘enabled": false,
'streams_per_drive'": 0
i
'multistreaming": {
‘enabled": false
2
'overwrite_data_on_tape': false,
'preserve_tapes_position'; true,

'tapeset":
fr
'vm_snapshot_error_handling": {

'‘enabled": true,

'interval': {

‘count": 5,
'type": 'MINUTES'

h

'max_attempts': 3
fr
'vss': {

'‘enabled": true,

'provider: TARGET_SYSTEM_DEFINED'

}
|3
'tenant_id'": 'caladfdd-f0d4-4644-a22f-f6a1881d17dd',

'type": 'policy.backup.disks'
}
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MonuTnka pe3epBHOro KonnpoBaHusa 6a3 aaHHbIX Microsoft SQL Server

Monutuka obecnevnBaeT QYHKLMOHANBHOCTL PE3EPBHOMO KOMMPOBaHUSI paboyeii Harpy3ku MalLUHbI
LieSNINKOM.

[lononHutensHble cBeaeHUs 0 NnapaMeTpax MnaHoB pe3epBHOIO KOMMPOBAaHUSA CM. B JaHHOM pa3fene
nosib30BaTeNbCKOW AOKYMEHTauUmm no npoaykty Kubep Bakan.

Onu1caHne napaMeTpoB 3anpoca Ana co3AaHnsi NONUTUKN PE3EPBHOIO KOMMPOBAHUSA CM. JaHHOM
pasgene cnpaBoyvHuka API.

Cnepytowmii npyMep MOXHO UCMONb30BaTh NPV CO3A4aHMM NIAHOB 3aLUMThl C AAaHHON NONMTUKON:

"enabled": true,
"Is_features": "",
"name": "MS SQL. pesepBHas konus 6a3 AaHHbIX",
"settings": {
"alerts": {
"enabled": true,
"max_days_without_backup": 5
2
"archive": {
"comments": ",
"compression"; "HIGH",
"display_name": ",
"format": "AUTO",
"name": "[Machine Name]-[Plan ID]-[Unique ID]A",
"slice_comments": ",
"splitting": {
"auto": true
}
b
"cluster": {
"strategy": "REPLICA_FIRST"
it
"destination": {
'location': {
'settings": {
'name": 'customer-dg09',
'storage_type": 'LOCAL_FOLDER!',
'uri': 'E:/,
'use_policy_credentials': true
2
'type": 'VAULT'
2
"performance_window": {
"enabled": false
i
"retention": {
"execution": "AFTER_BACKUP",


https://docs.cyberprotect.ru/ru-RU/CyberBackupCloud/latest/user/#protection-plan-cheat-sheet.html
https://cbc-api.cyberprotect.ru/policies/policies#sozdanie-plana-rezervnogo-kopirovaniya
https://cbc-api.cyberprotect.ru/policies/policies#sozdanie-plana-rezervnogo-kopirovaniya

"rules": [
{
"backup_set": "DAILY",
"max_age": {
"count": 7,
"type": "DAYS"
}
s
{
"backup_set": "WEEKLY",

"max_age": {
"count": 4,
"type": "WEEKS"

]
}
i
"error_handling": {
"enabled": true,
"interval": {
"count": 30,
"type": "SECONDS"
8
"max_attempts": 300,
"silent_mode"; true
2
"express_backup_usage": {
"continue_files_tracking": true,
"dont_create_session": false,
"fallback_mode": "AUTO",
"session_timeout": 0
h
"scheduling": {
"backup_sets": [
{
"schedule": {
"alarms™: {
"time": {
"rand_max_delay": {
"count": 30,
"type": "MINUTES"
|3
"repeat_at":
{
"hour": 17,
"minute": 0
}
1
"weekdays": [
"MON",
"TUE",
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"WED",
"THU",
"FRI"
]
}
|3
"prevent_sleep": true,
"type": "DAILY"
|3
"type": "AUTO"
}
1,
"enabled": true,
"max_parallel_backups": 1,
"rand_max_delay": {
"count": 30,
"type": "MINUTES"
}

"task_failure": {
"enabled": true,

"interval": {
"count™: 1,
"type": "HOURS"
2
"max_attempts": 5
}1
"weekly_backup_day": "MON"
}1
"tapes": {

"eject_full_media": false,
"eject_media_if successfull": false,
"multiplexing": {
"enabled": false,
"streams_per_drive": 0
i
"multistreaming": {
"enabled": false
2
"overwrite_data_on_tape": false,
"preserve_tapes_position": true,
"tapeset": ™"
2
"truncate_logs": true,
"vss": {
"enabled": true,
"provider": "TARGET_SYSTEM_DEFINED"
|3
"windows_event_log": {
"enabled": true,
"level": "ERRORS_AND_WARNINGS"
}
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cheme": "WEEKLY_FULL_DAILY_INCREMENTAL",
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}1
"tenant_id": "f1579c67-f143-480b-9a13-095a345c6b0f",

"type": "policy.backup.mssql"
}

MonnTnka pe3epBHOro KonnpoBaHusa 6a3 aaHHbIX Microsoft Exchange Server

MonuTtuka obecneynBaeT hyHKLMOHANBHOCTL PE3EPBHOMO KONUMPOBaHWUA paboyen Harpy3ku MaLLuHbI
LieNINKOM.

[ononHuTenbHble CBeAEHMSA 0 NapameTpax NiaHoB Ppe3epBHOI0 KOMMPOBaHWUA CM. B laHHOM pa3ferne
nonb3oBaTeNbCKON fOKYMeHTauun no nponykty Knbep bakan.

OnucaHve napameTpoB 3anpoca Ans Co34aHud NoMUTUKU PE3EPBHOr0 KOMMPOBaHWS CM. JaHHOM
pa3pnene cnpaso4vHuka API.

CﬂeD,YIOU.I,VIVI npnMep MOXXHO ncnonb3oBaTb Npu CO30aHNK NiiaHoOB 3allNThbl C DAHHOMN NOSNINTUKON:

'‘enabled": true,
'Is_features". ",
'name': 'MS Exchange. pe3epBHas konus 6a3 AaHHbIX',
'settings': {
‘alerts": {
'enabled": false,
'max_days_without_backup': 5
i
‘archive': {
‘comments": ",
‘compression": 'HIGH',
'display_name": ",
‘format": 'AUTO',
'name’: '[Database name]_[Unique ID]_[Plan ID]A',
'slice_comments': ",
'splitting": {
'auto': true
}
I
‘cluster": {
'strategy': 'REPLICA_FIRST'
I
'dag_list": [],
'destination’: {
'location’: {
'settings': {
'name": 'customer-dg09',
'storage_type": 'LOCAL_FOLDER!',
'uri': 'E:/',
'use_policy_credentials': true
i
'type": 'VAULT'
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}

'performance_window": {
'‘enabled": false,
'presets’: [

{

'cpu_priority": 'LOW',

'id": 'HIGH',

'speed_limit": {
'type': 'PERCENT!,
'value': 100

2

'timetable":
{

'days_of week': [

'MON',
'"TUE',
'WED',
'THU',
'FRI',
'SAT',
'SUN'

],

'time_from": {
'hour”: 0,
'minute’: 0

B

'time_to": {
'hour': 23,
'minute’; 59,
'second": 59

'cpu_priority": 'LOW',
'id": 'LOW',
'speed_limit": {
'type'": 'PERCENT",
'value': 25
I
'timetable': []
fr
{
'cpu_priority": 'NORMAL',
'id": "CANCEL',
'speed_limit": {
'type': 'PERCENT",
'value': 100

2

'timetable': []
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]
i
'retention": {
'execution’: '"AFTER_BACKUP',
rules": [
{
'backup_set": 'DAILY",
'max_age": {
‘count': 7,
'type': 'DAYS'
}
i
{
'backup_set": "'WEEKLY",

'max_age": {
‘count": 4,
'type': 'WEEKS'

]
}
2
‘error_handling": {
‘enabled": true,
'interval': {
'‘count’: 30,
'type': 'SECONDS'
i
'max_attempts": 300,
'silent_mode': true
it
'express_backup_usage': {
‘continue_files_tracking': true,
'dont_create_session': false,
'fallback_mode": 'AUTO',
'session_timeout'": 0
b
'metadata_to_include': 'MAILBOXES',
'scheduling": {
'backup_sets": [
{
'schedule’: {
'alarms": {
'time": {
'rand_max_delay": {
‘count”; 30,
'type": 'MINUTES'
I
'repeat_at": [
{
'hour": 20,
'minute: 0
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}
1
'weekdays'": [
'MON',
'THU',
'SAT'
]
}
2
'prevent_sleep': true,
'type'": 'DAILY"
i
'type": 'AUTO'
}
],
‘enabled": true,
'max_parallel_backups": 2,
'rand_max_delay": {
'count': 30,
'type": 'MINUTES'
b
'scheme': 'WEEKLY_FULL_DAILY_INCREMENTAL',
'task_failure": {
‘enabled": true,

'interval': {
‘count’: 1,
'type": 'HOURS'
}1
'max_attempts": 3
})
'‘weekly_backup_day": '"MON'
I
'tapes': {

'eject_full_media'": false,
'eject_media_if_successfull': false,
'multiplexing': {
‘enabled": false,
'streams_per_drive': 0
2
'multistreaming': {
'‘enabled": false
i
'overwrite_data_on_tape': false,
'preserve_tapes_position': true,
'tapeset": "
2
'vss': {
‘enabled": true,

'provider: TARGET_SYSTEM_DEFINED'
}a

'windows_event_log": {
'enabled": false,
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'level':'ERRORS_AND_WARNINGS'
}
fr
'tenant_id": 'e721a936-7742-40b5-bf3a-eac627723ae3',
'type": 'policy.backup.msexchange.db'

Monutnka pe3epBHOro KonmposaHusa NoyToBbIX AwwmkoB Microsoft Exchange Server

MonuTtuka obecneynBaeT hyHKLMOHANBHOCTL PE3EPBHOMO KONUMPOBaHNUA paboyen Harpy3ku MaLLuHbI
LIeNIKOM.

[ononHuTtenbHble CBEAEeHNS 0 NapameTpax NaHoB pe3epPBHOro KONMMPOBaHUA CM. B JaHHOM pa3sfene
nonb3oBaTeNbCKON OKYMeHTauun no nponykty Knbep bakan.

OnucaHve napameTpoB 3anpoca Ans Co34aHus NoMMTUKN PE3EPBHOrO KOMMPOBAaHWS CM. JaHHOM
pa3pene cnpaBo4vHuka API.

Cﬂeﬂ,yPOLLl,I/Iﬁ npnMep MOXHO UCNoJib30BaThb Npu co3gaHnn NinaHOB 3allnThbl C OAHHOM NONMUTUKON:

‘enabled': true,
'Is_features": ",
'name": 'MS Exchange. pe3epBHas Konus SLLUKOB',
'settings': {
‘alerts": {
'‘enabled"; true,
'max_days_without_backup': 5
b
‘archive': {
‘comments": ",
‘compression': 'MAX',
'display_name". ",
‘format": '12',
'name": '[Mailbox ID]_mailbox_[Plan ID]JA',
'slice_comments': ",
'splitting": {
‘auto’: true
}
it
'destination”: {
'location': {
'settings": {
'name": 'customer-dg09',
'storage_type": 'LOCAL_FOLDER!',
'uri': 'E:/,
'use_policy_credentials': true
2
'type": 'VAULT'
2

'performance_window": {
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'‘enabled": true,
'presets’: |
{
'cpu_priority": 'LOW",
'id": 'HIGH',
'speed_limit": {
'type": 'PERCENT,
'value': 100
I
'timetable": [
{

'days_of week": [
'MON',

'SUN'

1,

'time_from": {
'hour": 0,
'minute’: 0

|3

'time_to": {
'hour': 23,
'minute’; 59,
'second": 59

}

iy
{

'days_of_week'": [
'TUE',

'SAT'

],

'time_from": {
'hour”: 0,
'minute’: 0

B

'time_to": {
'hour': 18,
'minute’; 59,
'second": 59

'cpu_priority": 'LOW',

'id": 'LOW',

'speed_limit": {
'type'": 'PERCENT",

'value': 25
I
'timetable': [
{

'days_of week": [
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'"TUE!,
'SAT'

1

'time_from": {
'hour': 19,
'minute’: 0

1S

'time_to": {
'hour': 23,
'minute’; 59,
'second": 59

'cpu_priority":'NORMAL',
'id": 'CANCEL',
'speed_limit": {
'type": 'PERCENT!,
'value': 100
iy
'timetable": [
{

'days_of week': [
'WED',

'"THU',
'FRI'

],

'time_from": {
'hour”: 0,
'minute’: 0

i3

'time_to": {
'hour': 23,
'minute’; 59,
'second": 59

f
'retention": {
'execution”: '"AFTER_BACKUP',
rules": [
{
'backup_set': 'DAILY",
'max_age": {
‘count': 7,
'type': 'DAYS'
}
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}

{
'backup_set': 'WEEKLY",

'max_age": {
‘count': 4,
'type": '"WEEKS'
}
s
{
'backup_set: 'MONTHLY",

'max_age": {
‘count": 6,
'type": 'MONTHS'

]
}
i
‘error_handling": {
'‘enabled"; true,
'interval': {
‘count': 30,
'type": 'SECONDS'
8
'max_attempts": 10,
'silent_mode': true
2
'scheduling": {
'backup_sets": [
{
'schedule’: {
‘alarms': {
'time": {
'repeat_at": [
{
'hour': 10,
'minute”; 15
}
[
'‘weekdays": [
'MON',
'"TUE',
'WED',
'"THU',
'FRI'
]
}
i
'prevent_sleep': true,
'type": "'WEEKLY'
2
'type": 'AUTO'
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}
1
'‘enabled"; true,
'max_parallel_backups': 8,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'
8
'scheme': '"ALWAYS_INCREMENTAL',
'task_failure'": {
'‘enabled"; true,
'interval': {
‘count”: 1,
'type": 'HOURS'
2
'max_attempts": 1
2
'weekly_backup_day": 'MON'
2
'windows_event_log": {
‘enabled"; true,
'level': 'ERRORS_AND_WARNINGS'
}

|3
'tenant_id": 'e721a936-7742-40b5-bf3a-eac627723ae3’,

'type'": 'policy.backup.msexchange.doc'

}

2.10.3.7 Co3pgaHue nnaHa pe3epBHOro KONMpoBaHWS

1. BbinonHuTe ayTeHTMMKaumio Ha nnatdopmMe ¢ NoMoLLbio 06ono4vkn Python (cm. "AyTeHTudmkaums
Ha nnatdopme Knbep bakan" (ctp. 14)).

LonxHbl cTatb [OOCTYMNHbI cnenywue nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

2. 3apanTe nepemMeHHyto plan_data, a 3aTem npucBonTe 3101 NEpEMEHHON 0OBEKT C KIto4oM subject,

06beKT, copepxaluumii Kitod policy, 1 maccus, cogepxalumii NONUTUKY Pe3epPBHOro KONMMpPOoBaHUS:

>>> plan_data = {

'subject”: {
'‘policy": {
‘enabled": true,
'|s_features': ",
'name’: 'machines_plan_single_{{id_plan_name}},
'settings': {

‘alerts": {



'‘enabled': false,
'max_days_without_backup': 0
2
‘archive': {
‘compression': 'NORMAL',
‘format": 'AUTO',

'name": '[Machine Name]-[Plan ID]-[Unique ID]A",

'splitting": {
'size': 214748364800
}
b
'cbt: 'DO_NOT_USE/,
‘destination’: {
'location’: {

'display_name": 'win10x64simple: E:\\tmp\\',

'settings': {
‘credentials': ",
'name': 'win10x64simple: E:\\tmp\\',
'storage_type": 'LOCAL_FOLDER,
'uri': 'E:/tmp/',
'use_policy_credentials": true
e
'performance_window": {
'‘enabled': false
Iy
'retention": {
'‘execution': '"AFTER_BACKUP',
rules': [
{
'backup_set": 'DAILY",
'max_age": {
‘count’: 7,
'type': 'DAYS'
}
I

{
'backup_set": "WEEKLY",

'max_age": {
‘count": 4,
'type': 'HOURS'

]
}
b
‘error_handling": {
‘enabled": true,
'interval': {
‘count": 30,
'type': 'SECONDS'
b
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'max_attempts": 30
b
file_filters': {
'‘exclude_hidden'": true
|3
'file_level_backup_snapshot': 'CREATE_WHEN_POSSIBLE',
'fixed_drive_behavior_for_removable': true,
'multi_volume_snapshotting_enabled'": true,
'notarization': {
'‘enabled': false
2
'sector_by_sector'":true,
'preserve_file_security_settings': true,
'scheduling": {
'backup_sets": [
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
‘count: 30,
'type": 'MINUTES'
2
'repeat_at": [
{
'hour": 15,
'minute’”: 0,
'second": null
}
],
'‘weekdays'": [
'MON',
'"TUE',
'WED',
"THU',
'FRI'
]
}
|3
'prevent_sleep': true,
'type": 'DAILY"
2
'type": '"AUTO'
}
1,
'‘enabled': true,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'
b
'scheme': 'WEEKLY_FULL_DAILY_INCREMENTAL'
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'silent_mode_enabled": true,

'tapes': {
'eject_media_if_successfull': false,
'multiplexing'": {

‘enabled': false,
'streams_per_drive'": 0
|3
'multistreaming': {
'‘enabled': false
2
'overwrite_data_on_tape'": false,
'preserve_tapes_position': true,
'tapeset". "
|3
'vss':{
'‘enabled': true,
'provider: ' TARGET_SYSTEM_DEFINED'
}

}1
'tenant_id": '00000000-0000-0000-0000-000000000000',

'type'": 'policy.backup.machine’

}

Mpeobpa3zyiite 06bekT plan_data B TekcT B popmate JSON.

>>> plan_data = json.dumps(plan_data, indent=4)

. OtnpasbTte 3anpoc POST c tekctom B hopmaTte JSON Ha KoHeuHyto TouKy /policies:

>>> response = requests.post(
f{base_url}/policies’,
headers={'Content-Type'": 'application/json’, **auth},
data=plan_data,

)

MpoBepbTe KO COCTOAHKA 3anpoca:

>>> response.status_code
200

Kop, coctoanua HTTP 200 o3HavaeT, YTo niiaH 3aliuTbl co3aaH.
Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBegeHMs 06 oLMbKe CM. B

pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

Kpowme Toro, Teno oTeeTa CoAepXuT o6bekT ¢ kn4vom result B popmate JSON, cogepxaiwuui
naeHtTudurkaTop nonutuku. MNMocne npeobpasoBaHus B 06EKT OH OyAeT BbIrMsSAeTb Tak:

>>> pprint.pprint(response.json())
{'result': ['256f2ee5-c9fd-4aad-8607-97a977deeaae@policy.backup.machine'l}



2.10.3.8 Nony4yeHune nepeyHs NnaHoB pe3epBHOro KONMpoBaHUs

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHor nnatgopmMe ¢ nomoLlbio obonoykn Python (cm.
"AyTeHTudmrkaumusa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6imMwMD..."}

2. OtnpasbTe 3anpoc GET Ha koHeuHyo TouKy /policies:

>>> response = requests.get(f{base_url}/policies', headers=auth)

3. TpoBepbTe KoA COCTOAHNUA 3anpoca:

>>> response.status_code
200

Koa coctosHus HTTP 200 o3HauaeT, 4To 3anpoc 6bi YCNEeLHO BbIMOSHEH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHMs 06 oLnbKe CM. B

pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

Kpowme Toro, Teno oTeeTa COAepXNUT 06bEKT ¢ KNnto4voMm items B dopmaTte JSON, copepxalumin maccus

06BbEKTOB NONMUTKK 3alLnTbI. [ocne npeobpa3oBaHnst B 06BEKT OH ByAeT BbIrMaaeTh Tak:

>>> pprint.pprint(response.json())
{items": [
{
'policy": {
'created_at'": '2025-10-07T721:01:10.1136754Z',
‘days_without_backup_alert": null,
'deleted_at": null,
'‘enabled": true,
'id": 'f5e556¢4-27e0-4767-b596-e48fe8d005af",
'Is_features':
'BPCompression|BPRetentionRules|BPValidation|ForensicMode|Notary|diskSource',
'name":"",
'plan_hash': '00000000-0000-0000-0000-000000000000",
'settings': {
‘alerts": {
‘enabled': false,
'max_days_without_backup': 0
b
‘archive": {
‘compression': 'MAX',
‘encryption": {
‘algorithm': '"AES192',
'password": 'string'



12
‘format': '12',
'name': '[Machine Name]-[Plan ID]-[Unique ID]A[Plan ID][Plan name][Unique ID]
[Virtualization Server Type]F',
'splitting": {
'size": 214748364800
}

e
'cbt": 'USE_IF_ENABLED,
‘check_file_timestamp': true,
'destination”: {
'location": {
'settings': {
'credentials": ",
'name": 'win10x64simple: E:\tmp\\',
'storage_type': 'LOCAL_FOLDER!,
'uri': 'E:/tmp/',
'use_policy_credentials": true
I
'type": 'VAULT'
I
'performance_window": {
'‘enabled': false

|3
'retention’: {
'‘execution': '"AFTER_BACKUP',
rules':
{
'max_count': 7
}
|
}
s

‘error_handling": {
'‘enabled": true,
'interval': {
‘count”: 1,
'type": 'MINUTES'
i
'max_attempts": 1
s
'exclude_asz': true,
'exclude_page_files'": true,
‘fast_backup_enabled": true,
'file_filters": {
'exclude_hidden': true
s
‘fixed_drive_behavior_for_removable': true,
‘forensic": {
'‘dump_running_processes': false,
'dump_type": 'RAW_MEMORY_DUMP',
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'enabled': true
b
'ignore_bad_sectors": true,
'lvm_snapshotting_enabled": true,
'multi_volume_snapshotting_enabled": true,
'notarization': {
'enabled'": true
i
'owner_id": '32e95e91-39f4-6053-9ce4-0da7e86c8b81',
'preserve_file_security_settings": true,
reset_free_blocks_list": true,
'scheduling": {
'backup_sets': [
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
'count': 30,
'type": 'MINUTES'
b
'repeat_at'": [
{
'hour": 9,
'minute’: 0
}
1,
'weekdays'": [
'MON',
'"TUE',
'WED'
]
}
2
'conditions’: {},
'prevent_sleep': true,
'type": 'DAILY"
e
'type'": '"AUTO'
}
Il
'‘enabled": true,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'
e
'scheme': 'WEEKLY_FULL_DAILY_ INCREMENTAL',
‘weekly_backup_day': 'MON'
s
'sector_by_sector": true,
'silent_mode_enabled": true,
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‘tapes': {
'devices': null,
'eject_media_if_successfull’: false,
'multiplexing': {
‘enabled': false,
'streams_per_drive'": 0
i
'multistreaming': {
'‘enabled': false
b
'‘overwrite_data_on_tape': false,
'preserve_tapes_position': true,
'tapeset": "
s
'validate_backup': true,
'vss': {
'enabled': true,
'provider’: 'NATIVE'
}
e
'source_type'": 'machines’,
‘tenant_id"; '00000000-0000-0000-0000-000000000000",
'type': 'policy.backup.machine’,

'updated_at': '2025-10-07721:01:10.11311152'
}

h
{
'policy": {
'created_at": '2025-10-05T00:58:55.1236553Z',

‘days_without_backup_alert": null,
'deleted_at": null,

'‘enabled": true,
'id": 'cffe3239-102c-40f0-ac9a-f0f5520b3f9e",
'Is_features':

'BPCompression|BPRetentionRules|BPValidation|ForensicMode|Notary|diskSource',
'name’: '89',
'plan_hash': '00000000-0000-0000-0000-000000000000",
'settings': {
‘alerts": {
‘enabled'": false,
'max_days_without_backup': 0

hy
‘archive': {
‘compression’: 'MAX',
‘encryption": {
‘algorithm': '"AES192',
'password": 'string'
e
‘format": '12',

'name': '[Machine Name]-[Plan ID]-[Unique ID]A[Plan ID][Plan name][Unique ID]
[Virtualization Server Type]F',
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'splitting": {
'size": 214748364800
}

e
'cbt": 'USE_IF_ENABLED!,
‘check_file_timestamp': true,
'destination": {
'location’: {
'settings": {
‘credentials’: ",
'name': 'win10x64simple: E:\\tmp\\',
'storage_type": 'LOCAL_FOLDER!,
‘uri": 'E:/tmp/',
'use_policy_credentials": true
e
'type": 'VAULT'
by
'performance_window": {
'enabled': false

b
'retention": {
‘execution’: 'AFTER_BACKUP',
'rules": [
{
'max_count": 7
}
]
}

b
‘error_handling': {

‘enabled': true,

'interval': {

‘count”: 1,
'type": 'MINUTES'

2

'max_attempts": 1
b
'exclude_asz'": true,
‘exclude_page_files'": true,
‘fast_backup_enabled'": true,
'file_filters'": {

'‘exclude_hidden'": true
2
‘fixed_drive_behavior_for_removable': true,
‘forensic": {

‘dump_running_processes': false,

'dump_type': 'RAW_MEMORY_DUMP',

'enabled": true
s
'ignore_bad_sectors'": true,
'lvm_snapshotting_enabled": true,

70 © 000 KubepnpoTekT, 2026



71

'multi_volume_snapshotting_enabled": true,
'notarization': {
'‘enabled": true
|3
‘owner_id": '32e95e91-39f4-6053-9ce4-0da7e86c8b81',
'preserve_file_security_settings': true,
'reset_free_blocks_list": true,
'scheduling': {
'backup_sets":
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'
58
'repeat_at'": [
{
'hour': 9,
'minute': 0
}
1,
'‘weekdays'": [
'MON',
'"TUE',
'WED'
]
}
|3
‘conditions’: {},
'prevent_sleep': true,
'type": 'DAILY"
b
'type": '"AUTO'
}
1,
'‘enabled": true,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'
b
'scheme': 'WEEKLY_FULL_DAILY_INCREMENTAL',
‘weekly_backup_day': 'MON'
|3
'sector_by_sector": true,
'silent_mode_enabled': true,
‘tapes": {
'devices'": null,
'eject_media_if_successfull’: false,
'multiplexing': {
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'‘enabled': false,
'streams_per_drive'": 0
2
'multistreaming': {
‘enabled': false
e
‘overwrite_data_on_tape": false,
'preserve_tapes_position': true,
'tapeset". "
b
'validate_backup': true,
'vss': {
'‘enabled": true,
'provider": 'NATIVE'
}
s
'source_type': 'machines’,
‘tenant_id": '00000000-0000-0000-0000-000000000000",
'type': 'policy.backup.machine’,
'updated_at": '2025-10-05T00:58:55.1217739Z'
}
h
{
'policy": {
‘created_at": '2025-10-04T13:32:54.5440459Z',
‘days_without_backup_alert": null,
'deleted_at": null,
'‘enabled": true,
'id": '0183b910-0107-4ea8-b6b0-dedd2e2f5f8d',

'Is_features': 'BPCompression|BPRetentionRules|BPValidation|Notary|fileSource',
'name': 'rename_12',

'plan_hash': 'B84AE99C-05BA-39BF-9E40-36 AE4FF5FES T,
'settings’: {
‘alerts": {
‘enabled'": false,
'max_days_without_backup': 0

o
‘archive": {
‘compression': 'MAX',
‘encryption”: {
‘algorithm': '"AES192',
'‘password': 'string’
b
‘format": '12',

'name': '[Machine Name]-[Plan ID]-[Unique ID]A[Plan ID][Plan name][Unique ID]
[Virtualization Server Type]F',

'splitting": {
'size': 214748364800
}
hy

'destination”: {
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'location’: {
'settings": {
‘credentials’: ",
'name": 'win10x64simple: E:\tmp\\',
'storage_type": 'LOCAL_FOLDER!,
'uri': 'E:/tmp/',
'use_policy_credentials': true
b
'type": 'VAULT'
1
'performance_window": {
‘enabled": false

I
'retention": {
‘execution’: 'AFTER_BACKUP',
rules': [
{
'max_count": 7
}
]
}

s
‘error_handling": {
'‘enabled": true,
'interval': {
'‘count”: 1,
'type": 'MINUTES'
b
'max_attempts': 1
s
'file_filters'": {
'exclude_hidden': true

13

'file_level_backup_snapshot': 'CREATE_WHEN_POSSIBLE',

‘fixed_drive_behavior_for_removable': true,
'ignore_bad_sectors": true,
'multi_volume_snapshotting_enabled": true,
'notarization': {

‘enabled': true

13

'owner_id": '32e95e91-39f4-6053-9ce4-0da7e86c8b81',

'preserve_file_security_settings': true,
'scheduling': {
'backup_sets":
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
'count': 30,
'type': 'MINUTES'

73
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58
'repeat_at'": [
{
'hour': 9,
'minute': 0
}
1,
'‘weekdays'": [
'MON',
'"TUE',
'WED'
]
}
|3
‘conditions’: {},
'prevent_sleep': true,
'type": 'DAILY"
b
'type": '"AUTO'
}
1,
'‘enabled": true,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'

}1
'scheme": "WEEKLY_FULL_DAILY_INCREMENTAL',

‘weekly_backup_day': 'MON'
b
'selection”: {},
'silent_mode_enabled": true,
‘tapes": {
'devices': null,
'eject_media_if_successfull’: false,
'multiplexing": {
‘enabled': false,
'streams_per_drive'": 0
e
'multistreaming': {
'‘enabled': false
%
'overwrite_data_on_tape': false,
'preserve_tapes_position': true,

'tapeset".
b
'validate_backup': true,
'vss': {

'‘enabled": true,

'provider': 'NATIVE'

}
2
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'source_type': files',
'tenant_id": '00000000-0000-0000-0000-000000000000",
'type': 'policy.backup.files',
'updated_at": '2025-10-04T23:11:21.31359012Z'
}
1,

'paging’: {'cursors'": {'after": "}}}

4. TpeobpasywTte TekcT B opmaTte JSON, cogepxalumica B Tefne 0TBETA, B 00bEKT, a 3aTeM

N3BJTIEKUTE CMNNCOK NOJINTUK U3 OTBETA:

>>> policies = response.json()['items']

2.10.3.9 Nony4yeHune nHgopmaumm o NnaHe pe3epBHOro KONMPOBaHNA

1.

BbinonHuTe ayTeHTUmkauuio Ha obnayHom nnatdopme ¢ nomoLlso obonoykm Python (cm.

"AyTeHTudmrkaumusa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCl6ImMwMD..."}

MpucsonTe nepemeHHou policy_id UUID nonutuku, HangeHHom ¢ NOMOLLBI0 noncka (cm. "TonyyeHne

nepeyHs NaHoB pe3epBHOro KonnpoeaHua" (cTp. 66)):
>>> policy_id = created_policy_id

>>> policy_id
'dac6c7c4-6b3f-4b46-9aa8-b78a189a0f10'

OtnpaebTe 3anpoc GET Ha koHeuHyto Touky /policies/<policy_id>. [1ns otobpaxeHus napaMeTpoB
pa3gena settings URL-agpec KoHeYHOM TOUYKM A0SXEH coaepXxaTb NnapameTp 3anpoca include_
settings=true, Hanpumep:

>>> params = {'include_settings': true}
>>> response = requests.get(f{base_url}/policies/{policy_id}', headers=auth, params=params)

MpoBepbTe KO COCTOAHKA 3anpoca:

>>> response.status_code
200

Kopg coctosHua HTTP 200 o3HauaeT, 4To 3anpoc 6bii YCNELWHO BbINOSTHEH.

Llpyroi Kof COCTOSIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBegeHns 06 oLnbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

Kpome Toro, Tefnio oTBeTa CoAepXUT 06BbEKT C KrtouoM items B popmate JSON, copgepxallmin maccus
C OAHMM 06BbEKTOM NONUTMKM 3awmThl. [ocne npeobpa3oBaHus B 06bEKT OH OyAEeT BhIrMAAeTb Tak:



>>> pprint.pprint(response.json())
{items": [
{
'policy": {
'created_at'": '2025-10-07T721:01:10.1136754Z',
‘days_without_backup_alert": null,
'deleted_at": null,
'‘enabled": true,
'id": 'f5e556¢4-27e0-4767-b596-e48fe8d005af",
'Is_features":
'BPCompression|BPRetentionRules|BPValidation|ForensicMode|Notary|diskSource’',
'name":"",
'plan_hash': '00000000-0000-0000-0000-000000000000",
'settings': {
‘alerts": {
‘enabled': false,
'max_days_without_backup': 0

hy
‘archive': {
‘compression’: 'MAX',
‘encryption": {
‘algorithm': '"AES192',
'password": 'string'
e
‘format": '12',

'name': '[Machine Name]-[Plan ID]-[Unique ID]A[Plan ID][Plan name][Unique ID]
[Virtualization Server Type]F',
'splitting": {
'size": 214748364800
}

s
‘'cbt'. 'USE_IF_ENABLED',
‘check_file_timestamp': true,
'destination”: {
'location’: {
'settings": {
‘credentials’: ",
'name": 'win10x64simple: E:\tmp\\',
'storage_type": 'LOCAL_FOLDER!,
'uri': 'E:/tmp/',
'use_policy_credentials": true
b
'type": 'VAULT'
b
'performance_window": {
‘enabled': false
i
'retention”: {
'‘execution': '"AFTER_BACKUP',
'rules": [

{
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'max_count": 7
}
]
}
b
‘error_handling": {
'‘enabled': true,
'interval': {
‘count”: 1,
'type": 'MINUTES'
2
'max_attempts": 1
b
'exclude_asz'": true,
‘exclude_page_files'": true,
‘fast_backup_enabled'": true,
'file_filters'": {
'‘exclude_hidden'": true
2
‘fixed_drive_behavior_for_removable': true,
‘forensic": {
‘dump_running_processes': false,
'dump_type': 'RAW_MEMORY_DUMP',
'enabled": true
s
'ignore_bad_sectors'": true,
'lvm_snapshotting_enabled": true,
'multi_volume_snapshotting_enabled": true,
'notarization": {
'enabled": true
s
'owner_id": '32e95e91-39f4-6053-9ce4-0da7e86c8b81',
'preserve_file_security_settings': true,
reset_free_blocks_list': true,
'scheduling': {
'backup_sets":
{
'schedule’: {
‘alarms': {
'time": {
'rand_max_delay": {
'count': 30,
'type": 'MINUTES'
b
'repeat_at'": [
{
'hour": 9,
'minute’: 0
}
1

'weekdays'": [
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}
}
]

78

‘conditions’: {},
'prevent_sleep': true,
'type": 'DAILY"
}
}
1,
'‘enabled": true,
'rand_max_delay": {
‘count': 30,
'type": 'MINUTES'

ype':'AUTO'

}

‘weekly_backup_day': 'MON'
b
'sector_by_sector": true,
'silent_mode_enabled": true,
‘tapes": {
'devices': null,
'eject_media_if_successfull’: false,
'multiplexing": {
‘enabled': false,
'streams_per_drive'": 0
e
'multistreaming': {
‘enabled': false
by
'overwrite_data_on_tape': false,
'preserve_tapes_position': true,
'tapeset”: "
b
'validate_backup': true,
'vss': {
'enabled": true,
'provider': 'NATIVE'
}
2
'source_type'": 'machines’,
‘tenant_id"; '00000000-0000-0000-0000-000000000000",
'type': 'policy.backup.machine’,
'updated_at": '2025-10-07T721:01:10.1131115Z'

|paging': {‘Cursors|: {‘after': "}}}

cheme': '"WEEKLY_FULL_DAILY_INCREMENTAL',
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5. TMpeobpasyite TekcT B popmate JSON, cogepxallumincs B Tenie 0TBeTa, B 06EKT, a 3aTeM

N3BIIEKUTE AaHHblIE O NOJINTUKE N3 OTBEeTa:

>>> policies = response.json()['items']

2.10.3.10 PepaktupoBaHme napamMeTpoB NinaHa pe3epBHOro KONMpoBaHMUS

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHol nnatgopme ¢ nomoLlbio obonoydku Python (cm.
"AyTeHTudurkaumsa Ha nnatcopme Knbep bakan" (ctp. 14)).

LlonxHbl cTatb OOCTynNHbI cneaywouine nepeMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization": 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. 3anpocuTte NoNUTKKK, Kak onucaHo B pasgene "lNonyyeHne nepeyHs ninaHoB pe3epBHOro
konupoBaHusa" (CTp. 66). 3aganTe nepeMeHHyto policy_id n npuceonTe en B Ka4ecTBe 3HA4YEHUS
naeHTudrkaTop NONMTUKK. B faHHOM NpyMepe UCnonb3oBaH NAEHTU(MKATOP NEPBON NOMUTUKK:

>>> policy_id = policies[0]['id"]
>>> policy_id
33965f81-7293-45d4-9f13-dc4281d7bdfd

3. 3apanTte nepemeHHyto policy _update, a 3aTem NpUCBONTE 3TOW NEPEMEHHON 0O BEKT C KITHUOM

subject, cogepxalumii napameTpbl:

>>> policy_update = {
"subject": {
"policy": [
{
"settings": {
"alerts": {
"enabled": true,
"max_days_without_backup": 5}

MpumevaHue
Cnncok JoCTyMnHbIX NapamMeTpoB NONMUTUKN NPUBEAEH B cripaBoyHuke APL.

4. TpeobpasyinTe 06bEKT policy_update B TekcT B hopmaTe JSON.

>>> policy_update = json.dumps(policy_update, indent=4)

5. OrtnpasbTe 3anpoc PATCH c Tekctom B popmaTe JSON Ha koHeuHyto TouKy /policies/{policy_id}:


https://cb-api.cyberprotect.ru/policies/policies#redaktirovanie-parametrov-plana-rezervnogo-kopirovaniya

>>> response = requests.patch(
f{base_url}/policies/{policy_id}'
headers={'Content-Type'": 'application/json’, **auth},
data=policy_update,

)

6. lpoBepbTe KoA, COCTOAHKUA 3anpoca:

>>> response.status_code
204

Koa coctosiHuss HTTP 204 o3HavaeT, 4To nnaH Obin ycrnewHo 06HOBNEH.
Kog coctosiHuss HTTP 200 o3HauaeT, 4To nnaH 6bi1 06HOBNEH C NpeaynpexXaeHUsaMu.

Lpyromn Kof cCOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHeie cBeageHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

2.10.3.11 BkntoveHme/BbIKITIOHEHME MiTaHa pe3epBHOro KONMpoBaHUs

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHol nnatgopme ¢ nomoLlbio obonoydku Python (cm.
"AyTeHTudurkaumsa Ha nnatcopme Knbep bakan" (ctp. 14)).

ﬂ,OJ’I)KHbI CTaTb AOCTYNHbI cnegywuine nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization’ header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCI6ImMwMD..."}

2. 3anpocwuTte NoNUTKKK, Kak onucaHo B pasgene "lNonyyeHne nepeyHs nnaHoB pe3epBHOro
konunpoBaHua" (cTp. 66). 3apanTe nepeMeHHyto policy_id n npuceBonTe el B Ka4eCTBe 3Ha4YEHUS

naeHTnmkaTop NnonuTukn. B gaHHoM npumepe Mcnonb3oBaH OeHTUMMKATOP NEPBON NOSINTUKMN:

>>> policy_id = policies[0]['id"]
>>> policy_id
33965f81-7293-45d4-9f13-dc4281d7bdfd

3. 3apanTte nepemeHHyto policy_enabled, a 3aTemM npucBoiiTe 3TON NEpeMeHHON 06 EKT:

>>> policy_enabled = {
. "policy_ids": [{policy_id}],
. "value": true

-}

MpumeyaHue

Ilns BbIKNoYeHMs nnaHa TpebyeTtcs nepepatsb "value": false.

[N BKMIOYEHWA UK BbIKIMKOYEHWS NiaHa Ha onpedenéHHbIX yCTponcTBax TpebyeTcsa nepeanatb
"context_ids": [{context_id}, ...].

4. TpeobpasyiTe 06bEKT policy _enabled B TekcT B popmate JSON.



>>> policy_enabled = json.dumps(policy_enabled, indent=4)

5. OrnpasbTe 3anpoc PATCH ¢ TekctoM B hopmaTe JSON Ha KOHEUHYHO TOUKY /policy
applications/enabled:

>>> response = requests.patch(
f{base_url}/policy_applications/enabled’,
headers={'Content-Type'": 'application/json’, **auth},
data=policy_enabled,

)

6. lpoBepbTe KOA COCTOAHKA 3anpoca:

>>> response.status_code
204

Koa cocTtosiHus HTTP 204 o3HavaeT, 4To nnaH 6bin ycrnewHo 06HOBNEH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHble cBeAeHMs 06 oLMbKe CM. B
pa3gene "Koabl coctoaHua HTTP" (cTp. 22).

2.10.3.12 YpaneHuve nnaHa pe3epBHOro KonMpoBaHus

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHon nnatgopmMe ¢ nomoLlbio obonoykn Python (cm.
"AyTeHTudmrkaumusa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenyune nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZClI6ImMwMD..."}

2. 3anpocuTe nnaHbl 3aLLmUThl, KaKk onucaHo B pasgene "flonyyeHne nepeyHs nnaHoB pe3epBHOro
konupoBaHua" (CTp. 66). 3aganTe nepemeHHyto policy_id n npuceBonTe en B Ka4eCTBe 3HAYEHMUSA
naeHTugrKaTop nNnaHa 3awmTbl. B ;JaHHOM npyMepe ncnonb3oBaH naeHTudukaTop NepBoro ninaHa
3aWmThl:

>>> policy_id = policies[0]['id"]

>>> policy_id
5b15f6e1-88ec-4dce-b523-0e8394c0bc19

3. OtnpasbTe 3anpoc DELETE Ha koHe4Hyto TouKy /policies/{policy_id}:

>>> response = requests.delete(f'{base_url}/policies/{policy_id}', headers=auth)

4. TpoBepbTe KO/ COCTOAHMSA 3anpoca:

>>> response.status_code
204



Koa cocTtosiHus HTTP 204 o3HavaeT, 4To nnaH 3auTbl 6bi1 yCNeLwHo yaaneH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npoun3oLuna owwmnbka. MoapobHble cBeAeHMs 06 oLMbKe CM. B
pa3gene "Koabl coctoaHua HTTP" (cTp. 22).

2.10.4 lNpumeHeHne NonUTUKn

lMpUMeHeHue NoONUTUKM (NaHa pe3epBHOro KONMpoBaHWs) NPeAocTaBnaeT MHAPOPMAaLLMIO O CrieayloLwmnx
cTaTycax:

e cTaTyC pasBépTbIBaHUS MOSIUTUKN;
 CTaTyC BbINOMHEHUS MOSNIUTUKN;

* CTaTyc npouecca npuMeHeHna NoNINTUKN.

Bce onepauuu c npuMmeHeHneM NonnTUK HaxoaAaTCA B KOHeYHoW Touke /policy_applications.

2.10.4.1 CtpykTtypa o6bekTa JSON npumeHeHnsa NonmMTUKK

OnucaHue cTpykTypbl 06bekTa JSON nprMeHeHMs NONUTUKU JOCTYMHO MO CChIKE.

2.10.4.2 CnpaBo4HUKHK

CI'IpaBOLIHI/IKI/I LOOCTYMHbI NO CChIJIKE.

2.10.4.3 denctana c npuMeHEHNaMM NONUTUK

Onepauuﬂ MCI'IOHb3yeMbIe MeToAbl U KOHEYHble TOYKU

"MMonyyeHne cnucka NpUMeHeHn nnaHa GET /policy_applications
pe3epBHOro konmposaHus" (cTp. 82)

"3anyck nnaHa pe3epBHOro KONMpoBaHus" POST /policy_applications:run
(cTp. 87)

2.10.4.4 lNony4eHune cnnucka NpMMeHEHUN nyiaHa pe3epBHOro KONMpPoBaHNS

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHor nnaTtgopmMe ¢ nomoLlbio obonoydkn Python (cm.
"AyTeHTudurkaumus Ha nnatdopme Knbep bakan" (ctp. 14)).

LomnxHbl cTaTh AOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

2. 3anpocuTte pecypchl, kak onucaHo B pasaere "lMonyyeHne cnvcka pecypcos” (cTp. 34). 3apaiite
nepeMeHHyo resource_id 1 NpMcBoNTe el B kayecTBe 3HaYeHns naeHTudukaTop pecypca. B gaHHom

npuMepe KCrosib30BaH NaeHTUMUKaTOP NEpPBOro pecypca:


https://cb-api.cyberprotect.ru/policies/~schemas#application
https://cb-api.cyberprotect.ru/policies/policy-applications

>>> resource_id = resources[0]['id"]
>>> resource_id
'b19cfOfe-95eb-4657-a743-9d4cebbc34f6'

. 3apanTe nepemeHHyio filters, a 3aTem npuceonte 06BLEKTY, coaepxallemMy naeHtudukaTop pecypca

B Krtoye context_id, aTy nepemeHHy1o:

>>> filters = {
'context_id": resource_id

-}

MpumeyaHue

YT0o6bI NONy4nTb JOCTYN K MIaHaM, NPUMEHMMBIM K HECKOJTbKMM pecypcam, yKaxute
naoeHTudrkaTopbl pecypcoB B criegytowem dopmate: or(5b15f6e1-88ec-4dce-b523-
0e8394c0bc19,c70134c4-a244-4b22-99ad-e081301f7530).

. OtnpaBsbTe 3anpoc GET Ha koHeuHyto TouKy /policy_applications:

>>> response = requests.get(f'{base_url}/policy_applications', headers=auth, params=filters)

MpoBepbTe KO, COCTOAHNUA 3anpoca:

>>> response.status_code
200

Kog coctosiHuss HTTP 200 o3HauaeT, 4To 3anpoc Ok YCMELHO BbIMOSHEH.

Lpyromn Kof cCOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHeie cBeaeHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

Kpome Toro, Tefnio oTBeTa CoAepXUT 06BbEKT C KrtouoMm items B popmate JSON, copgepxallmin maccus

06BEKTOB NONNTUK 3awumTbl. Nocne I'IpeO6pa3OBaHI/IF| B 0OBEKT OH 6yp,eT BbIrNAAEeTb TaK:

>>> pprint.pprint(response.json())
{
'items": [
[

{
‘agent_id": '0d47f411-3b67-42c8-b9d5-33a48b2bbe82',

‘context": {
'id": 'b19cfOfe-95eb-4657-a743-9d4cebbc34f6',
'type': 'resource.machine’
by
'created_at': '2025-10-29T11:13:51.1782663Z',
'deleted_at": null,
'deployment'”: {
'state': 'DEPLOYED'
12
‘enabled": true,
'id": '7d61b4b9-8f39-42ad-824c-d508a6ccbf59’,
'last_activity": 'policy.backup.machine’,



'next_activity": 'policy.backup.machine’,
'next_run_time'": '2025-10-29T20:00:00Z',
‘origin_contexts": [
'b19cf0fe-95eb-4657-a743-9d4cebbc34f6'
1,
'policy": {
'id": '5ea704d9-a214-4e81-97d9-d228098f84 31",
'name': 'HoBbIV NnaH 3awmThbl’,
'type': 'policy.backup.machine’
19
'running': {
'state": 'IDLE'
h
'status': 'OK,
‘tenant_id": '00000000-0000-0000-0000-000000000000",
'updated_at": '2025-10-29T11:13:51.7559748Z7'

}
]
1
‘paging’: {
‘cursors': {
'total": 1
}
}
}

2.10.4.5 lNpuMeHeHne paHee co3aaHHOro niaHa pe3epBHOro KONMpoBaHUS K

pecypcy
1. BbInonHuTe ayTeHTMdMKaLMIO Ha nnaTgdopme ¢ NoMoLLbto 060104k Python (cm. "AyTeHTudmkaums
Ha nnatdopme Knbep bakan" (cTp. 14)).

[onxHbl cTatb OOCTynNHbI cneayouipe nepeMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1’

>>> guth # the 'Authorization’ header value with the access token

{'Authorization": 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. 3anpocuTe nnaHbl pe3epBHOro KONMPOBaHUS, Kak onucaHo B pasaene "MNonyyeHne nepeyHs nnaHoB
pe3epBHOro konupoeaHusa" (cTp. 66). 3apanTte nepemMeHHyto policy_id n npucBoinTe el B Ka4ecTBe
3HaYeHusa naeHTudrKaTop NnaHa pe3epBHOro konupoeaxus. B gaHHOM npumepe ncnonb3oBaH

I/I[J,eHTI/Iq)I/IKaTOp nepBoro niaHa pe3epBHOro KONMpoBaHUA:

>>> policy_id = policies[0]['id"]
>>> policy_id
5b15f6e1-88ec-4dce-b523-0e8394c0bc19

3. 3anpocuTe pecypchl, Kak onucaHo B pa3gene "lMonyyeHune cnucka pecypcos” (cTp. 34). 3apanTe
nepemMeHHyto resource_id 1 NpUCBONTE el B KAYECTBE 3Ha4YeHNsa ngeHTndmrkaTop pecypca. B gaHHoM



npuMepe KCrosib30BaH naeHTUdUKaTOp NEpPBOro pecypca:

>>> resource_id = resources[0]['id"]
>>> resource_id
'5¢350066-2bab-4eeb-aa91-1213dd35f033'

3apaiiTe nepeMeHHyto application_data, a 3aTem Ha3HaybTe 06bEKTY, cogepxaluemy kntod policy_id,
ID nnaHa pe3epBHOro KONMpoBaHus, a 06beKTy context — koY items, cogepxaluuii CnMcok

naeHTUUKATOPOB PECYPCOB, ANA 3TOW NePEMEHHOI:

>>> application_data = {
'policy_id": policy_id,
‘context": {
'items": [
resource_id

]
v}
2}

Mpeobpaszyiite 06bekT application_data B TekcT B popmate JSON.

>>> application_data = json.dumps(application_data, indent=4)

OrnpasbTe 3anpoc POST ¢ TekctoM B hopmaTe JSON Ha KOHEUHy TOUKY /policy_applications:

>>> response = requests.post(
f{base_url}/policy_applications',
headers={'Content-Type'": 'application/json’, **auth},
data=application_data,

)

MpoBepbTe KOf, COCTOAHKUA 3anpoca:

>>> response.status_code
204

Kog coctosiHuss HTTP 204 o3HavaeT, 4To nnaH pe3epBHOro KonupoBaHus 6bin NpUMeHeH K
BblOpaHHbIM pecypcam.

Koa coctosiHuss HTTP 200 o3HavaeT, 4To niaH pe3epBHOro KonnpoBaHus bbii MpUMEHEH K
BbIOpaHHbIM pecypcam C HEKPUTUYECKUMU NPeayNpexaeHUsIMN.

Lpyromn Kof cCoOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHbie cBeageHMsA 06 owMbKe CM. B
pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

Teno otBeTa ¢ kogom coctosiHua HTTP 200 coaepxuT 06bekT ¢ kntovom issues B oopmaTte JSON,
cofepxallumin Mmaccus ¢ npegynpexaeHusamu. MNMocne npeobpa3oBaHus B 06EKT OH ByaeT BbIrNsaeTb

TakK:

>>> pprint.pprint(response.json())
{lissues": [...I}



2.10.4.6 OT3bIB paHee cO34aHHOro NyiaHa pe3epBHOro KONMpoBaHUA € pecypca

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHor nnatgopmMe ¢ nomoLlbio obonoykn Python (cm.
"AyTeHTudmrkaumusa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. 3anpocuTe nnaHbl pe3epBHOIo KONMPOBaHMSA, Kak onucaHo B pa3zaene "lNMonyyeHne nepeyHs nrnaHoB
pe3epBHOro konupoeaHua" (cTp. 66). 3apante nepemMeHHyto policy_id n npucBonTe el B Ka4ecTBe
3HayYeHMA UOEHTUGUKATOP NiaHa pe3epBHOro KonMpoBaHusi. B gaHHOM npumMepe Mcnosb30BaH

naeHTUKKaTOp NEepPBOro NiaHa pe3epBHOro KONMPOBaHUS:

>>> policy_id = policies[0]['id"]
>>> policy_id
5b15f6e1-88ec-4dce-b523-0e8394c0bc19

3. 3anpocute pecypchl, Kak onucaHo B pa3aene "lNonyyeHue cnucka pecypcos” (cTp. 34). 3apanTe
nepemMeHHyto resource_id 1 NpMCBONTE €l B KAYECTBE 3Ha4YeHNa ngeHTndmrkatop pecypca. B gaHHOM

npuMepe UCnosb30BaH aeHTUdUKaTOp NepBoro pecypca:

>>> resource_id = resources[0]['id"]
>>> resource_id
'5¢350066-2bab-4eeb-aad91-1213dd35f033'

4. 3apanTe nepemMeHRyio filters, a 3aTem npucBoiTe 3TOM NepeMeHHO 00BEKT ¢ Ktodom policy _id,
cogepxalumm ID nonuTukm, n Kntoyom context, cogepxaiumm ID pecypca:

>>> filters = {
'policy_id": policy_id,
'context_id": resource_id

-}

NMpumeyaHue
YT106bI 0TO3BaTb NilaHbl N3 HECKOJIbKMX PECYPCOB, YKaxXuTe 3HauyeHus B crieaytolem dopmare: or
(33965f81-7293-45d4-9f13-dc4281d7bdfd,c70134c4-a244-4b22-99ad-e081301f7530).

Cnucok AOCTYNHbIX NapaMeTpoB 3anpoca NpuBeneH B cripaBoyHuke API.

5. OtnpasbTte 3anpoc DELETE Ha koHe4Hyto TouKy /policy_applications:

>>> response = requests.delete(
f{base_url}/policy_applications',
headers=auth,


https://cb-api.cyberprotect.ru/policies/policy-applications#otzyv-ranee-sozdannogo-plana-rezervnogo-kopirovaniya-s-resursa

params=filters,

)

MpoBepbTe KO COCTOAHKA 3anpoca:

>>> response.status_code
204

Koa cocTtosiHuss HTTP 204 o3HavaeT, 4To nnaH pe3epBHOro KONMpoBaHUs bbi yCNeLHO 0TO3BaH C
BblIBpaHHbIX PecypcoB.

Koa coctosiHuss HTTP 200 o3HavaeT, 4To nnaH pe3epBHOro KonMpoBaHusi Bbin 0TO3BaH € BbIGpaHHbIX
pPECYPCOB C HEKPUTUYECKUMU NPEeayNpexXaeHUSIMU.

Llpyroi Kof COCTOSIHUSI 03HaYaeT, YTo NpouaoLuna owwmnbka. MoapobHbie cBegeHns 06 oLMbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).

Teno otBeTa ¢ kogom cocTosaHua HTTP 200 conepxmT o6bEKT € KntoyoM issues B hopmate JSON,
cofepxallmin Mmaccus ¢ npegynpexaeHusamu. lNocne npeobpa3oBaHus B 06bEKT OH ByaeT BbIrnsaeTb
Tak:

>>> pprint.pprint(response.json())
{lissues": [...I}

2.10.4.7 3anyck nnaHa pe3epBHOro KonmpoBaHUa

1.

BbinonHuTe ayteHTUdmrkauuio Ha nnatgopme ¢ nomoLbio o6onodkn Python (cm. "AyteHTndukaums
Ha nnatdopme Knbep bakan" (cTp. 14)).

,D,OJ'I)KHbI CTaTb AOCTYNHbI cnegywouine nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

3anpocute nnaHbl pe3epBHOIo KOMMPOBaHWS, Kak onmcaHo B pasgene "lMony4yeHne nepeyHs nnaHoB
pe3epBHOro konnposaHusa" (cTp. 66). 3aganTte nepemMeHHyto policy_id n npuceonTe en B KayecTse
3Ha4YeHus ngeHTudmKaTop nnaHa pe3epBHOro KoNMpoBaHus. B gaHHOM npumepe ncnonb3oBaH

M,El,eHTl/lel/lKaTOp nepBoro njiaHa pe3epBHOro KONMpoBaHUA:

>>> policy_id = policies[0]['id"]
>>> policy_id
33965f81-7293-45d4-9f13-dc4281d7bdfd

[Heobs3aTenbHo] 3anpocute pecypchl, kak onmcaHo B pasaene "MonyyeHne cnvcka pecypcos” (CTp.
34). 3apaiiTe nepeMeHHyto resource_id n NpucBonTe e B Ka4ecTBe 3HauYeHUs naeHTMduKaTop
pecypca. B gaHHOM npumepe ncnonb3oBaH naeHTudukaTop NepBoro pecypca:



>>> resource_id = resources[0]['id"]
>>> resource_id
'5¢350066-2bab-4eeb-aa91-1213dd35f033'

MpumeyaHue
Ecnu B 3anpoce He ykasaHbl pecypchbl, NonuTuka 6yaeT BbINOSIHEHA AJ151 BCEX PECYPCOB, K KOTOPbLIM

OHa NpUMeHAETCA.

4. 3apaiTe nepemMeHHyto policy_exec_data, a 3aTemM NpucBoTe 3TON NEPEMEHHON 06 BEKT,

cogepxalumm cnegytowme napametpbl JSON:

>>> policy_exec_data = {
'state’: 'RUNNING',
'policy_id": policy_id,
‘context_ids'": [resource_id]

-}

MpumeyaHue
Mpu nepepnadye 'state': 'IDLE' 6ypeT BbINONMHEHa OCTaHOBKA MilaHa pe3epBHOIO KONUPOBaHKS.

CnMcoK [OCTYNMHbIX MapaMeTpoB 3anpoca NpUBEAEH B cripaBoyHuke API.

5. TMpeobpa3syiite 06bekT policy_exec_data B TekcTt B pbopmate JSON:

>>> policy_exec_data = json.dumps(policy_exec_data, indent=4)

6. OrtnpasbTe 3anpoc POST c Tekctom B popmaTe JSON Ha koHeuYHyto TouKy /policy_applications:run:

>>> response = requests.post(
f{base_url}/policy_applications:run',
headers={'Content-Type": 'application/json’, **auth},
data=policy_exec_data,

)

7. TpoBepbTe Kof, COCTOAHNUA 3anpoca:

>>> response.status_code
202

Kopg coctosiiua HTTP 202 o3HauaeT, 4To 3anpoc 6bin NPUHAT Ha BbINOMHEHME.
Lpyromn Kof cCoOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHbie cBeageHMsA 06 owMbKe CM. B

pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

2.10.5 PekBu3uTbl g Bxoaa

PekBuU3uUTbLI ANa BXoAa — 370 yY4ETHbIe AaHHble (MMeHa YYEeTHbIX 3anucen osi Bxoaa, naponu, Kioum
[ocTyna) ans obecneyeHnsa goctyna. MpumeHATCA AN BbINOMHEHUS onepauuii Haf, o6 bekTamu,

Tpe6yl0LLLI/IMI/I aBTopu3auum npu gocrtyne.


https://cb-api.cyberprotect.ru/policies/policy-applications#zapusk-plana-rezervnogo-kopirovaniya

2.10.5.1 Tunbl pekBM3UTOB 19 BXOAa

Tunbl Moatunbl

account YuéTHble 3anucu ans asTopusaumn. Vicnonb3yemble NOATUMNbI:

e computer

e esx

e vcenter

¢ scale

e ovirt

* ms_exchange

e vm_guest_system

* |dap

archive Y4éTHble faHHbIe apXMBOB. Vicnonb3yemMble NOATUMbI:

¢ endpoint

share Y4éTHble faHHble ceTeBbIX Nanok. icnonb3yemble NoaTunbI:

e smb
e nfs

o sftp

asz YuéTHble gaHHble 30Hbl 6e3onacHocTu. MNoaTunbl
OTCYTCTBYHOT.

db Y4éTHble faHHble 6a3 faHHbIX. Micnonb3yemble noaTunb:

e mysql

e mssql

folder Y4éTHble AaHHble JTokanbHbix nanok. MNoaTunsl OTCyTCTBYIOT.

Bce onepauumu ¢ pekBuantamum s BXoga HaxoAasaTCA B KOHEYHOM Touke /credentials.

2.10.5.2 CtpykTtypa o6bekTa JSON pekBn3nToB ansa Bxoaa

OnucaHue cTpykTypbl 06bekTa JSON pekB1M3nTOB Ans BXoAa [OCTYMHO MO CChISKe.

2.10.5.3 CnpaBo4HMKK

CI'IpaBOLIHI/IKI/I LOOCTYIMHbI NO CChIJIKE.


https://cb-api.cyberprotect.ru/credentials/~schemas#credentials-object
https://cb-api.cyberprotect.ru/credentials/credentials

2.10.5.4 [JencTtsusa c pekBu3nMTamu Assi BXoaa

Onepau.vm Vlcnom:3yeM|=|e MeTOAbl U KOHEeYHbl€ TOYKU

"Co3pnaHue pekBu3unToB ansi Bxoga" (ctp. 90) POST /credentials

"Mony4yeHune uHcopmaumm o pekeusutax ana | GET /credentials/{credentials_.id}

Bxoga" (cTp. 91)

"Y naneHve pekBuautos ans sxoaa" (ctp. 92) DELETE /credentials/{credentials_id}

2.10.5.5 Co3paHne pekBn3nToB As1si BXOAa

1. BbinonHuTe ayTeHTMdMKaUMIO Ha NnaTdopmMe C NOMOLLbI0 06004k Python (cm. "AyTeHTudmkauus
Ha nnatdopme Kubep bakan" (cTp. 14)).

,D,OJ'I)KHbI CTaTb AOCTYNHbI cnegywuine nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization’ header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCI6ImMwMD..."}

2. 3apanTte nepemMeHHyto cred_data, a 3aTeM NpUCBOITE 3TOW NEPEMEHHON 0O HEKT:

>>> cred_data = {
'scope”: {
'type': 'folder’
i3
'description': 'HoBO€e onucaHue',
'identity": 'user_name',
'secret’: 'user_pass'

}

3. lMpeobpa3syiite 06bekT cred_data B TekcT B hopmaTe JSON.

>>> cred_data = json.dumps(cred_data, indent=4)

4. OtnpasbTe 3anpoc POST ¢ Tekctom B hopmate JSON Ha KOHeUHy Touky /credentials:

>>> response = requests.post(
f{base_url}/credentials’,
headers={'Content-Type'": 'application/json’, **auth},
... data=cred_data,

)
5. TpoBepbTe KOA COCTOSAHUS 3anpoca:

>>> response.status_code
201



Kopg coctosiHua HTTP 201 o3Ha4aeT, 4To peKBU3UTbI A1 BXOAA CO30aHbI.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npoun3oLuna owwmnbka. MoapobHble cBeAeHMs 06 oLMbKe CM. B
pa3gene "Koabl coctoaHua HTTP" (cTp. 22).

Kpowme Toro, Teno oTeeta coaepXut oobekT ¢ knovom id B popmate JSON, cogepxaiimin
naeHTucdrkaTop peKBU3NTOB Ans Bxoaa. MNocne npeobpasoBaHnsa B 06EKT OH ByaeT BbIrnsAeTb Tak:

>>> pprint.pprint(response.json())

{
'id": 'b12e9914-ecea-4869-8e55-3e62a6dd8bb8'

}

2.10.5.6 Nony4yeHune nHopmaumm o pekBuauTax Ais Bxoga

1.

BbinonHuTe ayTeHTudmnKaumio Ha nnatdopmMe ¢ NoMoLLbio 06ono4vkm Python (cm. "AyTeHTudmkaumsa
Ha nnatdopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCl6ImMwMD..."}

Mpuceonte nepemeHHou credentials_id UUID pekBnanTos and Bxoga, Co3f4aHHbIX ¢ noMmoLlbo API
(cm. "CospgaHue pekBm3nToB ans Bxoga" (ctp. 90)):

>>> credentials_id = created_credentials_id
>>> credentials_id
'b12e9914-ecea-4869-8e55-3e62a6dd8bb8’

OrnpasbTe 3anpoc GET Ha KOHe4HYo TouKy /credentials/<credentials_id>:

>>> response = requests.get(f'{base_url}/credentials/{credentials_id}', headers=auth)

MpoBepbTe KoA COCTOSAHKA 3anpoca:

>>> response.status_code
200

Koa coctosiHuss HTTP 200 o3HauvaeT, 4To 3anpoc 6bi YCMeLHO BbIMOSIHEH.

[ pyrov Kof COCTOSIHUA 03HavaeT, 4To npomsoLuna ownbka. MNoapobHele cBeaneHus 06 ownbke cMm. B
pasgene "Kogpl coctosaHuss HTTP" (cTp. 22).

Kpowme Toro, Teno oteeta coaepXxut oobekT B popmaTe JSON, cogepxaluuin napaMmeTpbl pEKBU3UTOB
ans Bxopa. Nocne npeobpasoBaHus B 06bEKT OH ByaeT BbIrMsAAeTb Tak:

>>> pprint.pprint(response.json())

{
'scope”: {
'type': 'folder’,



'subtype”:
}’

'description': '"HOBOe onucaHue',

'identity": 'user_name',

'id": 'b12e9914-ecea-4869-8e55-3e62a6dd8bb8',
'tenant': '8f2ce031-3a88-448a-b6b6-84fc8728eab4’,
'version': 0,

'secret_autogenerated': true,

'created_at": '2025-11-05T14:15:50Z',

'updated_at': '2025-11-05T14:15:50Z'

2.10.5.7 Y paneHne pekBn3unToB Ans BXo4a

1. BbinonHuTe ayTeHTMMKaumio Ha nnatdopmMe ¢ NoMoLLbio 06ono4ukn Python (cm. "AyTeHTudmkaums
Ha nnatdopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCl6ImMwMD..."}

2. Tpuceowite nepemeHHon credentials_id UUID pekBu3nTOB ANnsi BXOA4A, CO3[aHHbIX C NoMOoLLbio API
(cm. "CospgaHue pekBm3nToB ans Bxoga" (ctp. 90)):

>>> credentials_id = created_credentials_id
>>> credentials_id
'b12e9914-ecea-4869-8e55-3e62a6dd8bb8’

3. OtnpasbTe 3anpoc DELETE Ha koHe4Hyto Touky /credentials/{credentials_id}:

>>> response = requests.delete(f'{base_url}/credentials/{credentials_id}', headers=auth)

4. TlpoBepbTe Ko COCTOAHMSA 3anpoca:

>>> response.status_code
204

Koa coctosiHuss HTTP 204 o3HavaeT, 4To nnaH 3aWuTbl 6bi1 yCNeLwHo yaaneH.
[ pyrov Kof COCTOSIHUA 03HavaeT, 4To npomsoLuna ownbka. MNoapobHele cBeaneHus 06 ownbke cMm. B
pasgene "Kogpl coctosaHuss HTTP" (cTp. 22).

2.10.6 ApxuB pe3epBHbIX KONui

ApxuB — chain, cogepxalumin Habop pe3epBHbIX KOMUIA (TOYEK BOCTAHOBMNEHMS) U MeTafaHHbIe ANs HUX.
daiin coaepXunT LLEenoYvKy pe3epBHbIX KOMUI: NOMHY nnu anddepeHumnanbHyo pe3epBHYH KOMUI0 U BCe

3aBUCSILLME OT HE€ NHKPEeMEHTHbIe Konunu. ApxvB dopMUpYETCS NpU CO3aaHUN XOTs Gbl OOHOW



pe3epBHOI Konun. B aanbHeiwem oH UCNosb3yeTcs AN XpaHeHUs! AaHHbIX NPU PE3ePBHOM

KonuposaHM1 N BOCCTaHOBJIEHUN. B apxuBe NpuMeHaeTca cxaTtue n genynimkauma gaHHbIX.

Bce onepaumn c apxmBammn HaxogaTcsl B KOHEYHOM To4ke /archives.

2.10.6.1 CtpykTtypa ob6bekta JSON apxmBa

OnucaHue cTpykTypbl 06bekTa JSON apxmnBa OCTYNHO MO CChINKE.

2.10.6.2 CrnpaBOYHUKM

CI'IpaBOLIHI/IKI/I AOCTYMHbI NO CChIJTIKE.

2.10.6.3 Odencteusa c apxmsamm

Onepau.vm MCI'IOﬂb3yeMI:Ie MeTOAbl U KOHEeYHbl€ TOYKU

"MpocmoTp apxmnBoB pe3epBHbIx konuin" (cTp. | GET /archives
93)

2.10.6.4 MpocMOoTp apXxmMBOB pe3ePBHbLIX KOMUK

1. BbinonHuTe ayTeHTMdMKaUMIO Ha nnaTdopme ¢ NoMoLLbto o6orouku Python (cm. "AyTeHTudmkauus
Ha nnatdopme Knbep bakan" (ctp. 14)).

,D,OJ'I)KHbI CTaTb AOCTYNHbI cnegywouine nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

2. OtnpasbTe 3anpoc GET Ha koHeYHyto TouKy /archives:

>>> response = requests.get(f'{base_url}/archives', headers=auth)

NMpumeyaHue
Cnuncok JoCTynHbIX NapaMeTpoB CTPOKM 3arnpoca npuBefeH B cripaBoyHuke APL.

3. TpoBepbTe KoA COCTOAHNA 3anpoca:

>>> response.status_code
200

Koa coctosiHus HTTP 200 o3HauvaeT, 4To 3anpoc 6bi YCrNeLHO BbiMOSIHEH.

Llpyroi Koa COCTOsIHUSI 03HaYaeT, YTo NpounsoLuna owwmnbka. MoapobHble cBeAeHMs 06 oLMbKe CM. B
pa3gene "Koabl coctoaHua HTTP" (cTp. 22).

Kpome Toro, Teno oteeta coaepxuT maccus items B oopmate JSON, copepxalumii AaHHbIE apXMBOB.

Mocne npeobpa3oBaHnsi B 06BEKT OH ByAeT BbIrMAaeTh Tak:


https://cb-api.cyberprotect.ru/archives/~schemas#archive-sm
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>>> pprint.pprint(response.json())
{
'items": [
{
'id": '5ab0433d-991a-3d0f-1328-4b1874d621a3',
'name’: '"AAURXWO@odio_mock_200_account_workmail_A630C04C-14F1-32BA-9585-
2C9472EF3E00_edd0ec02-67df-4017-abd8-ee37611dbeb5A",
'vault_id": '21882913-cc56-646e-1036-9eac88c3977a’,
'size': 20480,
‘compressed_data_size'": 0,
'data_size": 0,
‘original_data_size": 0,
'logical_size": 0,
'type": 'EMPTY",
‘format’: '12',
'created_at': '1970-01-01T00:00:00Z',
'updated_at': '0001-01-01T00:00:00Z',
'last_backup_created_at": '1970-01-01T00:00:00Z',
'protected_by_password'": false,
‘encryption_algorithm': 'NONE',
'deleted": false,
‘file_name". ",
'tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢',
'agent_id": '00000000-0000-0000-0000-000000000000",

‘agent_name": ",
'description': ",
'display_name': '"AAURXxWO@odio_mock_200_account_workmail_A630C04C-14F1-
32BA-9585-2C9472EF3E00_edd0ec02-67df-4017-abd8-ee37611dbeb5A',
‘owner_id": ",
'owner_name": ",
'resource_id": ",
‘consistent': false,
'marked_for_deletion': false,
'last_seen_at": '2025-09-29T15:59:09Z',
'vault”: {
'id": '21882913-cc56-646e-1036-9eac88c3977a’,
'name’: 'pk-customer’,
'storage_type": 'ONLINE'
}
B

{
'id": 'b9ac73cc-e091-d511-2205-965b46a24e71",

'name': 'AbouXIf@odio_mock_200_account_workmail_C9DABFE4-02E7-34B1-8FFO0-
239E0E69DD84_edd0ec02-67df-4017-abd8-ee37611dbeb5A’,

'vault_id": '21882913-cc56-646e-1036-9eac88c3977a’,

'size': 20480,

‘compressed_data_size": 0,

'data_size'": 0,

‘original_data_size": 0,

'logical_size'": 0,

'type": 'EMPTY",

© 000 KubepnpoTekT, 2026



‘format’: '12',
'created_at": '1970-01-01T00:00:00Z',
'updated_at": '0001-01-01T00:00:00Z',
'last_backup_created_at": '1970-01-01T00:00:00Z',
'protected_by_password': false,
‘encryption_algorithm': 'NONE',
'deleted": false,
‘file_name". ",
'tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢’,
'agent_id": '00000000-0000-0000-0000-000000000000",
‘agent_name": ",
'description': ",
'display_name': 'AbouXIf@odio_mock_200_account_workmail_CO9DABFE4-02E7-34B1-
8FF0-239E0E69DD84 edd0ec02-67df-4017-abd8-ee37611dbeb5A',
‘owner_id": ",
'owner_name": ",
'resource_id": ",
‘consistent': false,
'marked_for_deletion": false,
'last_seen_at': '2025-09-29T15:59:09Z',
'vault': {
'id": '21882913-cc56-646e-1036-9eac88c3977a’,
'name’: 'pk-customer’,
'storage_type'": 'ONLINE'
}
Ji
{
'id": 'c60019f2-98ce-b1ec-af1a-0db0fb2644e2',
'name’: 'aajsSxM@odio_mock_200_account_workmail_67028231-BFC9-352E-A3D9-
0D934164DDC3_edd0ec02-67df-4017-abd8-ee37611dbeb5A',
'vault_id": '21882913-cc56-646e-1036-9eac88c3977a’,
'size': 20480,
‘compressed_data_size'": 0,
'data_size": 0,
‘original_data_size": 0,
'logical_size": 0,
'type": 'EMPTY",
‘format’; '12',
‘created_at": '1970-01-01T00:00:00Z',
'updated_at": '0001-01-01T00:00:00Z',
'last_backup_created_at": '1970-01-01T00:00:00Z',
'protected_by_password'": false,
'encryption_algorithm': 'NONE',
'deleted": false,
'file_name"; ",
'tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢€’,
‘agent_id": '00000000-0000-0000-0000-000000000000',
‘agent_name": ",
'description': ",
'display_name': 'aajsSxM@odio_mock_200_account_workmail_67028231-BFC9-352E-
A3D9-0D934164DDC3_edd0ec02-67df-4017-abd8-ee37611dbeb5A,
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'owner_id": ",

'owner_name": ",

'resource_id": ",

'consistent’: false,

'marked_for_deletion': false,

'last_seen_at": '2025-09-29T15:59:09Z',

'vault': {
'id": '21882913-cc56-646e-1036-9eac88c3977a’,
'name": 'pk-customer’,
'storage_type'": 'ONLINE'

}

}
]
}

4. TpeobpasywTte TekcT B hopmaTte JSON, copepxalumics B Tefnie 0TBETA, B 0ObEKT, a 3aTeM
U3BneKuTe faHHble 06 apxuBax U3 oTBeTa:

>>> archives = response.json()['items']

2.10.7 Pe3epBHas konus

Pe3epBHaﬂ Konusa (TO‘-IKa BOCTaHOBJ'IeHVIﬂ) — 3TO COXpaHEHHbIEe JaHHble pecypca U MeTaJaHHble AN HUX.
Pe3epBHas konusa co3gaéTca npu onepaunsix pe3epBHOro KonnposaHus. [laHHble pe3epBHON KOMumn

NCNoJ1b3ylTCA B onepaunax BOCCTaHOBNEHUA.

Bce onepauum ¢ pe3epBHbIMU KOMMAMU HaXoAATCA B KOHEYHOM Touke /backups.

2.10.7.1 CtpykTypa ob6bekTa JSON pe3epBHO Konmu

OnucaHue cTpykTypbl 06bekTa JSON pe3epBHOI KOMUKU AOCTYMNHO MO CChISKE.

2.10.7.2 CnpaBOYHUKK

CI'IpaBOHHMKVI AOCTYMNHbI NO CChIJIKE.

2.10.7.3 encraus c pe3epBHbIMU KONMUAMMU

Onepau,vm VlCI'IOJ1b3yeMbIe MeToAbl U KOHEeYHble TOYKU

"MpocMoTp pe3epBHbIX konui" (cTp. 97) GET /backups

Mony4nTb KONUYECTBO XpaHMMbIX pe3epBHbix | GET /backups
Konuii B 0611a4yHoM XpaHunuLLe BO3MOXHO C
NoMolLLbIo onepaumm "MNpocMoTp pe3epBHbIX
konun" (cTp. 97).

"YnaneHve pe3epBHbIX konuin" (cTp. 99) DELETE /backups



https://cb-api.cyberprotect.ru/archives/~schemas#backup-sm
https://cb-api.cyberprotect.ru/archives/backups

2.10.7.4 INMpocMoTp pe3epBHbIX KON

1. BbinonHuTe ayTeHTMMKaumio Ha nnatdopmMe ¢ NoMoLLbio 06ono4ykn Python (cm. "AyTeHTudmkaums
Ha nnatdopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6imMwMD..."}

2. [Heobsa3aTtenbHo] 3apanTe nepeMeHHyio filters

>>> filters = {
'count': true

-}

lNMpumeyaHue

[ns nonyyeHns KONMYeCTBa XPaHUMbIX PE3EPBHbIX KOMUIA, pa3MeLLEHHbIX B 0651a4HOM XpaHumLe,
yKaxuTe B 3amnpoce napameTp count = true. KonmuecTso pe3epBHbIX KOMNui 6yaeT BO3BpaLLEHO B
aTpubyTe total_count.

Cnuncok AOCTYMHbIX MapaMeTpoB CTPOKM 3anpoca NpuBeAeH B cripaBoyHnke API.

3. OtnpasbTe 3anpoc GET Ha koHe4Hyo TouKy /backups:

>>> response = requests.get(f{base_url}/backups', headers=auth, params=filters)

4. TpoBepbTe KOf COCTOAHMA 3anpoca:

>>> response.status_code
200

Kop coctosHua HTTP 200 o3HavaeT, 4To 3anpoc Obin YCNELHO BbINOMHEH.

Lpyromn Kof cCoCTOsiHUSI 03HaYaeT, YTo NpousoLuna owmnbka. MoapobHble cBeageHMA 06 OLWMBKE CM. B
pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

Kpowme Toro, Teno oTeeTa coaepXxut maccus items B popmate JSON, cogepxawimin faHHble

pe3epBHbIX konuii. Mocne npeobpa3oBaHns B 06bEKT OH ByaeT BbIrMAAeTb Tak:

>>> pprint.pprint(response.json())
{
'items": [
{
'backup_id": 'b79a69d6-3baf-44d1-b367-5a9038e258¢f2',
'vault_id": '21882913-cc56-646e-1036-9eac88c3977a’,
'archive_id": '5b342641-8f24-a094-29f1-97ff33745e42',
'legacy_id": 'avfs:/online?account%3dpk-
customer%26provider%3dCyberProtect#arl:/00000000-0000-0000-0000-
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000000000000/00000000-0000-0000-0000-000000000000/5B342641-8F24-A094-29F 1-
97FF33745E42/B79A69D6-3BAF-44D1-B367-5A9038E258F2?archive
name%3dAALToOg@odio_mock_200_account_workmail_E68393C6-E69E-3765-815F-
E056D6A6F50E_edd0ec02-67df-4017-abd8-ee37611dbeb5A,

'created_at": '2025-09-29T16:02:45Z',

'size'": 24576,

'deduplicated_size": 0,

'backed_up_data_size": 0,

‘original_data_size': 38934,

‘tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265e’,

'resource_ids": [

'E68393C6-E69E-3765-815F-E056 D6A6F50E!

I,

'type": 'FULL',

'marked_for_deletion': false,

'last_seen_at': '2025-09-29T16:02:45Z7',

'validation_status': null,

‘created_in_network_isolation': false,

'deleted": false

'backup_id": '2382810e-8197-47ee-85dc-ba3ef28eb98c',
'vault_id"; '21882913-cc56-646e-1036-9eac88c3977a’,
'archive_id": '86150517-97b7-c2e2-0413-f137b16ae87f',
'legacy_id": 'avfs:/online?account%3dpk-
customer%26provider%3dCyberProtect#arl:/00000000-0000-0000-0000-
000000000000/00000000-0000-0000-0000-000000000000/86150517-97B7-C2E2-0413-
F137B16AE87F/2382810E-8197-47EE-85DC-BA3EF28EB98C?archive_
name%3dAADDcSu@odio_mock_200_account_workmail_A5C0987D-F28C-3B2B-A8DD-
93D833A3FA05_edd0ec02-67df-4017-abd8-ee37611dbeb5A",
'created_at': '2025-09-29T16:02:45Z',
'size'": 24576,
'deduplicated_size'": 0,
'backed_up_data_size": 0,
‘original_data_size'": 39405,
‘tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢’,
'resource_ids": [
'A5C0987D-F28C-3B2B-A8DD-93D833A3FA05
1,
'type'": 'FULL',
'marked_for_deletion': false,
'last_seen_at": '2025-09-29T16:02:45Z',
'validation_status': null,
‘created_in_network_isolation': false,
'deleted": false

'backup_id": 'd9a2f2ba-3f36-4be 1-92a4-989479bccedc',
'vault_id'": '21882913-cc56-646e-1036-9eac88c3977a’,
‘archive_id": 'afe414ad-34c9-1dd0-6955-27619a7ce7a3',
'legacy_id": 'avfs:/online?account%3dpk-
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customer%26provider%3dCyberProtect#arl:/00000000-0000-0000-0000-
000000000000/00000000-0000-0000-0000-000000000000/AFE414AD-34C9-1DD0-6955-
27619A7CE7A3/D9A2F2BA-3F36-4BE1-92A4-989479BCCEDC?archive_
name%3daajsSxM@odio_mock_200_account_workmail_1316D72D-9923-3061-B4DA-
26A46398A795 edd0ec02-67df-4017-abd8-ee37611dbeb5A",
'created_at": '2025-09-29T716:02:45Z',
'size'": 24576,
'deduplicated_size": 0,
'backed_up_data_size": 0,
‘original_data_size": 38920,
‘tenant_id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢’,
'resource_ids": [
'1316D72D-9923-3061-B4DA-26A46398A795'
1,
'type": 'FULL',
'marked_for_deletion': false,
'last_seen_at': '2025-09-29T16:02:457",
'validation_status': null,
‘created_in_network_isolation': false,
'deleted": false
}
1,
"paging": {
"total_count": 51,
"cursors": {}
I
}

5. TMpeobpa3syiite TekcT B hopmate JSON, conepxalumincs B Tene 0TBETa, B 0OBEKT, a 3aTeEM

N3BNEKNTE AaHHble O pe3epBHbIX KOMNAX N3 OTBETA:

>>> backups = response.json()['items']

2.10.7.5 YpaneHne pe3epBHbIX KOMun

1.

BbinonHuTe ayTeHTUdmkauuio Ha obnayHon nnatcdopme ¢ nomoupto obonoykm Python (cm.
"AyTeHTudurkaumus Ha nnatcdopme Knbep bakan" (ctp. 14)).

,D,OJ'I)KHbI CTaTb AOCTYNHbI cnegywouine nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization’ header value with the access token

{'Authorization": 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsimtpZCl6ImMwMD..."}

3anpocute pesepBHbIe KOMWK, Kak onucaHo B pasgene "lMpocmMoTp pe3epBHbix konuin" (cTp. 97).
3apante nepemeHHyto backup_id n npuceBonTe el B Ka4ecTBe 3HaYeHNsa naeHTnnKaTop pe3epBHoin
konuu. B gpaHHOM npumepe ncnonb3oBaH MaeHTUUKaTOp NepBoii pe3epBHON KOMUU:



>>> backup_id = backups[0]['backup_id']
>>> backup_id
b79a69d6-3baf-44d1-b367-5a9038e258f2

MpumeyaHue
Ilns ynaneHns HECKONMbKUX pe3epBHbIX KOMWIA B OAHOM 3anpoce yKaxuTe ux id B Takom BUAE:
&backup_id=<backup_id_1>&backup_id=<backup_id_2>.

3. 3apante nepemeHHyto archive_id n npucBoinTe el B KA4eCTBE 3HaYeHUA naeHTUMMKaTop apxmea

BbIOpaHHOW pe3epBHOI KOMUU:

>>> archive_id = backups[0][‘archive_id']
>>> archive_id
21882913-cc56-646e-1036-9eac88c3977a

4. 3apaiTe nepemMeHHyto vault_id n npucBoiTe el B KayecTBe 3HauYeHUsl nAeHTUMKaTOp XpaHUnuLLa

BbIOpaHHOW pe3epBHOMN KOMUU:

>>> vault_id = backups[O]['vault_id"]
>>> vault_id
21882913-cc56-646e-1036-9eac88c3977a

5. 3apante nepemeHHyto resource_id 1 NpUCBONTE € B KA4eCTBe 3Ha4YeHus id pecypca, pe3epBHyto

KOMuIo ANA KOTOPOro HyXXHO yOoannTb:

>>> resource_id = backups[0]['resource_ids'][0]

6. 3anpocute pecypchl, kKak onucaHo B pa3aene "lNonyyeHue cnucka pecypcos” (cTp. 34). 3apanTe
nepemeHHyto machine_id n npuceBonTe en B Ka4yecTBe 3Ha4veHud id areHTa. B npumepe ncnonb3osaH

id areHTa pecypca, pe3epBHYI0 KOMMIo A1 KOTOPOTO HY>XHO yAanuThb:

>>> machine_id = next(
(item['agent_id'] for item in data['items'] if item['id"] == 'resource_.id'),
None

)

>>> machine_id
122da62d-ff99-4fa7-b3cd-2580ee831a31

7. OrtnpasbTe 3anpoc DELETE Ha koHe4Hyto TouKy /backups. URL-agpec KOHEYHOM TOUKU AOMXEH
cogepxaTtb NnapameTpsbl 3anpoca backup_id v vault_id.

>>> params = {'backup_id": backup_.id, 'archive_id": archive_id, 'vault_id": vault_id, 'machine_id"

machine_id}
>>> response = requests.delete(f'{base_url}/backups', headers=auth, params=params)

8. TpoBepbTe Koa, COCTOsAHNA 3anpoca:



>>> response.status_code
204

Kopg coctosiHua HTTP 204 o3HavaeT, 4To yaaneHue pe3epBHbIX KOMUI BbIMNOSTHEHO.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHMs 06 oLnbKe CM. B

pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

2.10.8 3apauya

3apayva — 370 eAMHMLA BbINOMHEHWS, AOCTAaTOYHO 3HaUMMas (LeHHas) Ans Toro, YTobbl KOHEYHbIN
nonb3oBaTerb MOr OTCNEXuBaThb €€ 1 ynpaBnsTh €. 3agaya cCocTouT U3 Habopa [encTemi (LUaros B
BbIMOSIHEHWM 334a41), KOTOPbIE BIMOJHAIOTCA B ONpeAeniéHHOe BpeMSs Uiy Mpy HacTynneHnm

onpeaenéHHoro cobbITus.

Bce onepauuu ¢ 3agavyamu HaxogATCA B KOHEYHOM Touke /tasks.

2.10.8.1 CtpykTtypa ob6bekta JSON 33gaun

OnucaHune cTpykTypbl 06bekTa JSON 3aga4m AOCTYMHO NO CChISIKE.

2.10.8.2 CrnipaBOYHUKM

CI'IpaBOl-IHI/IKI/I AOCTYMNHbI NO CChIJTIKE.

2.10.8.3 dencteua c 3apga4amm

Onepauus Ucnonb3yembie MeTOAbl U KOHEYHbIE TOYKU
"Mony4yeHue cnucka 3agay"” (ctp. 101) GET /tasks
"Mony4eHune nHgopmaumm 06 oTAENLHON GET /tasks/{tasks_id}
3agade” (ctp. 105)

2.10.8.4 lNony4eHune cnucka 3agau

1. BbinonHuTe ayTeHTMMKaumio Ha nnatdopmMe ¢ NOMOLLbo 06ono4km Python (cm. "AyTeHTudmrkaumsa
Ha nnatdgopme Knbep bakan" (ctp. 14)).

LomnxHbl cTaTh AOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1'

>>> guth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6ImMwMD..."}

2. OtnpaebTe 3anpoc GET Ha KoHeuHyto TouKy /tasks:

>>> response = requests.get(f{base_url}/tasks’, headers=auth)


https://cb-api.cyberprotect.ru/tasks/~schemas#task
https://cb-api.cyberprotect.ru/tasks/tasks

MpumeyaHue

Cnncok JOCTYMHbIX MapaMeTpoB CTPOKM 3anpoca NpUBEAEH B cripaBoyHuike API.

MpoBepbTe KoA, COCTOAHKUA 3anpoca:

>>> response.status_code
200

Koa coctosiHuss HTTP 200 o3HauaeT, 4To 3anpoc Obi1 YCMELHO BbIMOSIHEH.

Lpyromn koA cCoOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHbie cBeageHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

Kpome Toro, Tefnio oTBeTa coaepXxuT maccus items B cbopmate JSON, coaepxalmini o6 bekTbl 3aaa4n.
Mocne npeobpa3oBaHnsi B 06BEKT OH ByAeT BbIrMA[eTh Tak:

>>> pprint.pprint(response.json())
{
'items": [
{
‘cancel_requested': false,
‘cancellable': true,
‘completed_at": '2025-09-23T12:48:24.590984669Z',
‘context”: {
'is_legacy": true,
'is_process_root": true,
'persistent”: {
'id": '8b6e876b-69b3-4b2b-95a9-077722b1fe8d',
'name’: 'main-win11’,
‘owner_id": '18'
e
'specific’: 'Business’,
'title": '"Adding agent 'main-win11' to the management server',
'user_name": 'main-win11\\CMS User'
B
‘enqueued_at": '2025-09-23T12:48:24.590984669Z',
'id": '"1628761130376499200',
'issuer": {
'cluster_id": ",
id: "
h
'priority": 'NORMAL',
'‘queue’: 'legacySync',
result": {
‘code’: 'OK,
'payload": 'MachineManagement::AddAgentResponse'
I
'started_at': '2025-09-23T12:48:24.590984669Z',
'started_by_user': 'main-win11\CMS User',
'state": 'COMPLETED',
‘tenant': {


https://cb-api.cyberprotect.ru/tasks/tasks#poluchenie-spiska-zadach

'id": 'f9cf6b51-90¢8-43bb-8da5-1d6018de265¢",
'locator’: '/1/17/18/",
'name": 'pk-customer
b
'type': '"AS9E8BF2-39C3-42C4-B667-CB672381A214',
'updated_at': '2025-09-23T12:48:24.593232809Z',
'uuid": '65d8ffd7-d953-49d9-8d7d-1fdc3714d3ae’

‘cancel_requested': false,
‘cancellable': true,
‘completed_at": '2025-09-23T12:48:227',
‘context": {
'_runtime": {
'source_stamp': 20
s
‘command_id": 'E510638A-E988-4D90-9985-80CFAF8981FC',
'‘execution_queue': 'default_queue’,
'has_children': false,
'is_legacy": true,
'is_process_root": true,
'machine_name'": 'main-win11',
'message_id" ",
'parent_uuid": 'f14e531d-faa2-49b9-a250-a3a05a48afb7',
'process_id": 76332,
'specific’: 'Business',
'title": 'Upgrading Startup Recovery Manager’,
'user_name':'WORKGROUP\\MAIN-WIN11$'
b
'‘enqueued_at": '2025-09-23T12:48:21Z',
‘executor": {
'cluster_id": ",
'id": '8b6e876b-69b3-4b2b-95a9-077722b1fe8d'
B
'id": '"1628761138328391680",
'issuer": {
‘cluster_id": ",
id" "
S
‘priority": 'NORMAL',
'progress": {
‘current: 100,
‘total: 100
b
'‘queue’: 'legacySync',
result": {
‘code’; 'OK’,
'payload": null
8
'started_at": '2025-09-23T12:48:21Z',
'state’: 'COMPLETED',
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‘tenant': {
'id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265e’,
'locator’: '/1/17/18/",
'name"; 'pk-customer’
b
'type': 'E510638A-E988-4D90-9985-80CFAF8981FC',
'updated_at': '2025-09-23T712:48:26.58076431Z',
'uuid”: 'f14e531d-faa2-49b9-a250-a3a05a48afb7'

‘cancel_requested": false,
‘cancellable': true,
‘completed_at": '2025-09-23T12:52:37.4201818Z',
‘context": {
‘account_name": 'VK WorkMail'
By
‘enqueued_at': '2025-09-23T12:52:37.1783328Z',
'‘executor': {
'cluster_id": ",
'id": '8b6e876b-69b3-4b2b-95a9-077722b1fe8d'
b
'id": '1628762140825767936',
'issuer": {
'cluster_id": ",
id" "
B
'priority": 'NORMAL',
'progress": {
‘current’: 100,
'total: 100
S
'‘queue’: 'queue_gba_discovery',
result’: {
‘code’: 'OK,
'payload": {
'‘accounts': 0,
‘domains": 0,
'start_time'": '2025-09-23T15:52:37.2245779+03:00'
}
By
'started_at": '2025-09-23T12:52:37.1896586Z',
'state’: 'COMPLETED',
'tenant’: {
'id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢,
'locator": '/1/17/18/",
'name’: 'pk-customer’
S
'type': 'GenericDiscovery',
'updated_at": '2025-09-23T12:52:47.229676264Z',
'uuid': '04424590-3e69-4f47-a757-8a1fe097078b'
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1,
‘paging': {
‘cursors': {
‘after": 'eyJMb2QiOiJza...'

}
[
'size": 3,
'time_stamp': '1763130428692733875ns'

4. TpeobpasyinTte TekcT B popmaTte JSON, cogepxalumiics B Ternie 0TBETa, B 00bEKT, a 3aTeM
N3BneKnTe 3aa4um U3 oTBeTa:

>>> tasks = response.json()['items']

2.10.8.5 MNonyuyeHne nHcopmauym 06 oTaensHOM 3agaye

1. BbInonHuWTe ayTeHTMdMKaLMIO Ha obnayHol nnatgopme ¢ nomoLlbio obonoydku Python (cm.
"AyTeHTudurkaumsa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTynNHbI cneaywoune nepeMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1’

>>> guth # the 'Authorization’ header value with the access token

{'Authorization": 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. TMpuceonTte nepemerHom task_id UUID 3agauu, HangeHHOM C NOMOLLBIO noucka (cm. "MonyyeHne
cnucka 3agay"” (ctp. 101)). B paHHOM nprmepe ucnonb3oBaH naeHTuduKaTop Nepeov 3a4auu:
>>> task_id = tasks[0]['id']

>>> task_id
'1628761130376499200"

3. OtnpaBsbTe 3anpoc GET Ha koHeuHyto Touky /tasks/<task_id>:

>>> response = requests.get(f'{base_url}/tasks/{task_id}', headers=auth)

MpumeyaHue
Cnuncok JoCcTynHbIX NapaMeTpoB CTPOKM 3anpoca npueeeH B cripaBoyHuke APL.

4. lMpoBepbTe KoA COCTOAHUA 3anpoca:

>>> response.status_code
200

Kog coctosiHuss HTTP 200 o3HauaeT, 4To 3anpoc Ok YCMELHO BbIMOSHEH.

Lpyromn Kof cCOCTOsiHUSI O3HaYaeT, YTo NpousoLuna owmnbka. MoapobHeie cBeaeHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoanma HTTP" (cTp. 22).


https://cb-api.cyberprotect.ru/tasks/tasks#poluchenie-informatsii-ob-otdelnoy-zadache

Kpowme Toro, Teno oteeta B hopmaTe JSON copgepxut nHcdopmaumio o 3agave. lNocne
npeobpa3oBaHnsa B 06bEKT OH OyAET BbIrMAAEeTh Tak:

>>> pprint.pprint(response.json())
{
‘cancel_requested": false,
‘cancellable': true,
'‘completed_at": '2025-09-23T12:48:24.590984669Z',
‘context": {
'is_legacy": true,
'is_process_root": true,
'persistent”: {
'id": '8b6e876b-69b3-4b2b-95a9-077722b1fe8d',
'name’: 'main-win11’,
‘owner_id": '18'
Ji
'specific’: 'Business’,
'title": "Adding agent 'main-win11' to the management server’,
'user_name": 'main-win11\\CMS User'
I
‘enqueued_at": '2025-09-23T12:48:24.590984669Z',
'id": '1628761130376499200',
'issuer": {
‘cluster_id". ",
id: "
I
'priority": 'NORMAL',
'‘queue’: 'legacySync',
result": {
‘code’: 'OK,
'payload': 'MachineManagement::AddAgentResponse'
I
'started_at': '2025-09-23T12:48:24.590984669Z',
'started_by_user": 'main-win11\CMS User',
'state’: 'COMPLETED',
'tenant": {
'id": 'f9cf6b51-90c8-43bb-8da5-1d6018de265¢',
'name’: 'pk-customer’
I
'type': '"AS9E8BF2-39C3-42C4-B667-CB672381A214',
'updated_at': '2025-09-23T12:48:24.593232809Z',
'uuid': '65d8ffd7-d953-49d9-8d7d-1fdc3714d3ae’

2.10.9 [dencrtaune

[eiicTBMe — 370 nocnepoBaTesibHbIN Habop onepauwmii, HanpaBeHHbIX Ha AOCTUXEHWNE HEKOTOPOW
KOHEYHOI 1 YeTKO onpeaeneHHon Lenu nonb3osaTens. OBbIYHO ABMAETCS Warom BbINOHEHUS 3a4a4M.
[eicTBME BbINONMHAETCA ANA pecypca, ero napaMeTpbl OnpeaeneHbl NCMoNb3yeMbIMU NONMUTUKAMMU.
[elicTBre MoxeT 6bITb UHULMMPOBAHO NONb30BaTENeM UM camoi NaTopMon, UCronb3yeTcsa Ans
noapo6bHoro npeacTaBneHns 3agayum KOHEYHOMY MoSb30BaTENO.



Bce onepauum ¢ 4eNCTBUAMM HAXOASATCS B KOHEYHOM TOUKe /activities.

2.10.9.1 CtpykTypa ob6bekta JSON pgencteus

OnucaHue cTpykTypbl 06bekTa JSON gencTeus 4OCTYMHO MO CChifke.

2.10.9.2 CnpaBOYHUKM

CI'IpaBO‘-IHVIKVI AOCTYMHbI MO CChIJIKE.

2.10.9.3 Onepaunm ¢ pencTemaAMm

Onepauuﬂ V|Cl1011b3yeMbIe MeTOoAbl U KOHEeYHble TOYKU

"Mony4eHne cnucka gencrenin” (ctp. 107) GET /activities

"MonyyeHune uHdopmavrmu o gencteun” (CTp. GET /activities/{activity_id}
109)

2.10.9.4 Nony4yeHune cnucka AencTasnm

1. BbinonHuTe ayTeHTUMKaumio Ha nnatdopmMe ¢ noMoLLbio 06onoukn Python (cm. "AyTeHTudmkaumsa
Ha nnatdopme Knbep bakan" (cTp. 14)).

[onxHbl cTatb [OOCTYMHbI cneaywune nepemMeHHble:

>>> base_url #the base URL of the API

'https://installaddress.ru/api/v1’

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NilsiImtpZCI6ImMwMD..."}

2. OtnpasbTe 3anpoc GET Ha koHeuHyto TouKy /activities:

>>> response = requests.get(f{base_url}/activities', headers=auth)

MpumeyaHue
Cnuncok AoCTynHbIX MapameTpoB CTPOKU 3anpoca NpuBeAeH B cripaBoyHuke API.

3. TpoBepbTe Kof, COCTOAHNUA 3anpoca:

>>> response.status_code
200

Koa coctosiHuss HTTP 200 o3HauaeT, 4To 3anpoc Obi1 YCNELHO BbIMOSIHEH.

Lpyromn koA coOCTOsiHUSI 03HaYaeT, YTo NpousoLuna owmnbka. MoapobHbie cBeageHMsA 06 oWMbKe CM. B
pa3gene "Koabl coctoaHma HTTP" (cTp. 22).

Kpome Toro, Tefnio oTBeTa coaepxuT maccus items B hopmaTe JSON, cogepxawmini 06 bekTbl

nevicteuii. MNMocne npeobpa3oBaHusi B 06bEKT OH ByAeT BbIrMsAeTh Tak:


https://cb-api.cyberprotect.ru/tasks/~schemas#activity
https://cb-api.cyberprotect.ru/tasks/activities
https://cb-api.cyberprotect.ru/tasks/activities#poluchenie-spiska-deystviy

>>> pprint.pprint(response.json())
{
'items': [
{

‘completed_at": '2025-11-17T07:38:59.46288857',
‘context": {

'is_legacy": true,
'is_process_root": true,
'persistent”: {
'id": 'd45dc397-541a-49fa-a0b1-fb20b93d09d9",
'name': 'Template-WindowsServer-2022',
‘owner_id": '00000000-0000-0000-0000-000000000000"
h
'specific’: 'Business’,
'title": '"Adding agent 'Template-WindowsServer-2022' to the management server',
'user_name'": 'Template-WindowsServer-2022\\CMS User'

}

reated_at": '2025-11-17T07:38:59.4628885Z',
'executor': {

‘cluster_id": ",
id "
b
'id": '1647694869855993856',
result’: {
'code’: 'OK',
'payload': 'MachineManagement::AddAgentResponse'
I
'started_at": '2025-11-17T07:38:59.4628885Z',

'started_by_user": 'Template-WindowsServer-2022\\CMS User',
'state': 'COMPLETED",

'task_id": '1647694869855993856',
‘tenant': {
'id": '00000000-0000-0000-0000-000000000000',
'locator': '/00000000-0000-0000-0000-000000000000/",
'name': 'Organization’
h
'type': '"AS9E8BF2-39C3-42C4-B667-CB672381A214',
'updated_at": '2025-11-17T07:38:59.4634214Z',
'uuid": '7b6f1aba-1d6c-4d4e-9d5c-fe97316a641a'
}
1,
'size: 1,
'time_stamp": '1763367418236566900ns'
}

4. TpeobpasywnTe TekcT B opmaTte JSON, copepxalumincs B Tene oTBeTa, B 0ObEKT, a 3aTeM
n3BneKnTe OencTBus U3 oTeeTa:

>>> activities = response.json()['items']
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2.10.9.5 Nony4yeHne nHgopmaumm o AENCTBUN

1. BbInonHuTe ayTeHTMdMKaLMIO Ha obnayHor nnatgopmMe ¢ nomoLlbio obonoykn Python (cm.

"AyTeHTudmrkaumusa Ha nnatcopme Knbep bakan" (ctp. 14)).

[onxHbl cTatb OOCTYMNHbI cnenywune nepemMeHHble:

>>> base_url # the base URL of the API

'https://installaddress.ru/api/v1'

>>> auth # the 'Authorization' header value with the access token

{'Authorization': 'Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI 1NilsimtpZCI6imMwMD..."}

2. Tpuceowite nepemeHHon activity_id UUID 3agauu, HangeHHOW C MOMOLLBI noncka (cm. "TonyyeHne

cnucka gencteun” (ctp. 107)). B aaHHOM npuMepe Ncnosb30BaH MAEHTUMMKATOP NEPBOro AEUCTBUSA:
>>> activity_id = activities[0]['id']

>>> activity_id
'1647694869855993856'

3. OtnpaBsbTe 3anpoc GET Ha koHeuHyto TouKy /activities/<activity_id>:

>>> response = requests.get(f{base_url}/activities/{activity_id}', headers=auth)

MpumevaHue
Cnuncok JoCTynHbIX NapaMeTpoB CTPOKM 3anpoca NpuBeAeH B cripaBoyHmke APL.

4. TpoBepbTe KO COCTOAHMSA 3anpoca:

>>> response.status_code
200

Koa cocTtosiHus HTTP 200 o3HauaeT, 4To 3anpoc 6bi YCNeLHO BbIMOSHEH.

Llpyroi Kof COCTOsIHUSI 03HaYaeT, YTo Npou3oLuna owwmnbka. MoapobHbie cBefeHMs 06 oLMbKe CM. B
pasgene "Koppl coctoaHnsa HTTP" (cTp. 22).

Kpowme Toro, Teno otseta B chopmate JSON coaepxuTt nHgpopmaumio o gencteun. lNocne

npeobpa3oBaHns B 06bEKT OHa OyAeT BbIrnsAAeTb Tak:

>>> pprint.pprint(response.json())
{
'completed_at": '2025-11-17T07:38:59.46288857',
‘context": {
'is_legacy": true,
'is_process_root": true,
'persistent”: {
'id": 'd45dc397-541a-49fa-a0b1-fb20b93d09d9',
'name’: "Template-WindowsServer-2022',
‘owner_id": '00000000-0000-0000-0000-000000000000'
3

'specific’: 'Business’,


https://cb-api.cyberprotect.ru/tasks/activities#poluchenie-informatsii-ob-otdelnom-deystvii

'title": '"Adding agent 'Template-WindowsServer-2022' to the management server',
'user_name': "Template-WindowsServer-2022\\CMS User'
I
'created_at': '2025-11-17T07:38:59.4628885Z',
'‘executor": {
‘cluster_id". ",
id" "
B
'id": '1647694869855993856"',
result’: {
‘code’; 'OK’,
'payload": 'MachineManagement::AddAgentResponse'
5
'started_at": '2025-11-17T07:38:59.4628885Z',
'started_by_user': 'Template-WindowsServer-2022\\CMS User',
'state': 'COMPLETED',
‘task_id": '1647694869855993856',
'tenant’: {
'id": '00000000-0000-0000-0000-000000000000,
'locator': '/00000000-0000-0000-0000-000000000000/",
'name': 'Organization’
[
'type': '"AS9E8BF2-39C3-42C4-B667-CB672381A214',
'updated_at': '2025-11-17T07:38:59.4634214Z',
'uuid’; '7b6f1aba-1d6c¢c-4d4e-9d5c-fe97316a641a’

2.11 CnpaBo4HUKHK

2.11.1 CnpaBoyHuk API

CI'IpaBO‘-IHI/IK HaxoguTcd No CChlyike.

2.11.2 CnpaBo4yHMK N0 aTpnbyTam pecypcoB

CI'IpaBOLIHVIK HaXoauTCA No CChbIJIKe.

Twn pecypca Ccbinka Ha onMcaHue napameTpos

duanyeckasn MaluuHa, BUpTyanbHas MalumHa, | MapameTpbl onucaHbl B cxeMe Resource
rpynmbl

Pecypcbl Microsoft SQL Server MapameTpbl onucaHbl B cxeme MssqlResource

Pecypchbl Microsoft Exchange Server MapameTpbl onucaHbl B cxeme MsexchangeResource



https://cb-api.cyberprotect.ru/
https://cb-api.cyberprotect.ru/resources/~schemas#resource
https://cb-api.cyberprotect.ru/resources/~schemas#resource
https://cb-api.cyberprotect.ru/resources/~schemas#mssql-resource
https://cb-api.cyberprotect.ru/resources/~schemas#msexchange-resource

2.11.3 CnpaBOYHUK MO HACTPOMKaM NOSINTUK

HaumeHoBaH1e NOSIMTUKM

Ccblnika Ha onucaHue napameTpoB

policy.backup.machine

PesepBHOe KonnpoBaHue Ha ypoBHe Aucka (BCA MaLUmHa)
OaHHbIX U3NYECKUX U BUPTYarbHbIX MALLMWH (B TOM Yucne
VMWare ESXi, Hyper-V, OpenStack, KVM, Citrix, Nutanix).

MapameTpbl onucaHbl B cxeme MachineBackupSettings

policy.backup.image

Pe3epBHOe KONMpoBaHue Ha ypoBHE AncKa (OTAENMbHbIE ANCKM
1 TOMa) flaHHbIX (OU3UNYECKUX U BUPTYaTbHbIX MaLLVH.

MapameTpbl onucaHbl B cxeme DiskBackupSettings

policy.backup.mssql

PezepBHoe konuposaHue 6a3 gaHHbix Microsoft SQL Server.

MapameTpbl onucaHbl B cxeme MssqlBackupSettings

policy.backup.msexchange.db

Pe3epBHoe konupoBaHue 6a3 aaHHbIx Microsoft Exchange
Server.

MapameTpbl onucaHbl B cxeMe MsexchangeDbBackupSettings

policy.backup.msexchange.doc

Pe3epBHOoe KonnpoBaHue No4ToBbIX ALWMKoB Microsoft
Exchange Server.

MapameTpbl onncaHbl B cxeme
MsexchangeDocBackupSettings

2.12 Cnncok nameHeHumn

Cnu1coK N3MeHEHNN HaXoOQUTCS NO CChISKE.



https://cb-api.cyberprotect.ru/policies/~schemas#machine-backup-settings
https://cb-api.cyberprotect.ru/policies/~schemas#disk-backup-settings
https://cb-api.cyberprotect.ru/policies/~schemas#mssql-backup-settings
https://cb-api.cyberprotect.ru/policies/~schemas#msexchange-db-backup-settings
https://cb-api.cyberprotect.ru/policies/~schemas#msexchange-doc-backup-settings
https://cb-api.cyberprotect.ru/changelog

3 WHTerpauus c areHTamu

3.1 lNapameTpbl KOMaHOHOW CTPOKM AN YCTaHOBLLUMKA
areHToB

3.1.1 MNapameTpbl Nnporpammbl ycTaHoBKM A1s areHToB Windows
--help

MokazaTb CTpaHuLy CO CnpaBOYHOM MHpOpMaLMEN.
--quiet

3anyckaeT nporpaMmmy ycTaHOBKM 6e3 oTobpaxeHusi nHtepdeiica nonb3oBaTens (aBTomaTnyeckas
yCTaHOBKa).

--log-dir=<nyTb>
MyTb K Nanke Ana coxpaHeHWs XypHanoB YCTaHOBKMW.
--language=<code>

A3bIK, KOTOPLIN ByAeT MCNoNb30BaTh B NPOAYKTE U €0 KOMMOHEHTaxX. [loaaepXnBaeMble 3HaYEHUS:
e en—English

¢ ru—Pycckun
--register-only

MpumMeHumo Tonbko K NpoaykTy Kubep Bakan O6nayHein. [ponyckaeT yCTaHOBKY 1 NOKa3bIBAET TOSbKO
cTtpaHuuy peructpauum (pernctpauma OAuth 2.0). He ncnonb3oBaTtb ¢ napaMeTpoM --quiet.

--anti-tamper-password=<naponb>

I'Iaponb C 3aWwmTomn oT HeCaHKUMOHNPOBAHHOIoO NUAMeHeHUA. MoxeTt ﬂOTpGﬁOBaTbCH N3MEHUTb
HEKOTOpble YCTaHOBJIEHHblI€ KOMMOHEHTbI.

3.1.2 danrnbl ycTaHOBKM
--installation-files=<nyTb/url-agpec>

URL-agpec unu nyTb hannoBow cuctemMsbl K hainnam ycTaHOBKMU.



--skip-https-cert-verification

MponycTntb NpoBepKy cepTudmkaTa cepBepa Npu ckavyMBaHUM YCTaHOBOYHbIX (halnoB.
--skip-file-trust-verification

MponycTnTb NPOBEPKY AOBEPUSA CKaYaHHbIX (PannoB YyCTaHOBKM.
--attempts-number=<uyncno>

Konu4yectBo NonbITOK ckavaTb dhain ycTtaHoBKK. 10 yMonyaHuio yCTaHOBMIEHO 3HaYeHne «1».
--cache-directory=<tmp>

MyTb K NOKanbLHOM Nanke, B KOTOPOW Nnepep, ycTaHoBKoM ByaeT co3aaH K3l (palnoB yCTaHOBKMU.

3.1.3 KOMMOHEHTHI
--add-components=<KOMMOHEHT1,KOMMOHEHT2,...,KOMMNOHEHTN>

KOMMNOHEHTBI 1 rpynnbl KOMNOHEHTOB ANA ,u,o6aBneva B yCTaHaBJ‘WIBaeMbII?I NpoAYKT.

Ecnun aToT napameTp He ykasaH, NpoAyKT yCcTaHaBnNMBaeTCcs C HA6OPOM KOMMOHEHTOB MO YMOJTYaHUio B
3aBUCKUMOCTM OT HACTPOMKM NPOrpaMMbl YCTAHOBKWU. ECNu NpoayKT yXe yCTaHOBIEH, OH OyaeT
BOCCTaHOBIEH M 0BGHOBMEH B COOTBETCTBUM C BEPCUEN NPOrpaMmbl yCTaHOBKWU. Ecnn aToT napameTp
yKasaH, NpofyKT 6yeT yCTaHOBMEH C KOMMOHEHTAMU U rPyNnamMmn KOMMOHEHTOB, YKa3aHHbIMU B
3Ha4YeHUM (MOXHO 06 bEAMHUTBL KOMMOHEHTHI U FPYNMbl B 3Ha4YEHNE). YKa3aHHblE KOMMOHEHTbI, KOTOpble
yXe yCTaHOBSEHbIl, 6yAyT BOCCTAHOBIEHbI UM OGHOBMEHbI B COOTBETCTBUM C BEPCUEN NPOrpaMmbl
YCTaHOBKMU.

MopaepxmBaemMble 3Ha4YEHNSI KOMMOHEHTa, 06wwme ans Knbep bakan n Kubep bakan O6naynbii:

* agentForAd — AreHT gna Active Directory;

* agentForExchange — AreHT ana Exchange;

e agentForHyperV — AreHt ans Hyper-V;

¢ agentForEsx — AreHt ana VMware (Windows);

¢ agentForOracle — AreHT ans Oracle;

* agentForSql— AreHT ana SQL;

¢ agentForPostgreSqgl — AreHt ans PostgreSQL;

» agentForWindows — AreHT gna Windows;

e commandLine — lNporpamma KoMaHAHON CTPOKY;

¢ mediaBuilder — MacTtep co3gaHus 3arpy304HbiX HOCUTENEN;

* trayMonitor — MoHutopuHr 3awmTbl JaHHbIX.



MopaepxumBaemMble 3Ha4Y€HNsI KOMINOHEHTa Tonbko ans Knbep bakan:

* managementServer — CepBep ynpaBneHus;

¢ remotelnstallation — KoMNoHeHTbI ANsa yaaneHHon yCTaHOBKMY;

* virtualAppliance — AreHT gna VMware (BupTyanbHoe YCTPOWUCTBO);
¢ agentForOffice365 — ArenT ans Office 365;

¢ pxeServer — PXE-cepsep;

* agentForCommunigate — AreHT gna CommuniGate Pro;

* agentForWorkmail — ArenT gna VK WorkMail;

» storageNode — Y3en xpaHeHus;

 catalogService — Cnyxba kaTanora.

MoanepxmBaeMble 3HaYEHNUA rPynnbl:

¢ all—B aToi rpynne o6begnMHeHbI BCE KOMMOHEHTHI;

« allAgents — B aToi1 rpynne o6beanHeHbl BCe areHThbl.

--remove-components=<KOMMOHEHT 1,KOMMOHEHT 2,...,KOMINOHEHT>

KOMMNOHEHTBbI 1 rpynnbl KOMMNOHEHTOB 414 yaaleHUA.

WNcnonb3ys 3TOT napameTp, MOXHO yAanuTb TONbKO KOMMOHEHTbI NpoaykTa. YTobbl NONHOCTbLIO yAanuTb
NnpoAaykT, oTkponTe "MaHenb ynpaeneHus" n BbibepuTe "MporpaMmmbl 1 KoMnoHeHThl" > "Cyber Backup" >
"Ypanute". NogaepxuBaemMble 3Ha4e€HUSA CM. B ONMcaHumn napameTpa -add.

3.1.4 lNyTb ycTaHOBKM
--installdir=<nyTb>

nyTb K nanke ana yCtaHOBKU NpoAyKTa N ero KOMMNOHEHTOB. Ecnun nanka He CyLleCTBYyeT, OHa 6yp,eT
co3aaHa.

3.1.5 Peructpaums
--reg-address=<url>

URL-agpec cepBepa ynpasneHus.

Insa Knbep bakan BO3MOXHO TakxXe UCnonb3oBaHue <umsi/ip-agpec>.
--reg-login=<ums Bxoga>

Mmsa Bxoga anda cepsepa ynpasneHus. He ucnonbayunte ¢ --reg-token. Ecnu aToT napameTp ykasaH,

napameTp --registration Heobs3aTeneH.



--reg-password=<naposib>

Maponb ans cepBepa ynpaenenusa. He nucnonb3ynTte c --reg-token. Ecnv 3ToT napameTp yka3saH,

napameTp --registration Heo6a3aTeneH.

--reg-token=<mapkep>

Mapkep peructpauun. He ucnons3ymnte ¢ napameTpamm --reg-login nnu --reg-password. Ecnu atot
napameTp yka3aH, napameTp -registration HeobsizaTeneH.

--registration=[skip | by-credentials | by-token | device-flow | current-user]

Tun perncTpaumm areHTa nocne ycTaHoBKW. YTo6bl NponyCcTUTbL perncTpaumio, ykaxuTe napameTp skip.
YT06bI 3aperncTpnpoBaTh areHTbl MO y4eTHbIM AaHHBIM UM MapKepy, ykaxuTe by-credentials unu by-

token 1 BBeauTE COOTBETCTBYIOLLME NAapaMeTpb.

MpumeHumo Tonbko K Knbep Bakan O6nayHbiin. YTobbl 3apernctpmpoBaTh areHToB, UCMOSb3Ys
npotokon OAuth 2.0, ykaxuTte napameTp device-flow. B aTom cnyyae nporpaMmma yCTaHOBKM NOKaxeT
CTpaHu1Ly pernctpaumum no OKOH4YaHUN yCTaHOBKU. He ncnonbayniTe --registration=device-flow ¢

napameTpoM --quiet.

MpumeHnmMo Tonbko K Knbep bakan. Ytobbl 3apernctpnpoBaTh areHTOB C UCTMONb30BaHNEM YYETHON
3anucu Tekyulero nonb3osatensa Windows, ykaxuTe current-user.

--reg-tenant=<knuexHT>

MpumeHumo Tonbko k Knbep bakan. Otaen ana perncrpauum areHTa.

--reg-transport=[https | https-ca-system | https-ca-bundle | https-pinned-public-key]

MpumeHum Tonbko anst Knbep bakan. Tun nepegayn faHHbIX, KOTOpbIA ByaeT ucnonb3oBaTbecs Ans
perucTpaunm areHTa. Ytobbl BbINOMHUTL peructpaumio Yepe3 HTTPS 6e3 npoBepku ceptudukara,
ykaxuTe https. Ytobbl BbINONHUTL pernctpauuto Yepe3 HTTPS ¢ npoBepkol cepTudmkaTa B CUCTEMHOM
LUeHTpe cepTudukaLmm, ykaxure https-ca-system. Ytobbl BbINONHUTL peructpaumio yepes HTTPS ¢
npoBepKon cepTudukaTa c MCNoNb30BaHMEM NakeTa LeHTpa cepTudukaumm, KOTopblin npunaraerca K
NpoAayKTy, ykaxuTe https-ca-bundle. YTobbl BeINONHWTL peructpaumto no HTTPS ¢ npoeepkoi
cepTudumkaTa C UCnosnib30BaHMEM 3aKperneHHOro OTKPbLITOro Krtoya, ykaxuTe https-pinned-public-key. B
3TOM crnyyae HeobxoANMOo yKkasaTb napameTp reg-transport-pinned-public-key.

--reg-transport-pinned-public-key=<3akpenneHHblin OTKPbITbIN KMY>

MpumeHum Tonbko ans Kubep bakan. 3akpenneHHbI OTKPbIThINA KNtoy. Ecnv 3ToT napameTp onpegeneH,
napameTp reg-transport JonmxeH nmeTtb 3HadeHue https-pinned-public-key nnu 6biTe onyLeH.



--reg-script=<nyTb K panny ckpunta permcrpaumm>
--reg-script-params="-c <nyTb K panny registration.json> -u <umsa nonb3oBaTens agMUHUCTpaTopa
Active Directory> -p <naponb agmuHuctpatopa Active Directory> -l <nyTb K log dainny>"

3.1.6 YueTHas 3anuck Ans Bxoaa CnyX0bl areHTa
--agent-account-login=<nms Bxopa>

Mms Bxoga Ansa y4eTHon 3anucu criyxobi.
--agent-account-password=<naposnb>

Maponb Ana y4eTHOn 3anucy cryxobi.
--agent-account=[system | new | custom]

YyeTHasd 3anuck, ¢ KOTOpon byaeT 3anyckaTbes cnyxba areHta Kubep bakan O6nayHbii. Ytobbl
MCMonb30BaTh YUYETHbIE 3aMUCK NONb30BaTenNs yCnyru, ykaxuTte system. Ytobbl co3aatb HOBYH YYETHYIO
3anuchb, ykaxuTe new. YTobbl NCNonNb30BaTh CYLLECTBYIOLLYIO YYETHYHO 3anuUch, yKaxuTe custom nnum

OCTaBbTe 3TO noJie nNyCrbIM.

3.1.7 YueTHasa 3anucb Bxoaa Aia cnyxbbl cepBepa ynpasneHus

MapameTpbl pasgena npumeHumbl Tonbko ansa Knbep Bakan.
--management-server-account-login=<ums Bxoga>

Wmsa Bxoga And y4eTHON 3anmcu cryxo6bl.
--management-server-account-password=<naponb>

Maponb Ansa y4eTHON 3anncu cryxobl.
--management-server-account=[system | new | custom]

YueTHan 3anuck, ¢ KOTOpoit ByaeT 3anyckaTbesi Cryx6a cepBepa yrnpaeneHusi. YTobbl MCNosb30BaTh
yYeTHble 3anucu Nonb3oBaTensa yCnyru, ykaxute system. Ytobbl co3patb HOBYIO YYETHYHO 3aMUCh,
ykaxute new. YTobbl UICMONb30BaTh CYLLECTBYIOLLYIO YYETHYIO 3aMuch, yKaxuTe custom nnm octaBbTe

9TO noJsie NyCcTbiM.

3.1.8 YueTHasa 3anuck Bxoaa anis cnyXobl y3na XxpaHeHus

MapameTpbl pazgena npMMeHUMbI ToNbKo ans Kubep Bakan.

--storage-mode-account-login=<ums Bxoga>



Wmsa Bxopa ans y4eTHOM 3anmcu crnyxobl.
--storage-mode-account-password=<naposnb>

Maponb Ana y4eTHON 3anmcu cryxobl.
--storage-node-account=[system | new | custom]

Y4yeTHas 3anucb, C KOTOPoK ByaeT 3anyckaTbes cnyxba yana xpaHeHusi. Ytobbl MCNonb30BaTh YYETHbIE
3anucy nosib3oBaTens ycnyru, ykaxute system. Yto6bl co3aaTth HOBYIO YYETHYIO 3aMUCh, YKaXUTE NEW.
Y106kl MICMONb30BaTh CYLLECTBYHOLLYIO YY4ETHYIO 3aMUCh, YKaXuTe custom unum octaBbTe 3TO Nosie
nycTbIM.

3.1.9 lMNopTt HTTP

MapameTpbl pazgena npuMeHnMbI Tonbko ansa Kubep Bakan.
--web-server-port=<nopt>

OTOT nopT ncnonb3yetcs aAns 6e3onacHoro obMeHa faHHbIMU ¢ BeO-UHTEepencom.

3.1.10 TCP-nopT ansa KOMMoOHEHTOB

MapameTpbl pazgena npMMeHnMbl Tonbko ans Kubep Bakan.
--zmg-port=<nopTt>

o101 nopT ncnonb3dyertca anAd obMeHa faHHbIMK MeXay KOMNoHeHTaMu NpoaykKTa.

3.1.11 lNpokcu-cepsep HTTP
--http-proxy-address=<xocTt>:<nopt>

Nms/IP-agpec n nopT HacTpanBaeMoro npokcu-cepsepa HTTP.
--http-proxy-login=<ums sBxoga>

Mmsa Bxoaa ans HacTpanBaemMoro npokcu-cepsepa HTTP.
--http-proxy-password=<naponb>

Maponb ansa HacTpanBaemoro npokcu-cepsepa HTTP.

--http-proxy=[none | system | custom]



[aeT MHCTPYKLMIO, NCNonb3oBaTb Jin Nnpokcn-cepeep HTTP ons pe3epBHOro KONMPOBaHUA AAHHbIX B
0o6nayvyHoe XxpaHumnuLLEe AaHHbIX U BOCCTAHOBNEHWE AaHHbIX M3 0651a4HOro XpaHunuiia no cetm IHTepHer.
Ecnu He Hy>XHO MCnonb30BaTh NPOKCU-CEPBEP, YKaxuTe none. Ytobbl NCMonNb30BaTh NPOKCU-CEPBEP B
MacLTabe cuctembl, ykaxuTe system. Ytobbl ncnonb3oBaTh Kakon-nmbo apyron npokcu-cepeep,

yKaxuTte custom, a 3aTeM yKaxuTe ero agpec 1 ydeTHble JaHHble B COOTBETCTBYIOLLMX KItoYax.

3.1.12 vCenter/Esxi

--esxi-address=<xocTt>

Mmsa xocta unu IP-agpec vCenter Server nnun ESXi.
--esxi-login=<ums Bxopa>

Mma Bxopa ansa vCenter Server unu ESXi.
--esxi-password=<naponb>

Maponb ans vCenter Server unun ESXi.

3.1.13 Baza pgaHHbIx 418 cepBepa ynpasnieHus

MapameTpbl pasfgena npumeHumbl Tonbko ansa Knbep Bakan.
--management-server-db-auth=[service-account | <user>:<password>]

YKaxuTte cnocob NpoBepku NOANMHHOCTU, KOTOPbLIN OyAeT NCMoNb30BaTbCA A1 AaHHOMO 3K3eMnnspa.
--management-server-db-driver=<gpansep>

Opaneep ona Microsoft SQL Server.
--management-server-db-instance=<akzemnnap>

Okzemnnsap Microsoft SQL Server.
--management-server-db=[built-in | mssql]

baza gaHHbIX, KOTOpan 6yp,eT ncnonb3oBaTbCA CeEpBEPOM YyNnpaBlieHUA.

3.1.14 NapameTpbl yCTaHOBKM Af1a areHToB Linux

Ina Kubep bakan O6nayHblii cM. onucaHve B pasgene "lNapameTpbl aBTOMaTUYECKOW YCTAaHOBKU UM
aBTOMaTU4eCKOro yaaneHus" MHCTpyKLun nonb3oBaTens.



3.2 NapameTpbl KOMaHLHOW CTPOKM AJ15 perMcTpauyoHHON
YTUNUTLI

3.2.1 Peructpaumsa areHTa

Peructpaumsa areHTa — 310 npoueaypa NoaKItoYeHUs: areHTa K cepBepy yrnpaBsneHus, KoTopbii byaeT
MOHOMOJSILHO YMNPaBAATb AaHHbIM areHTOM.

AreHT
10.10.0.100

CepBep ynpaBAeHus
10.10.0.5

register_agent

aakore

api gateway

Peructpauusa cocTouT U3 HECKOMbKMX 3TanoB.:

1. YTtunutaregister-agent o6paiiaetcs k crnyx6e arenta mms (127.0.0.1:43234) ¢ npocb6oi
3aperncTpupoBaTtb areHTa Ha cepBepe ynpasnenusa 10.10.0.5 (npumep).

2. Cnyxb6a mms nepegaert 3anpoc Ha cryx6y aakore (127.0.0.1:<nopT AMHaMnyecknin B gpuanasoHe
40000-50000, meHseTCA Npu nepe3anycke>).

3. Cnyx6a aakore yepes BHelUHUI nHTepdeic obpalaeTcs k cnyxbe api-gateway (10.10.0.5:9877) Ha
cepBepe ynpasneHns Ans obMeHa Kntoyamy 1 NepBUYHON perMcTpauum areHTa.

4. Cnyxb6a api-gateway peructpupyet areHTa u BblaaeT Kntoun cnyxbe aakore ansa ganbHenwen
paboTbl N0 yCTAaHOBNEHHOMY paHee COEAUHEHMUIO.

5. Cnyx6a aakore nepenaet nony4yeHHble kioum cnyxbe mms (127.0.0.1:43234).

6. Cnyx6a mms ycraHaBnuBaeT coeamHeHne co cnyxbon zmq (10.10.0.5:7780) Ha cepBepe
ynpaBneHus n 3aBepLuUaeT permctpauuo. Ha atom stane B pasgene "HacTponku - areHTbl"
3anonHsieTcsa nHdopmauus ob areHte (OC, IP-agpeca, Bepcusi areHTa U T. Ai.), U OH CTAHOBUTCS
aKTUBEH.

7. HauuHaeTcs NoCcTosiIHHasi CUHXPOHU3aLMs areHTa 1 cepepa yrnpaBneHus.

8. Cnyx6a mms Bo3BpallaeT pe3yfbTaT perucrpauum ytunure register-agent.
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3.2.2 Py4Has pernctpauus

B cnyuae ecnu Bam Heo6xoavMmo 3aperncTprpoBaTh yXe YyCTaHOBMEHHOro areHTa Ha HOBOM CepBepe
ynpasneHus unn o6HOBUTL ro PErmcTpaLmio, To MOXHO BOCMOSb30BaTbCA OAHUM U3 CriefdyoLLmX

cnocoboB.

3.2.2.1 Peructpauusa areHta gna Windows
Obbl4yHas pernucrtpaLus areHrta, ecs/in paspelLleHa aHOHNUMHasA perncrtpauyunsa

Ha KomnbloTepe ¢ areHTOM OTKpPOWTe KOMaHAHY0 CTpoky: [yck -> Nouck (nnv BeinonHuTb), BBEANTE

cmd.exe n HaxmuTe Enter.

Mepengute B nanky C:\Program Files\Acronis\RegisterAgentTool\:
cd "C:\Program Files\Acronis\RegisterAgentTool"

BbinonHute komangay:
register_agent.exe -o register -a <apgpec cepsepa ynpasrieHus>

Ina peructpauun Y3na XpaHeHus Ha cepBepe yrnpaBreHns Heob6XxoAnMO Ha MalLVHe € Y311oM XpaHeHus

BbIMNOJIHUTL CleAyoLUy KOMaHay.

Onsa Windows:

cd "C:\Program Files\Acronis\RegisterAgentTool\register_agent.exe” -o register -s asn -a
<management server address>

Onsa Linux:

sudo
"/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o register -s asn -a <management server
address>

Per NcTpayuns ¢ yKkasaHuem rosib3oBareris

register_agent.exe -o register -a <agpec cepBepa ynpasneHus> -u <umsi Nnosib30BaTens> -p
<napornb>

B npmBeaeHHOM BbILLE KOMaHAE:

<afpec cepsepa ynpaeneHus> — 310 |IP-agpec unu ums xocta cepeepa yrpasieHu s, Ha KOTOPOM AOJIXEH

ObITb 3aPErMCTPMPOBAH areHT.
<username> — 3T0 UMA aAMUHUCTPATOPA A4S cepBepa ynpasrieHus.
<napornb> — NapoJsib aAMUHUCTPaTopa AJis cepBepa yrnpasBneHus.

Mpumep:



register_agent.exe -o register -a 192.168.1.0 -u admin -p admin1234
Peructpayuus areHTa B onpefesnieHHoM oTgerne

register_agent.exe -0 register -a <agpec cepBepa ynpasneHuna> --tenant <id_otaena> -u <ums
nonb3oBaTens> -p <naponb>

YTtobbl HANTU naeHTUdMKaTOp OTAENA, B KOHCONM YrpaBlieHusl cepBepa ynparieHusl nepengute B
HacTpoiiku -> YueTHble 3anucu 1 ganee B HyxXxHbih OTaen. MNocne 3T1oro Haxmute kHornky CBeeHns u
cKonupynte 3HadyeHne ceoncTea "id" (3HaYeHue Bupga "556¢c6428-34ef-11ed-83ee-00155d8b5d06").

Peructpauus areHta ¢ NOMOLLbIO TOKeHa
register_agent.exe -0 register -a <agpec cepBepa ynpaBfneHus:nopT> --token <TokeH>
<TOKEH> — MapKep perncrpauumn KoTopbli MOXHO co3aaTb B pa3gene "YcrponcTea" -> "[Jobasutb" ->
"Mapkep perucrtpaumm - co3gaTb".
YnaneHue peructpayun areHta

[na ynaneHusi pernctpauuy areHTa ucrnonb3yiTe KOMaHay pernctpauuv ¢ napaMmeTpom -o unregister:

register_agent.exe -o unregister

3.2.2.2 Peructpaums areHta ans Linux
OG6bIyHas perucTpaumns
Ha maluunHe areHTa oTkponTe TepmuHan.

BbinonHuTe KomaHay:
/usr/lib/Acronis/RegisterAgentTool/RegisterAgent -o register -a <agpec cepsepa ynpaBneHnsa>
Peructpauus ¢ ykazaHueM rnosib3oBarteris

/usr/lib/Acronis/RegisterAgentTool/RegisterAgent -o register -a <agpec cepBepa ynpaBneHna> -u
<MMs nonb3oBaTensa> -p <naponb>

B npmBeaeHHOM BbILLE KOMaHAE:

<afpec cepsepa ynpaeneHus> — 310 |IP-agpec unu ums xocta cepeepa yrpasieHusl, Ha KOTOPOM AOJIXEH

ObITb 3aPErMCTPMPOBAH areHT.
<username> — 3T0 UM NOSIb30BATENS aAMUHUCTPaTOPa OJ1A cepBepa yrnpasneHusl.
<napornb> — NapoJsib aAMUHUCTPaTopa AJis cepBepa yrnpasBneHus.

Peructpauns areHTa ¢ noOMoLLbi0 TOKeHa perucTpaumm



/usr/lib/Acronis/RegisterAgentTool/RegisterAgent -o register -a <agpec cepBepa ynpaBneHus> --
token <TokeH>

B npuBeneHHoI Bbillie KOMaHAEe:

<TOKEeH> — MapKep perncrpaumum, KotTopblii MOXHO co3aaTb B pa3aene "YcrponcTea" -> "[obaButb" ->
"Mapkep perncrtpauum - co3gaTb".

3.2.2.3 [1o6asutb BUpTYyansHoe yctporncTso (Virtual appliance)

OTKpoWTE KOHCONb YCTPOMCTBA B KOHCOMNM rmnepeu3opa, 3atemM Haxmute Ctrl + Shift + F2, yTobbl

OTKPbITb TEPMUHAS Ha YCTPOWCTBE.
O6blyHas perucTpaums

BbinonHuTe komaHay:
/bin/register_agent -o register -a <agpec cepepa ynpasneHua>
Peructpauus ¢ yka3aHneM rosib30sartesisi

/bin/register_agent -o register -a <agpec cepBepa ynpasneHna> -u <ums nosib3oBaTens™ -p
<naponb>

B npuBegeHHOM BbllLe KOMaHAe:

* <apgpec cepsepa ynpasneHus>—31o |IP-aapec unm umsa xocTa cepeepa ynpasfieHusi, Ha KOTOPOM
[OJTXEH ObITb 3aperncTpUpoBaH areHT,

e <username> —3TO UMSA NONb30BaTENA aAMUHNCTPATOPA ANA cepBepa ynpasneHus,;

e <naponb>— naponb agMUHUCTpaTopa A5 cepeepa ynpaBneHus.
Peructpauusa areHTa ¢ NoMolLLbio TOKeHa perucTpaumm
/bin/register_agent -o register -a <agpec cepBepa ynpaBneHua:nopt> --token <tokeH>

B npmBeaeHHOM BbILLE KOMaHAE:

<TOKEH> — MapKep perncrpauum, KotTopbii MOXHO co3aaTb B pa3gene "YcrponcTea" -> "[obaButb" ->

"Mapkep perucrtpaumm - co3gaTb".
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