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1 O kpaTkom pykoBoactee Backup Gateway ans
VMware vSphere

B aTOM pykoBoACTBe 06bsICHAETCS, Kak pa3BepHyTb NpoAykT Knbep NHdpacTpykTypa u HacTponTb
Backup Gateway Ha VMware vSphere.

B 0bwumx yepTax notpebyeTcs BbINOMHUTbL CrieaytoLme OENCTBUS.
1. HacTtpoutb ceTu.
. CozpaTb BUpTYyanbHble MaluvHbl anda npoaykta Kubep MiHdpactpykTtypa.

2
3. PasBepHyTb NnpoaykT Knubep NHdpacTpykTypa Ha BUPTyanbHbIX MaLUMHaX.
4

Hactpoiika Backup Gateway.

WHcTpykumm no HacTponke Kubep NHdpacTpykTypa ona onpeneneHHoro cueHapus UCnonb30BaHNs CM.
B PYKOBOOCTBE aAAMUHMUCTpaTopa.



2 TpeboBaHus

Ina pabotbl npoaykta Knbep NHdpactpyktypa Ha VMware vSphere ybeautech B cobntogeHun
cnepyowmx TpeboBaHuin.

¢ Bepcus VMware vSphere: 6.7 u Bbilwe

* Bepcus BM: 14 u Bbilwe

¢ Wcnonb3yeTcs BupTyanbHas mawmHa ¢ BIOS.

* Munumym 8 I'b O3Y gns kaxgon BupTyanbHow MmawwmHbl ¢ Backup Gateway.

¢ MuHumym 464 'b AMCKOBOro NpoCTpaHCTBa AN Kaxaon BupTyanbHon MaluunHbl ¢ Backup Gateway
(nBa pmcka xpaHunuwa no 200 I'b n cuctemHbin anck Ha 64 IM'B). LabnoH npoaykta Kubep
MHdpacTpykTypa Takxe 3aHumMaeT okosno 3 'b. PekomeHayeMbli MakCuMarbHbI pa3Mep O4HOro
BUpTyanbHoro ancka — 16 Th.

BHumaHue

MnaHupyiiTe pasmep BUPTyarbHbIX ANCKOB 3apaHee U pe3epBupyiTe OCTaTOUYHO NPOCTPaHCTBa Afis
oXungaemoro ysesrinyeHua obbema OaHHbIX. Pa3mep ONCKOB HeJlb3A UBMEHUTb No3Xe, HO MOXHO
[o6aBUTb HOBbIE ANCKM.

 [1na ucnonb3oBaHus LWS03a pe3epBHOro KoNUpoBaHus NpoaykT Kubep MHdpacTpykTypa MOXHO
pa3BepHyTb Ha OfIHOW BUPTYyasnbHOI MalnHe. OHaKo Ans cueHapueB O6LLEro HasHaYeHus
peKoMeHayeTCsA co3aaTb TPY UIN NATb BUPTYarbHbIX MaLWH, YToGbl 06ecneunTb 6anaHCcMpoBKyY
Harpy3Ku 1 BbICOKYIO IOCTYMHOCTb.

NMpumeyaHue
MonHble TpeboBaHMA K 060pyA0BaHMIO AN CLLEeHApMs CO LUSI030M PE3EPBHOr0 KONMpoBaHUs NpuBeaeHbl
B pasgerne «CncrteMHble TpeboBaHUsI» PpYKOBOACTBA agMUHUCTpaTopa.




3 Hacrtpowka ceTtei

[ns paboTbl npoaykTa Kubep MHdpacTpykTypa 06bl4HO TpebytoTcs ABe ceTu: NyGnuyHas Ans BHELHNUX
NOAKIIOYEHWIA U YacTHas Ansa obMeHa AaHHbIMU MexXay BUPTyarnbHbIMU MawnHaMmu. MoxHo
1CMOSIb30BaTb YX€ HAaCTPOEHHYIO BHELLIHIOW CETb, HO PEKOMEHAYETCA CO3AaTh BbIAENEHHYIO YacTHYIO
CeTb, Aaxe ecrnv YacTHas CeTb yXe cywecTByeT. [1ns co3aaHus YacTHoW ceTu noTpebyeTcs

BMPTYasbHbIN KOMMYTaTOP C HACTPOEHHLIMU NapameTpamun 6e30MacHOCTM 1 rpynna NopToB..

MpumeyaHue
MonHble TpeboBaHMA K ceTu CM. B pa3aene «TpeboBaHusA K CeTU M peKkoOMeHAaUUN» pyKoBoACTBa
agMUHKCTpaTopa.

YT06bI cO3a4aTb BUPTYasibHbI KOMMYTaTop

1. B knuenTe Host Client HaxmunTe Networking (CeTtu) B meHto cneBa. OTkpowiTe Bknagky Virtual
switches (BupTtyanbHble KoMMyTaTOphI).

=

% Navigator €9 dhcp-172-16-24-144.localdomain - Networking
* [g Host Port groups Virtual switches Physical |
Manage b
Monitor #= Add standard virtual switch

il Virtual Machines

~ [ storage Mame ~  Port groups
~ B datastore1 (== vSwitchi 2
Monitor

More storage...

2. Haxmute Add standard virtual switch (Jo6aButb cTaHgapTHBIN BUPTYasbHbIA KOMMYTaTop)

Ha nNaHen NHCTPYMEHTOB.

@ dhcp-172-16-24-144.localdomain - Networking

Port groups Virtual switches Physical NICs VMEkernel NICs TCFIIF stacks Firewall rules

&= Add standard virtual sv%h & Reifresh [ Q Search
Mame ~ | Port groups ~ | Uplinks ~ | Type ~
= vSwitchl 2 1 Standard vSwitch

1 items
&

3. BBenuTte nmsa komMmyTaTopa 1 pa3BepHuUTe NyHKT Security (be3onacHocTb). Beibepute Accept
(MpuHATE) ona napameTpoB Promiscuous mode (Hepasbopumsbii pexum), MAC address changes



(N3meHenns MAC-agpeca) n Forged transmits (lMopnenka nepenasaemoro Tpaduka).

E: Add standard virtual switch - Private network switch

vSwitch Name | Private network switch

¥ Link discovery Click to expand

w Security

Fromiscuous mode ® accept U Reject

MAC address changes ® accept ) Reject

Forged transmits ®lAccept O Reject

Add | | Cancel

UTo6bI cozgate rpynmny nopTos

1. Ortkpowite Bknagky Port groups (Ipynnbl noptoB) u Haxmute Add port group (Ldo6asutb rpynny
NMOPTOB) Ha NAHENN UHCTPYMEHTOB.

| Port groups | Virtual switches Physical MICs ViMkermel NICs
%9 Add port group | | @ Refresh
MName ~  Activ... -~ VLA, ~  Type -
@ VM Metwork 0 ] Standard port group
@ Management Metwork | 1 ] Standard port group
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2. BsepguTe ums rpynmbl NOpToB. Boibepute BUPTYarnbHbI KOMMYTaTop, CO3[aHHbIN paHee.

E Add port group - Private port group

Name | Private port group

VLAN ID D

LTI T | Private network switch w

W
F Security Click to expand
Add || cancel |
-
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4 Co3aaHue BUPTYasbHbIX MaLLWH

Mpexpae Bcero cneayet noMecTUTb 06pa3bl NnpoaykTa Knbep MHdpacTpykTypa B XpaHUMLLE AaHHbIX
VMware vSphere. Nocne aToro MoXHo npucTynaTh K CO3AaHWUI0 BUPTYarbHbIX MaLLUH.

MpumeyaHue
[na co3panusa BUpTYyarsbHbIX MALLWH Bbl TAKXe MOXETe UCMONb30BaTh LWaboH BUPTYyanbHON MalluviHb
OVA.

Yrobb! nomecTutb 06pa3nl npogykra Knbep VHgpacTpykTypa B xpaHunuiye gaHHbix VMware
vSphere

1. 3arpysuTe obnayHbin 06pa3 And pa3BepTbiBaHWSA Y3M0B Kractepa — BUpTyanbHbin guck ang VMware
(VMDK). OauH 1 TOoT Xe obpa3s ucnonb3yeTcs Ans pa3BepTbiBaHMSA NEPBOro (C NaHesnblo
aAMUHUCTPMPOBaHUSA) U NOCneayoLLMX y3oB KrnacTepa.

2. Ha nanenu Navigator (HaBurauus) wenkHmuTe No Hy>XXHOMY XpaHUnuLLy AaHHbIX. Ha naHenu
WHCTPYMEHTOB XpaHunua HaxmuTe Datastore browser (O603peBaTenb XpaHUnuLLa AaHHbIX).

3. B okHe Datastore browser (O603peBaTenb xpaHuuLLa AaHHbIX) CO3[aiTe KaTanor C MMeHeM
co30aBaeMon BUPTYanbHOW MaLUVHBbI.

% Navigator (] datastore1
~ [g Host
Manage @J Reqgister a VM f:_ﬁ Datastore browser

Maonitor @

—— datastore1
C31 Virtual Machines Type:
- [ Storage - Location
_— Ui
= datastore1 e oo

Manitor Wirtual Machines:

4. TlomecTuTe B 3TOT KaTanor BUpTyasbHbIA AUCK AN y3na Knacrepa.

MoBTOpUTE 3TK WArKu, YTobbl NMOMECTUTb MO OAHOMY BUPTYanbHOMY AUCKY AN KaXA0M co3naBaemMon
BUPTYanbHON MaLUVHBI.

YrobbI co3fate BUPTYanbHy0 MalunHy Ansi npogykta Knbep NHgpacTpykTypa


https://download.cyberprotect.ru/releases/CyberInfrastructure/5.0/x86_64/cloud/cyber-infrastructure.ova
https://download.cyberprotect.ru/releases/CyberInfrastructure/5.0/x86_64/cloud/cyber-infrastructure.ova
https://download.cyberprotect.ru/releases/CyberInfrastructure/5.0/x86_64/cloud/cyber-infrastructure.vmdk
https://download.cyberprotect.ru/releases/CyberInfrastructure/5.0/x86_64/cloud/cyber-infrastructure.vmdk

1. B knuenTe Host Client HaxmuTe Virtual Machines (BupTyanbHble MalumHbl) B MEHIO CrieBa.

“'E’; MNavigator 0

+ [g Host
Manage

Maonitor

g Virtual Machines 1

H storage n
€ Networking [ 1]

2. Haxwmute Create/Register VM (Cosgatb/3apernctpupoBate BM) Ha naHenn MHCTPYMEHTOB.

h Create / Register VM |

[17]
H
I
(!

Create or register a virtual machine

[ | Wirtual machine w 5..w Usedsp.. ~ GuestOS
Mo virtual machines

Cluick filters... W

3. B mactepe New virtual machine (Hoeas BupTyansHas mawumnHa) Ha ware 1 BeibepuTte Create a new
virtual machine (Co3pgatb HOBY1O BUpTyanbHyto mawwmHy). Haxmute Next (Oanee).

1 New virtual machine - VM 1 (ESXi 6.7 virtual machine)

v (ECTEIIITND  Select creation type

2 Select a name and guest 08
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settings

T R S | T T This option guides you through creating a new
5 Ready to complete

virtual machine. You will be able to customize
Deploy a virtual maching from an OVF or OVA file processors, memory, network connections, and
storage. You will need fo install a guest operating
Register an existing virtual machine system after creation.

4
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4. Haware 2 BBEAUTE NMS ANs BUPTYanbHOM MalUuHbI 1 Bbibepute rocteByto OC. Haxmute Next

(Oanee).

1 New virtual machine - VM 1 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest 0§ Specify 2 unique name and OS

3 Select storage

4 Customize settings
5 Ready to complete

Name

[ v

\irtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

|dentifying the guest operating system here allows the wizard to provide the appropriate defaults for the
operating system installation.

Compatibility
ESXi 6.7 virtual machine ~

Guest OF family

Linux “

Guest OS5 version

Red Hat Enterprise Linux 7 (64-bit) ~

Back Niﬂ Finish
g3

5. Ha ware 3 BbibepuTe TUM XpaHUnuLa n XxpaHunuiie gaHHbIX. Y6eantech, YTo B XpaHWUMMLLE AaHHbIX

[oCcTaTo4yHo cBO6OAHOrO NpoCTpaHCcTBa.

ﬁ New virtual machine - VM 1 {(ESXi 6.7 virtual machine)

+ 1 Select creation type Select storage
¥ 2 Select aname and guest 0S Select the storage type and datastore

L4 3 Select storage

4 Customize settings

Standard Per:
[ Standard” |

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

5 Ready to complete

Mame ~ Capacity ~  Free ~ Type ~ Thinpro... ~  Accessw
datastore1 5925 GB 591.09... VMFSB  Supported Single
1 items

| Back |L@m I Finish

6. Ha ware 4 yganute cyuiectsytowmin xecTtkui guck n Haxmute Add hard disk (Jo6aBuTb XxecTkuit
ONCK) Ha NnaHenu MHcTpymMeHToB. BuibepuTe Existing hard disk (CywiecTBytowumin xecTkuit amck) u

&

nepengute K 06pasy, paHee 3arpyXXeHHOMy B XpaHunuiie gaHHbix. Haxmute Select (BoibpaTh).

11 © 000 KubepnpoTekT, 2024



7. CHosa Haxmute Add hard disk ([Jo6aBuTb XecTKuin gucK) Ha NaHenn MHCTpymMeHToB. Bbibepute New
standard hard disk (HoBbIi cTaHA@pTHBIN XecTKuin auck). YcranosuTe ana Hero pa3mep 200 'B.
MoBTOpUTE 3TOT LWar, 4Tobbl O06ABUTBL eLLe OOuH XecTkun auck paamepom 200 I'b. B utore y Bac

OOJXHO BbITb TpU XecTkux aucka: 35, 200 n 200 I'b.

b o Mew Hard disk
¥ o Mew Hard disk 200 GB

F e Mew Hard disk 300 GE

8. B okHe Customize settings (Hactpoutb napametpel) HaxkmuTe Add network adapter (Jo6asuTb
CeTeBOW apanTep) Ha NaHenu MHCTPYMEHTOB. YbeanTech, YTo OAuH aganTep NoAKIOHYEH K BHELLHEN

ceTu, a APYroi — K 4aCcTHOM rpynre NopToB, CO3AAHHON paHee.
» MW Metwork Adapter 1 VM Network
| Connect
r =E MNew MNetwork Adapter Private port group

#| Connect

9. Ha ware 5 npoBepbTe KOHGUrypaumio n Haxmute Finish (ToToBo).

10. BblbepuTe BUpTyanbHyto MawwmHy B MeHto Navigator (HaBurauus) u 3anyctute ee.

rlOBTOpVITe 37K waru, 4tobbl CO3AaTb HY>XHO€ KOJIN4YEeCTBO BMPTYalibHbIX MallnH And Ballero cueHapua

(cm. pa3pen "TpeboBanusa" (cTp. 5)).



5 PasBepTtbiBaHWe npoaykta Kubep
UHdpacTpyKTypa Ha BUpTYyasibHbIX MalUUMHaX

Mocne 3anycka BUPTyanbHOW MallUMHbI 3aiauTe Ha Hee Yepes CepuiiHyo KOHCOSb B NaHenu ynpaeneHus.
YkaxuTe nms nons3oBaTtens console-user u napons cyberprotect. Ons goctyna no SSH y3HaiiTe naposb

nonb3oBaTens cloud-user n3 canna /.cloud-user-password.

[anbHeiilian HacTpoiika 3aBUCUT OT posin cepeepa. MoTpebyeTcs pa3BepHyTb OAWH cepBep
ynpasneHus, a Takxe npy Heo6XoAMMOCTM [Ba UMK YeTbipe NogYMHEHHbBIX CepBepa.

5.1 PasBepTbiBaHMe cepBepa yrnpaBrneHus

YT06bI HACTPOUTL CEepBep ynpaBeHns

3anycTtuTe aBToOMaTU4eCKOe CO3[iaHune Knacrepa:
$ sudo bash /usr/libexec/init-cluster

Maporb OT NaHenu agMMHMCTpaTopa byaeTt [ocTyneH B daiine /.initial-admin-password.

Tenepb MOXHO NPUCTYNUTL K pa3BepTbIBaHUIO NOAYMHEHHbIX CEPBEPOB, ECNM OHU TPeGYoTCS Ans
BaLLero cueHapus. Ecnu Heobxoamm Tonbko oavH cepeep Ana wto3a Backup Gateway, nepexoauTe kK

pasgeny "[obaeneHue pacnonoxeHuit B Knbep bakan unu Kubep bakan O6naynbin” (ctp. 17).

5.2 Pa3BepTbiBaHME NOAYNHEHHbIX CEPBEPOB

YT06bI pa3BepHyTb NOAYMHEHHbIN CEpBEP Ha BUPTyanbHON MalUMHe, HEO6XOAUMO HAacTPOUTb ero, a
3aTem f06aBUTb B KNacTep XpaHUnuLa.

Y106bI HACTPOUTHL NOJYNHEHHBIN CepBep

1. VHMuunanusupyinTe ceTeBble MHTEPGENChI:

$ sudo bash /usr/libexec/init-ifaces

2. TonyunTe TOKEH U aapec cepBepa ynpaBiieHNs Ha NaHeNM agMUHUCTPUPOBaHUS.
a. Bonpaute Ha naHenb agMUHUCTPUpoOBaHUA no ee IP-agpecy n nopty 8888.
Mpu HeobxoanmocTn fobaBbTe cepTUdUKaT 6e3onacHOCTU B UCKITOHUeHMs Gpay3epa.

b. Ha naHenu agmuHucTpupoBaHus oTkponTte pasgen NHdpactpyktypa > CepBepbl 1 HaXMuUTe
MopknounTb CepBep, YTOObI BbI3BaTh 3KpaH C aApecoM cepBepa yrnpaBrieHUsi ¥ TOKEHOM.

3. 3aperunctpupynte cepsep B NaHeNM agMUHUCTPUPOBAHNS:

$ sudo bash /usr/libexec/vstorage-ui-agent/bin/register-storage-node.sh -m <MN_IP_address> -t
<token>



oe: <MN_IP_address> — IP-apgpec 4acTHOro ceTeBoro nHTepderica Ha cepBepe C NaHernbio
aAMUHUCTPUPOBaHUS, a <token> — TOKEH, MONYYEHHbIN Ha NaHeNn agMUHUCTPUPOBAHNS.

D,OI'IOJ'IHI/ITEJ'IbeIe cBeneHuna CM. B pasaene "|_|OBTOpHOG ,U,OGaBJ'IeHI/Ie HEeHa3Ha4Y€HHbIX cepBepOB" B

PYKOBOACTBE aAMUHIUCTpATOpa.
YT06bI 1062BUTHL NOZYNHEHHDBIN CEPBEP B KN1aCTEP XpaHUINLLa

1. Ha akpaHe MHdpacTpykTypa > CepBepbl LeNKHUTE N0 HEHa3HaYeHHOMY CEepBeEpY.
2. Ha npaBoi naHenu cepepa HaxmuTte NpucoeauHUTb K Knacrtepy.

3. Haxwmwute MNpucoeanHUTb, 4TOOBI aBTOMATMYECKN Ha3HaAuYNTb PONKM ANCKam 1 10H6aBuUTb cepBep B
Tekyllee pacnonoxeHune. BMecTo 3Toro MoXxHo HaxaTb 3Ha4YOK LUECTEPHU, YTOObI BPYYHYIO

HaCTpouTb poJyin ANCKOB UITN pacnoJjioXeHune cepBepa.

MoBTOpUTE 3TK LA AJ1st KaXA0ro NogYMHEHHoro cepeepa. Koraa Bce cepepbl 6yayT no6aBneHs! B
KJlacTep XpaHunuLLa, MOXHO BKITHOUYMUTL BbICOKYH AOCTYMHOCTb ANs CepBepa ynpaBneHus Ha 9KpaHe

Hacrtpoiiku > CepBep ynpasneHus > Bbicokas 4OCTYNHOCTb.

Tenepb MOXHO NpUCTynaTh K HacTponke npogykta Knbep NHdpacTpykTypa Anst Hy>XXHOro CueHapus.
MHCTpyKLMKM NO BbINOMHEHWIO Pa3nnyHbIX 3aia4 HaCTPONKN NpUBeaEHbI B PYKOBOACTBE

agMuUHUCTpaTopa.



6 [Job6aBneHne AUCKOBOro NpoCTpaHCTBa B NPOAYKT
Kubep NHdpacTpykTypa

I'Iepep, co3aaHnem HOoBbIX ANCKOB 06paTVITe BHMMaHWE Ha cnepywuine pekomeHgaunm no Bbl60py

pasmepa.

Ecnu B knactepe HECKOSbKO CEPBEPOB, OHW AOMXHbl ObITb OAMHAKOBOro pasmepa asisi 3ahpeKTUBHOIro
obecneyeHusa n3bbiTouHOCTH. B 3TOM crnyyae pgaHHble ByayT pacnpegeneHsl No cepeepam 6onee
paBHOMeEpPHO. [lononHuTeNbHbIE CBeAeHMS CM. B pasgerne «O6Lme cBefeHnst 0 pacrnpenensieMomM
[VCKOBOM MpocTpaHcTBe» B PykoBoACcTBE agMUHMUCTpaTopa.

OpamHakoBbIv pa3mep ANCKOB NoMoraeT 6osiee paBHOMEPHO pacnpenensite Harpysky. BHyTpu
KnacTepa AMCKM UCMOMb3YHTCS MPOMNOpLMOHanbHO UX paamepy. Hanpumep, ecnu y Bac eCTb ANCK
pa3smepom 10 Tb 1 anck pasamepom 2 Tb, npu 3arpy3ke knactepa Ha 50 % Ha guckax bynet
ncnonb3osaHo 5 u 1 Tb cooTBeTCTBEHHO.

Ecnu Bbl XoTUTE YBENNYNUTD dJI/I3I/Il-IeCKoe MPOCTPAHCTBO B KnacTtepe XxpaHunuua, MOXHO p,O6aBI/ITb

Ha cepBepbl HOBblE BUPTyarnbHble AUCKKU. He ncnonb3yiTte yHKUuio pacluMpeHus guckos VMware

vSphere Ha BUpTyanbHoi MmalwnHe Kubep MHdpacTpykTypa, NockosbKy pasmep ainnioBoi CUCTEMbI

He 6yAeT M3MeHeH COOTBETCTBYIOLLMM 06pa3oM. BMecTo aToro Heob6xoanmo GyaeT co3aaTh HOBbIl

BUPTYyarnbHbIii AUCK M OGaBUTL €ro B BUPTYasbHYH MaLLMHY, Kak OMMCaHo HUXeE.

[o6aBbTe HOBbI BUPTYanbHbIN AUCK B BUPTYanbHYI0 MalLKHY, Kak NnokasaHo B pasaene [obasneHve

HOBOrI0O XeCTKOro gucka B BUpPTyaJsibHYHO MallUHy. Mocne aToro gmck 6y,EI,ET OT06pa)KaTbCF| B CrnnckKe

[OVCKOB CepBepa Ha naHenu agMnHUCTpupoBaHus npoaykta Knbep MHdpactpykTypa.

Kak HacTpouTb HOBbIN ANCK HA NaHen agMUHNCTPUPOBaHUS

1.

Ha skpaHe MHpacTpykTypa > CepBepbl LeNKHUTE NO UMEHN cepBepa C CO3AaHHbIM OUCKOM.
MepenanTe Ha BKNaaky JMCKKU ansi N(pocMOTpa BCEX AUCKOB cepBepa.

Hangute co3paHHbI paHee AUCK B CMIMCKE AUCKOB U LLENKHUTE MO HEMY.
Ha npaBsoi naHenu aucka HaxmuTte HasHa4yuTb posib.

B okHe HaaHauuTb posib BbibepuTe posib XpaHUNULLE, YKaxUTe YPOBEHb XpaHUNNLLA U Mpu
HEeoBX0ANMOCTU BKITHOUMUTE NPOBEPKY KOHTPOSIbHBLIX CYyMM. [1OMOMHUTENbHbIE CBEIEHMS CM. B


https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.vm_admin.doc/GUID-F4917C61-3D24-4DB9-B347-B5722A84368C.html
https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.vm_admin.doc/GUID-F4917C61-3D24-4DB9-B347-B5722A84368C.html

paspene «HacTpoiika HOBbIX AUCKOB BPYy4YHYO» B pyKOBOACTBE aAMUHUCTpaTOopa.

HasHa4vnTb ponb X

BbiBepuTe ponk ANA HasHa4veHua gucky "vdc"

0 Xpannnnue

VMcnone30Batk 3TOT AVCK A8 XPaHEHWA AaHHbIX.

K3

Mcnonb30BaTh 3TOT AWCK A8 XPaHEHWS K3LUa 3an1Mon. [JaHHbIA AMCK He 106aBnT
DM31NYECKOro NPOCTPAHCTBA B KNACTEP, HO YNYYLIWT €r0 NPOM3BOANTENBbHOCTE.

MeTafaHHble

VMcnons30BaTth 3TOT AVCK AR XPAHEHWA MEeTaAaHHbIX KnacTepa.

MeTalaHHble + K3

Mcnonb3oBaTh 3TOT AWCK AN8 XpaHeHWA MeTafaHHbIX KnacTepa v K3Lia 3anucn

YpoBeHs XpaHWnKwa

YpoBeHs 0 >
K3WKnpoBaHwe n NpOEEpKa KOHTRPONEHBIX CYMM
BKHOUNTE NPOBEPKY KOHTPOMLHLIX CyMM v |0

16 © 000 KubepnpoTekT, 2024



7 [OobaeneHue pacnonoxeHun B Knbep bakan nnu
Kubep Bakan O6nayHbii

XpaHunuiie pe3epBHbIX KONui ncnonbayet w3 Backup Gateway B kadyecTBe TOUKM AOCTyNa K
XpaHunuuy. 31a OyHKLMOHaNbHOCTb NpeAHa3HavYeHa Ans NoCTaBLUUKOB YCIYr, KOTOPbIE UCMOSb3YHT
Knbep bakan n/unu Kubep Bakan O6mayHbiil U XOTAT XpaHWUTb pe3epBHbIE KOMUM KITMEHTCKUX AaHHbIX B
noKanbHOM KnacTepe, B obnake (Hanpumep, Yandex Object Storage, VK Cloud Storage n SberCloud
OBS) unu Ha yctporictee NAS (no npotokony NFS).

XpaHunuiie pe3epBHbIX KOMWii NO3BONAET MNOCTaBLUMKAM YCNyr NErko HacTpanBaTb XpaHeHUe AaHHbIX B
cobcTBEHHOM hopMaTe € NoaAepPXKoN AeaynnmkKaumm, KoTopblil UCNoNb3yeTcst NPoAyKTamu
KnbepnpoTtekT. Kpome Toro, MOXHO BKITIOUNTb r€OPENIMKALNIO AaHHbIX XPaHUIMULLA.

XpaHunuiie pe3epBHbIX KONWii NoAAepXNBaET crefytolie MecTa HazHaueHus:

» Knactepbl xpaHunuwa Kuéep MHdppacTpykTypa C NOMeXoyCTONYMBLIM KOAUPOBaHMEM, KOTOPOE
obecrieunBaeT U3BbITOUHOCTb A@HHbIX.

¢ Toma NFS.

¢ [y6nunyHble obnayvHble cepBUCHI, BKNOYasa psag pewweHnin S3, a Takxe Yandex Object Storage, VK
Cloud Storage u SberCloud OBS.

XoTs Baw BbI6OP [OMKEH OCHOBLIBATLCSA HAa KOHKPETHBLIX TPEGOBAHMAX U CLLIEHAPUU UCTIONb30BaHUSA,
PEKOMEHAYETCA XPaHUTb AaHHble Pe3epPBHLIX KOMUI B NTOKaIbHOM KnacTepe xpaHunuiia Knbep
WHdpacTpykTypa. B 3TOM cnyyae gocturaetcs Hauny4iiasi (pon3BoouTenbHOCTb Gnarogaps
ontumnsaumm kaHanos WAN 1 nokanbHOCTM AaHHbIX. XpaHEHMEe pe3epBHbIX konui Ha Tome NFS unu B
ny6nnyHom obnake npeanonaraeT NOCTOSIHHYIO NepefaYvy faHHbIX U Apyrie A0NOSIHUTENIbHbIE HAarpy3kHu,
YTO CHUXaeT obLLy0 NPON3BOANTENBHOCTL. KpoMe Toro, Npu NCnosib30BaHUM BHELLHWUX MEeCT
Ha3Ha4yeHMs n3bbITOYHOCTb JOMXHA obecneunBaTbCsa BHELWHUM XpaHunuwem. Camo xpaHunuiie

pe3epBHbIX Konun He obecneymBaeT N3BbLITOYHOCTH AdHHbIX 1 HE NPpOMn3BOOUT Aenynjnkaumn.

MpumeyaHue
Mpu HacTpolike Backup Gateway Heobxogumo OyAeT yka3aTb y4YeTHbIE AaHHbIE afMUHMUCTPaTopa
BaLuero npoaykTta Kubep bBakarn.

OrpaHunyeHus

¢ YT06bI MOXHO 6bIN0 3apernctpupoBaTtb Backup Gateway B Kubep bakan O6nayHbliii, Ansi Ballero
TeHaHTa NnapTHepa AorXHa ObITb OTKI0YeHa ABYX(aKkTopHas npoBepka NoAnMHHocTh (2FA). Bel
TakXe MoXeTe OTKI4YUTL ee Asi BbIbpaHHOro Nnonb3oBaTens B TEHAHTe ¢ noaaepxkom 2FA, kak
onucaHo B PykoBoACTBe afMuH1UCTpatopa napTHepa B pa3aene "YnpasneHve AByxdakTopHOW

NpoBepKON NOANMHHOCTM ANA nofnb3oBaTenen”, n ykasaTb ydeTHble AaHHble 3TOro Nonb30BaTens.


https://docs.cyberprotect.ru/ru-RU/CyberBackupCloud/21.06/CyberBackupCloud_partnerguide_ru-RU.pdf

7.1 ToaknoyeHmne K SiokanbHOMY KracTepy XpaHunuiia

yepes Backup Gateway

OrpaHunyeHns

MN36bITOYHOCTL 3a cYeT pennukauun He NoaaepXusaeTca Ans XpaHuUnuLL, pe3epBHbIX KOMUIA.

MpeaBaputenbHbie TpeboBaHUsA

B ueneBom xpaHunuLie OCTAaTOYHO MECTa KaK Ansi CYLECTBYIOLLMX, TaK 1 AJ1A HOBbIX PE3EPBHbIX
KOMWN.

Y6eputech, 4TO Ha KaxoM cepBepe, KOTopbI ByAeT NPUCOeAMHEH K KnacTepy XpaHunuiua
pe3epBHbIX Konuii, oTKpbIT TCP-nopT 44445 ans ncxogawmx NoAKMIOYEHUN K VIHTEpHETY, a Takxe ans
BXOAALLMX NOAKIoYeHuin oT npoaykTa Knbep bakan.

Kak BblbpaTb sI0KanbHbIV KITacTep B KA4eCTBE MECTa Ha3HaYeHUA Pe3epPBHBIX KON

1.

B

o

6.

Ha skpaHe MHpacTpyKTypa > CeTu ybeantech, 4To B CETU, KOTOPbIE Bbl COOUpaeTech
ncnonb3oBaTb, fobaBneHsbl TUNbI Tpacduka PesepBHoe konupoBaHue (ABGW) BHYTp. n Pe3epBHoe
konupoBaHue (ABGW) BHELLH.

OTtkponTe akpaH CepBuchl xpaHunuwa > Pe3epBHbie Konuu 1 HaxmMmuTe Co3gaTb XpaHunvwe
pe3epBHbIX KOMUIA.

Ha ware MecTto HasHayeHusi pe3epBHbIX konuii Boibepute Knbep NHdpacTpykTtypa knacrep.

Ha ware CepBepbl BbibepuTe cepBepbl, KOTOPbIE HYXHO A06aBUTb B KNACTEP XpaHUNMLLa pe3epBHbIX
konun, n Haxmute [lanee.

Ha ware NonuTuka xpaHeHns BbIbepuTe HYXHbI YpOBEHb, 06/1aCTb OTKA30B U PeXMUM U30bITOYHOCTH
OaHHbIX. [JononHuTenbHble CBeAEHUS CM. B pa3aene «Monutnkn xpaHunuiiay B pyKoOBOACTBE

agMuHUCTpaTopa. 3aTeM HaxmuTe KHoMKy Janee.

YpoBeHb 0

KoaupoBaHwe 1+2, 200%

Ha ware DNS ykaxuTte BHeLLHeE AOMEHHOE UMS ANA XpPaHUNWLLLA Pe3epPBHbIX KOMUIA, HanpumMep
backupstorage.example.com. AreHTbl pe3epBHOro KONMpoBaHusa 6yayT UCMONb30BaTh 3TO JOMEHHOE
ums n TCP-nopt 44445 pna nepegaym AaHHbIX B XpaHunuiLe. 3ateM Haxmute KHonky [danee.



BHuMaHKe

» HactpownTte cBon DNS-cepBep B COOTBETCTBUMN C NPUMEPOM, NMPUBEAEHHBIM Ha NaHENN
agMuHUCTpaTopa.

* [lpun KaxaoM U3MeHeHUM ceTeBON KOHGUrypaLmm cepBepoB B KnacTepe XpaHunuila pe3epBHbIX
Konwuit koppekTupyiTte 3anucu DNS cooTBeTCTBYOLMM 06pa3om.

1
(=]
i
L

backupstorage.example.com

W13-3a 3TOro MOXeT NoHaA06UTbCH U3MEHWUTL KOHPUIypauuo DNS-cepeepa. KoHpUrypaums
MOXET BbIrNAAETb CNefytowim obpasom:

STTL 1h

@ IN SOA nsl.myhoster.com. rootbackupstorage.example.com. (
2024050813 ; serial
1h ;refresh
30m  ;retry
7d ; expiration
1h) ; minimum

' |Jrimar';.f name server

M5 ns1.myhoster.com.

NMpumeyaHue

B cnoxHbIx cpegax MOXHO ncnonb3oBatb HAProxy ans cospgaHusa macutabupyemom n3bbiToHHON
nnaTcopmbl 6anaHCUPOBKM Harpy3KM, KOTOPYIO MOXHO NErko nepemeLlatb Ui NepeHocuTb,
He3aBucumo oT npoaykTa Knbep NHdbpacTpykTypa. [lononHuTeNnbHble CBEAEHUSA CM. B cTaTbhe Kak

3anycTtutb xpaHunuwie 3a HAProxy.

7. Ha ware YyeTHas 3anucb KubepnpoTtekT ykaxuTte crnegytoLlyto nHpopmaLmio 4515 Ballero npoaykTa
KnbepnpoTekT:
* URL-agpec nopTtana ynpasneHus obnakom unm umsi xocta/lP-agpec 1 nopt nokanbHOro cepeepa
ynpaeneHus (Hanpumep, http://192.168.1.2:9877)
* [laHHble NapTHEPCKON YYETHOMN 3anuncuy B obnake unm y4eTHble flaHHble agMUHUCTpaTopa
OpraHu3aLmu Ha floKanbHOM cepBepe yrnpasreHus.

8. Ha ware CBogaka npocMoTpuTe KOHUrypaumio u Haxmute Co3aarb.


https://kb.cyberprotect.ru/articles/174
https://kb.cyberprotect.ru/articles/174

7.2 TlogkrntoveHune K BHelwHuM Tomam NFS yepes Backup
Gateway

OrpaHunyeHns

e Kubep NHdpacTpykTypa He obecneunBaeT n3bbITOYHOCTb AaHHbIX MoBepx TomoB NFS. B
3aBMCMMOCTH OT peanusauun Toma NFS MoryT o6ecneunBaTtb COGCTBEHHYIO annapaTHyto Unu
NpPOrpaMMHY10 N36bITOYHOCTb.

¢ TonbKO OOUH CepBep KnacTepa MOXET XpaHUTb pe3epBHble Konun Ha Tome NFS.

* Kaxpgpbi akcnopt NFS ncnonb3yeTtcs ToNbKo OAHUM LLUMO30M. B yacTHOCTU, He criefyeT noakniyaTtb
[OBa ak3emnnspa npoaykta Knbep NMHdpacTpyktypa k ogHomy akcrnopTy NFS ans xpaHeHus
pe3epBHbIX KOMUIA.

¢ HecKonbKo NosiHbIX pe3epBHbIX KONWIA, XpaHswmxca Ha Tome NFS, moryT notpebnstb
OOMNOMHUTENBHOE AUCKOBOE NPOCTPaAHCTBO U3-3a 3aepXKM aBTOMaTUYeCKOoro yrnioTHEHUS, KOTOpoe

BbINOSIHAETCSA ONA KaXA0N pe3epBHOM KONUK rno ovepeaum.
lNpeaBaputenbHbie TpeboBaHUA

* B ueneBoM xpaHunuuie 4OCTaTOYHO MeCTa Kak Anf CYLLeCTBYOLWUX, TaK U Ans HOBbIX pe3epBHbIX
Konumn.

e Ybeauntecnb, YTO Ha Kax[A0oM cepBepe, KOTopbli ByAeT NpucoeanHEH K KnacTepy XpaHunuiua
pe3epBHbIX Konuii, oTKpbIT TCP-nopT 44445 ang ncxogawmx NOAKMIOYEHUN K VIHTepHeTY, a Takxe ans
BXOAALLMX NOoAKIoYeHuin oT npoaykTa Knbep bakan.

e Y6eauntecnb, YTO Y cepBepa, KOTopbIil OyAeT NPUCOEANHEH K XPaHUNULLY pe3epBHbIX KOMUiA, eCTb

[octyn K BHewHeMy NFS-xpaHunuLy.
Kak BbibpaTts BHewwHnii ToM NFS B kayecTBe MecTa Ha3Ha4YeHus pe3epBHbLIX KON

1. Ha skpaHe MHdpacTpykTypa > CeTu ybeautech, UTO B CETH, KOTOPbIE Bbl COBMpaeTech
ncnonb3oBaTb, fobaBneHbl TUNbI Tpaduka PesepBHoe konupoBaHue (ABGW) BHYTp. n Pe3sepBHoe
konupoBaHue (ABGW) BHELLH.

2. OtkpoiTe 3kpaH CepBuchl xpaHunuiia > Pe3epBHble Konum u Haxmute CosaaTth XpaHunviie
pe3epBHbIX KOMUIA.

3. Ha ware MecTo Ha3HayeHus pe3epBHou konum Boibepute Tom Network File System (NFS).

4. Ha ware CepBepbl BbibepuTe oanH cepaep A5 fo6aBeHNs B KnacTep XpaHunmiLa pe3epBHbIX
KONui 1 HaxmuTe KHornky [lanee.

5. Haware Tom NFS ykaxute umsa xocta unu IP-agpec toma NFS, nms akcnopta n Bepcuto NFS. 3atem
HaxmMmuTe KHoMKy Janee.



MpumeyaHue

PekomeHayeTca ncnonb3osatb NFS Bepcum 4, nockonbKy oHa obecrneynBaeT nyuluyto
MacLTabupyemMocTb 1 MPOU3BOAMTENBHOCTL MO CPABHEHWIO C Bepcuen 3, koTopas umeet
OrpaHnyeHusi B NPOTOKOrE.

10.10.10.10

fsharel

Bepcwa MFS

Q MNFSv4 (pekoMeHayeTca) MNF5v3

6. Ha ware DNS ykaxwuTte BHELLUHeE fIOMEHHOE UMSI AN XPaHUMLLLA pe3ePBHbIX KOMUIA, Hanpumep
backupstorage.example.com. AreHTbl pe3epBHOro KonMpoBaHusa 6yayT UCMOMb30BaTh 3TO JOMEHHOE
umsa n TCP-nopt 44445 ona nepefayn AaHHbIX B XpaHunuLLe. 3aTeM HaxmMuTe KHorMKy [anee.

BHumaHue

» HactpownTte cBoin DNS-cepBep B COOTBETCTBUMN C NPUMEPOM, NPUBEAEHHbIM Ha NaHenNmn
agMyHuCTpaTopa.

 [lpu Kaxaom n3ameHeHUn ceTeBor KOHUrypaLmMm CepBepoB B Knactepe XpaHunuLia pe3epBHbIX
Konui KoppekTupyiTte 3anucu DNS cooTBeTCTBYOLIMM 06pa3om.



DBCRUDE[OF&EE.EH& mple.com

M3-3a 3TOro MOxeT NoHaA06MTECA M3MEHUTE KOHOUIYpauuo DNS-cepsepa. KoHGUrypauws
MOXET BbIMIAAET C1eAYHOLAM 0BPa3oM:

3TTL 1h

@ IN SOA nsl.myhoster.com. root.backupstorage.example.com.
2024050813  ; serial
1h ; refresh
30m ;retry
7d ; expiration
1h) ; minimum

; primary name server
NS ns1.myhoster.com.

Ha ware YuyeTHas 3anucb KnbepnpoTekT ykaxuTe cneayoLyto nHpopmMaLmio Ansa Ballero npoaykta
KnbepnpoTekT:

* URL-appec noptana ynpasneHua obnakom munm umsi xocta/lP-agpec 1 nopt nokanbHoOro cepeepa
ynpaeneHus (Hanpumep, http://192.168.1.2:9877)

 [laHHble NapTHEPCKOMN y4ETHOM 3anucuy B obnake unv y4eTHble faHHble agMUHUCTpaTopa
opraHu3auum Ha NIoKanbHOM CepBepe yrnpaBneHus.

Ha ware CBopgka npocMoTpuTe KoHdurypaumio u Haxmmte Co3aartb.

7.3 TMoakntoyeHmne K ny6nmyHoMy 06nayHOMy XpaHUNULLY

yepes Backup Gateway

Backup Gateway nossonsiet Kubep bakan O6nayHbii unu Knbep bakan ncnonb3oBatb A1l XpaHeHUs!

pe3epBHbIX Konumn ﬂy6J'IVI‘-IHbIe obnayHble CepBUChbI 1 NOoKalibHble XpaHunuila 0OBEKTOB:

Yandex Object Storage

VK Cloud Storage

SberCloud OBS

CloudMTS S3 Object Storage
Amazon S3

IBM Cloud

Alibaba Cloud



e« 1

* Cleversafe

¢ Cloudian

* Microsoft Azure

¢ O6beKkTHOE xpaHunuiie Swift

e Softlayer (Swift)

¢ Google Cloud Platform

e Wasabi

e [lpyrue peluenus, ucrnonbaytowme S3

OpHako No cpaBHEHWHO C NTOKarbHbIMK KNacTepamMm XpaHeHe AaHHbIX Pe3EPBHbIX KOMU B Ny6NnMYHOM
obnake yBenuumBaeT BpeMsi 3alepXXK1 BCEX 3aNpOCOB BBOAA-BbIBOAA K pe3EPBHbLIM KOMUAM U CHUXAET

npon3BoANTESIbHOCTb. Mo aton NPpUYNHE peKoMeHayeTCA NCNOoJIb30BaTh B Ka4€CTBE BHYTPEHHEr O

XpaHUNMLLA NoKanbHbIN KnacTep.

Pe3epBHble konuy NpeacTaBnaioT coboi XoNoAHbIE AaHHbIE CO CNeUndUYEecKon CXemMom A0CTyna: K 3TUM
OaHHbIM 06paLLaTCa peaKo, HO OHM AOMXHbI ObITh HEMeAIEHHO AOCTYMHbI Npy o6palleHnn. [1ns atoro
CLleHapusi 3KOHOMMYHBbIM BapuaHToM ByayT KNnacchbl XpaHUWLL, NpeaHa3HauYeHHble A8 A0IFOCPOYHOro
XpaHeHWs pefiko NCNoMb3yeMbliX AaHHbIX. PEKkoMeHayTCS cneayroLwme KNnaccbl XpaHUsmLL:

* |ce B Yandex Object Storage

* Cold B SberCloud OBS

Infrequent Access B Amazon S3

Cool Blob Storage B Microsoft Azure

Nearline n Coldline Storage B Google Cloud Platform

Knaccbl apxvBHbIX XpaHunuuy, Takue kak Amazon S3 Glacier, Azure Archive Blob nnu Google Archive, He
MOTYT UCMOSIb30BaTbLCS NS PE3EPBHOr0 KONMPOBaHMWS, MOCKOSIbKY HE NpeAoCTaBnAT MIHOBEHHOIO
[OCTyna K aHHbIM. bonbluas 3agepxka npu goctyne (HECKOMbKO YacoB) AenaeT TEXHUYECKN
HEBO3MOXHbIM NMPOCMOTP apXu1BOB, BbICTPOE BOCCTAHOBMEHME AAHHbIX U CO3AaHNE MHKPEMEHTHbIX
pe3epBHbIX KOMWUIA. XOTA apXMBHbIE XpaHUNULLA, Kak NpaBuio, 04EHb SKOHOMUYHBI, CNEAYET YUYNTLIBATD,
YTO CYLLIECTBYIOT pa3nuyHble hakTopbl, ONpeaensLme CToumMocTb. B aenictButensHocTu obLas
CTOMMOCTb NY6nUYHOro 061a4HOIo XpaHUMLLA CKaAbIBaeTCA U3 NnaTbl 3@ XpaHEeHUE AaHHbIX,
onepauuu, Tpaduk, M3BNeyYeHne faHHbIX, JOCPOYHOE yaaneHune u T. 4. Hanpumep, cepBuc apxmBHOro
XpaHunuia Mmoxet 6paTb NOMyrofoBY CTOMMOCTb XpaHEHUS BCEro 3a O4HY onepaLuio BOCCTaHOBINEHMS
AaHHbIx. Ecnu npeanonaraetca 6onee 4yacTbi 4OCTYN K AaHHBIM, TO 06aBOYHbIE PacXOfbl 3HAYUTENBHO
MOBbLILIAKT 06LLYI0 CTOMMOCTb XpaHunuLa. Ytobbl nadbexaTb HU3KON CKOPOCTU U3BMEYEHNSA OAHHBIX U
COKpaTUTb pacxofbl, pekoMmeHayem ucnonb3oBaTtb Knbep bakan ObnayHbli Ans XpaHeHUs AaHHbIX

pe3epBHOro KonnposaHu4.

OrpaHunyenns



Mpu paboTe ¢ nybnnyHbiM obnakom Backup Gateway ncnonb3yeT fiokanbHoe XpaHunuiie gns
NPOMEXYTOUYHOIr0 KOMMPOBAaHWS, a TakXe AJ1s1 XpaHeHus crnyXebHol nHgopmMaummn. 9To 03Ha4aeT, uTo
OaHHble, NpeHa3HauYeHHbIe Ans 3arpy3ku B nybnnyHoe obnako, cHavana CoXpaHsiloTCA NToKanbHo U
TONbKO NOCIEe 3TOro OTNPaBNATCA B MECTO Ha3HayeHus. 10 3TON NpUYnHe ANa COXPaHHOCTU AAHHbIX
KpaviHe BaxHO, YTobbl NoKanbHoe XpaHunuLLe 6bino NOCTOAHHBIM U U30bITOYHBIM. Vicnonb3oBaHne
BPEMEHHbIX AUCKOB MOXET NPUBECTU K NOTEPE AAHHbIX.

Ecnu Bbl nnaHnpyeTe XpaHUTb pe3epBHble konuu B obnake Amazon S3, yutute, yto Backup Gateway
MOXET MHoraa 611okMpoBaThb AOCTYN K TaKUM pe3epBHbIM KOMUSM [0 cornacoBaHus obnaka Amazon
S3. 310 03HauaeT, 4To Amazon S3 MOXET MHOrAa BO3BpallaTh yCTapeBLUME AaHHbIe, MOCKOMbKY
cuctemMe TpebyeTcs Bpemsi, YToObl OTKPbITb AOCTYN K NOCreAHen Bepcumn aaHHbIX. Backup Gateway
onpeaenseT TakMe 3afiepXKu1 1 3aLumLiaeT LeNoCTHOCTb Ppe3epBHON Konuu, 61IoKMpya AOCTyN Ha
BpeMsi 0GHOBeHUs obnaka.

Y6enunTech, 4YTO B JIOKANIbHOM KNacTepe XpaHUnuLLa OCTaTOYHO SIOrMYeCKoro NpocTpaHcTBa Asis
NPOMEXYTOUYHOro KonMpoBaHusi. Hanpumep, npu exxegHEBHOM pe3epBHOM KONUPOBaHMK obecneybTe
[OCTaTO4YHO MeCTa Ains pe3epBHbIX KON Kak MMHUMYM Ha 1,5 aHa. Ecnn pasmep exegHeBHOM
pe3epBHOI konun cocTaensieT 2 Tb, HeobxoanMmMo kak MuHUMYM 3 TB nornyeckoro npocTpaHcTea.
TpebyeMbin 06beM HedhopMaTUPOBAHHOIO NPOCTpaHCTBa OyAeT pa3nuyaTbCsl B 3aBUCUMOCTU OT
pexuma kogmpoanus: 9 Tb (3 Tb Ha cepiep) B pexume 1+2, 5 Tb (1 Tb Ha cepBep) B pexume 3+2
nT. 4.

[lnsA kaxaoro Knacrepa XpaHunuLLa pe3epBHbIX Konuii TpebyeTcs oTAenbHbIA KOHTENHEP 06 HEKTOB.

MN36bITOYHOCTb 3a cYeT pennukauun He NoaaepXxusaeTca Ans XpaHuUnuLL, pe3epBHbIX KOMWIA.

MpeaBaputenbHbie TpeboBaHUA

B ueneBom xpaHunuLe OCTAaTOYHO MECTa KaK Ansi CYLECTBYOLLMX, TaK 1 AJ1A HOBbIX PE3EePBHbIX
KOMWN.

Y6eputech, 4TO Ha KaxoM cepBepe, KOTopbI ByaeT NPUCOeAMHEH K KNacTepy XpaHunuiua
pe3epBHbIX Konuii, oTKpbIT TCP-nopT 44445 ans ncxogawmx nNoAKMIOYEHUN K VIHTEpHETY, a Takxe ans

BXOAALLMX NOAKIoYeHuin oT npoaykTa Knbep bakan.

Kak BbibpaTth nybnunyHoe 0b651ako B Ka4ecTBe MecTa Ha3Ha4eHusi pe3epPBHbIX KOMnii

1.

Ha skpane UHdpacTpykTypa > CeTu ybeguTech, UTO B CETU, KOTOPbIE Bbl COBMpaeTech
ncnonb3oBaTb, fobaBneHsbl TUNbI Tpacduka PesepBHoe konupoBaHue (ABGW) BHYTp. n Pe3epBHoe
konupoBaHue (ABGW) BHELLH.

OTtkponTe akpaH CepBuchkl xpaHunuwa > Pe3epBHbie Konuu 1 HaxmMmuTe Co3gaTb XpaHunvwe
pe3epBHbIX KOMUIA.

Ha ware MecTo HasHauyeHusi pe3epBHO konuu Beibepute O6nayHbiin cepBuc.

Ha ware CepBepbl BbibepuTe cepBepbl, KOTOPbIE HYXHO A06aBUTb B KNACTEP XpaHUNMLLa pe3epBHbIX

konun, n Haxmute [lanee.

Ha ware O6nayHbIfi cepBUC yKkaxuTe MHOpMaLmio, CBA3aHHYI0 C MOCTaBLLMKOM 0651a4HOro

cepsuca.

a. BbibepuTe nocraBLmka obnayHoro cepsuca. Ecnu Bal cepBuc coBMectum ¢ S3, HO OTCYTCTBYET B
cnucke, nonpobynte AuthV2-cosmectumsiin (S3) unu AuthV4-cosmectumbilii (S3) cepsuc.



b. B 3aBucumocTtum ot noctaBmka ykaxuTte PernoH, URL ayteHTUudpukauum (Keystone) nnu URL
TOYKM AOCTYyna.
c. Mpu ucnonb3oBaHnn 06 bEKTHOrO XpaHunuiua Swift ykaxute Bepcuio npoTokona
ayTeHTUdMKauum 1 Heobxogumele ans Hero aTpubyTol.
d. YkaxuTe yyeTHble faHHble nonb3oBatens. Mpu ucnons3osaHum Google Cloud BbiGepuTe chain
JSON c kntovamu ansa 3arpysku.
e. YKaxurte nanky (KOp3uHy, KOHTENHEP) ANA XpaHeHUs pe3epBHbIX Konui. Manka gonxHa obiTb
[OCTyMHa Ans 3anucu.
[na kaxgoro kKnacrepa XpaHunuia pe3epBHbIX KONuil crnefyeT UCNonb30BaTh OTAENbHbIN
KOHTEeNHep 06bEKTOB.
f. [Ons obbekTHOro xpaHunuuwia tuna AuthV4-coemectumbliii (S3) ykaxute, kakyto Moaenb
appecaunm HeobxoauMo UCMOoNb30BaTh AN AOCTYNa.
¢ Virtual-hosted style URLs. Agpeca Buga https://mybucket.s3.example.com/myobject.txt.
MpenHa3HayeHa ans 06nayHbIX S3-XpaHUImLL.
* Path-style URLs. Agpeca Buaa https://s3.example.com/mybucket/myobject.txt. lpenHasHayeHa
ONns nokarnbHbIX S3-xpaHunuuy,
Mopgenb Virtual-hosted style URLs ncnonb3ayetca no ymonyanuto. [1ns ncnosb3oBaHMs MOAENN
Path-style URLs ycTaHoBuTe dhnaxok Micnonb3oBaTb agpecauuio path-style.

g. HaxmwuTte kHonky [Oanee.

Bb 6EF3'L1TE' NoCTaBwMKa obnavHoro CEPBMCa W YKaxMTE MHQOPMaLMO ANA a}‘TE'HTIr’EbHHaLI,H M,
AOCTYNHYH 407 3anici KOp3WRY, YToBh XPaHWTE PE3SEPBHBIE KOMKWW, W APYTWE CBEJEHWNA.

Amazon 53

US East (Ohio)

bucketl

AKIAIOSFODNN7EXAMPLE

i

PaspeWwnTb MCNONb30BaHWE CamOonNoANNCaHHOro CEPTUdWKaTa 4NA OKOHEYHOR TOYKM (...



6. Ha ware Nonutuka xpaHeHus BbIGEPUTE HYXHbI YPOBEHb, 0651acTb OTKa30B U PEXUM U36bITOYHOCTH
OaHHbIX. MI36bITOYHOCTL 3a CYET pennukaummn He nogaepxneaetcs ans Backup Gateway.
JononHuTtenbHble cBeaeHusi CM. B pa3gene «MonuTuku xpaHunuiia B pyKOBOACTBE
agMuHUCTpaTopa. 3aTeM HaxmuTe KHornky Janee.

YpoBeHb 0

KoauposaHue 1+2, 200% ~

7. Haware DNS ykaxuTte BHelLHee JOMEHHOE UMS [iNA XpaHUN1LLa pe3epBHbIX KOMUI, HanpumMep
backupstorage.example.com. AreHTbl pe3epBHOro KoNMpoBaHusa 6yayT UCMONb30BaTh 3TO JOMEHHOE
umsa n TCP-nopt 44445 pna nepepaym AaHHbIX B XpaHunuiLe. 3ateM Haxmute KHonky [anee.

BHuMaHKe
» HactpownTte cBon DNS-cepBep B COOTBETCTBUMN C NPUMEPOM, NMPUBEAEHHBIM Ha NaHENN
agMuHUCTpaTopa.

 [lpu Kaxaom M3MeHeHUN ceTeBo KOH(UrypaLMm CeEpBEPOB B KIlacTepe XpaHunuLla pe3epBHbIX
Konwuit koppekTupyiTte 3anucu DNS cooTBeTCTBYOLMM 06pa3om.

1
(=]
i
L

backupstorage.example.com

W13-3a 3TOro MOXeT NoHaA06UTbCH U3MEHWUTL KOHPUIypauuo DNS-cepeepa. KoHpUrypaums
MOXET BbIrNAAETb CNefytowim obpasom:

STTL 1h

@ IN SOA nsl.myhoster.com. rootbackupstorage.example.com. (
2024050813 ; serial
1h ;refresh
30m  ;retry
7d ; expiration

Th) ; minimum

' |Jrimar';.f name server

M5 ns1.myhoster.com.



MpumeyaHue
B cnoxHbix cpegax MoxHO ncnonb3osatb HAProxy ans cosgaHnsa maclutabupyemoi n3bbiToyHom

nnatdopmbl 6anaHCUPOBKU HArpy3KKu, KOTOPYH MOXHO JIEFKO NepeMeLLaTh UM NEPEHOCUTD,
He3aBucumo oT npoaykTa Knbep NHdbpacTpykTypa. [lononHuTenbHble CBeAeHus CM. B cTaTtbe Kak

3anyctutb xpanunuiie 3a HAProxy.

8. Ha ware Y4yeTHasa 3anucb KubepnpoTtekT ykaxute cregytoLlyto nHopmaLmio A5 Bawero npoaykTa
KnbepnpoTekT:
* URL-appec noptana ynpasneHus obnakom unu umsi xocta/lP-agpec 1 nopt nokanbHoro cepeepa
ynpasneHus (Hanpumep, http://192.168.1.2:9877)
* [aHHble NapTHEPCKOM y4YETHOM 3anucu B 0b6nake unm yueTHble AaHHble aflMUHMCTpaTopa
opraHv3auun Ha NIoKanbHOM cepBepe ynpaBneHus.

9. Ha ware CBogka NpocMOTpuTE KOHpurypauuto n Haxmute Co3pgaTb.


https://kb.cyberprotect.ru/articles/174
https://kb.cyberprotect.ru/articles/174
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