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1 MoppepxuBaemMble TUMbl XpaHWUNWLL,

MocTaBLUMK yCryr MOXeT HacTpouTb Kubep MHdpacTpyKTypa Ans XxpaHeHus Balmx AaHHbIX B TPEX TUMax

XpaHunuLy;
e XpaHunuiie o6bekToB S3 s XpaHeHUs HeorpaHMYEHHOro KonnyecTsa 06 beKToB (dhainos).
¢ BnouHoe xpaHunuie iISCSI ana suptyanusaumu, 6a3 gaHHbIX U Apyrux NoTpebHoCTEN.

¢ Toma NFS ansi xpaHeHus HeOrpaHU4YEHHOro Konn4yecTaa hannos NocpeacTBOM pacnpeaeneHHon

¢annoBo CUCTEMBI.

B cnepytowmx pasgenax nogpobHo onucaHbl cnocobbl ocTyna K faHHbIM B Knbep VMiHdpacTpykTtypa.



2 [ocTtyn K Kop3auHam S3

[na poctyna K Kop3uHam S3 nony4nTte cnepyowme ceefeHus (y4eTHble faHHbIe) OT CUCTEMHOIO
agMVHUCTpaTopa:

¢ |P-apgpec nonb3oBaTenbLCKOM NaHenu

¢ DNS-umsa oKkOHeYHOM TOYKM S3

* NpeHTudpumkartop Kniova gocrtyna

e CeKpeTHbIN KIoY JocTyna

Knbep NHpacTpykTypa no3BonsieT nosy4vaTb AOCTYN K fl@aHHBbIM S3 HECKONbKUMM cnocobamu:

¢ Yepes nonb3oBaTenbckyto naHens Kubep MiHdpactpykTypa

* Yepes cTopoHHee npunoxeHune S3, Hanpumep Cyberduck, Mountain Duck n 1. n.

2.1 YnpasneHne Kop3nHamm C NOMOLLbIO
nonb3oBaTenbckon naHenun Knbep MHdpacTpykTypa

B aTom pasgene onuncaHo, Kak ynpasfsiTb KOP3nHaMu 1 X COAEPXUMbIM C NONb30BaTENbCKON NaHenu
Knbep NHpacTpykTypa.

2.1.1 Bxop Ha nonb30BaTenbCKyo NaHesb
[lna BxoAa Ha nonb3oBaTenbCkyto NaHenb Kubep MHgpacTpykTypa BbINoMHMTE creayowme 4encTBus.

1. Ha nio6om komnbloTepe ¢ AOCTYNOM K Be6-uHTepdeicy oTkpoinTe B Be6-6pay3epe hitp://<IP_aapec_
naHenv_nonb3oBatena>:8888/s3/.

MpumeyaHue
Ecnu Bbl ucnonb3yeTe caMmo3aBepsoLwmn ceptudukar, 4obaBbTe ero B UCKNoveHnsi bpaysepa.




ABTOpM3auna
TOUKA AOCTYNA

s3.example.com

NAEHTU@WMKATOP KNHOYA JOCTYTIA

fObbeee525d9f3c41UGK

CEKPETHBIA KJTHOY JOCTYTIA

LR L LR L L L R R L L L L

ABTOPM3ALWNA

2. Ha akpaHe Bxofa BBeAMTE yyeTHbIe AaHHble U HaxMuTe BonTum.

Mocne Bxoaa B Be6G-MHTepdec oTkpoeTcs 3kpaH KOp3uHbI CO CNMCKOM KOP3UWH. 34eCh MOXHO

YNpaBnsTb KOP3MHAMU, @ TaKXe nankamu u annamm, XpaHaLMMUCS BHYTPU KOP3UH.

[lnqa BbIXoAa LWENKHUTE No 3HauKy Nonb30BaTens B NpaBoOM BEPXHEM yrny Nio6oro aKpaHa u HaxmuTe
BbiATu.

2.1.2 OobaBneHue, yoaneHue n nepedyncrieHne KopamH S3

Ha akpaHe Kop3uHbi:

¢ Y106bl 106aBUTb HOBYIO KOP3UHY, HaxmMuTe [Lo6aBUTb KOP3UHY, YKaxuTe UMs 1 Haxmute [o6aBuTb.

X [obaBuUTb KOP3UHY

MMA KOpP3WHGI

bucket

AOBABUTL I | OTMEHWTDE
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Mcnonb3yinTe MeHa KOp3WH, COOTBETCTBYHOLLME cornalleHnsm 06 umeHoBaHnn DNS.
[ononHuTenbHble cBeageHna 06 MMeHoOBaHUM KOP3uH CM. B pa3zene "MonnTtukm MMeHoBaHUs KOP3uH u
kntoyen S3" (cTp. 12).

* YT06bl y1aNUTb KOP3UHY, BbIENUTE €€ U HaxXMUTe YAanuThb.

¢ Y100bl BLIBECTU CMIUCOK COAEepPXMMOIro KOpP3UHbI, LLIeJNTKHUTE No ee MMEHN B CrNUCKe.

2.1.2.1 NepeuncneHne cooepXmnmoro KopamHbl S3 B bpay3epe

MOoXHO NepeyncnuTb CoaepXMmMoe KOp3uHbl C NOMOLLIbI0 BeG-6pay3epa. [Ons atoro otkponte URL-
agpec, cocToAwmi n3 BHewwHero DNS-nmeHn koHeuHon Toukn S3, ykazaHHOW Npy co34aHum Knacrtepa

S3, u uMeHu Kop3uHbl, Hanpumep s3.example.com/mybucket.

MpumeyaHue
TakXe MOXHO CKOMMPOBaTb CCbISIKY HAa COQEPXUMOE KOP3UHBI, LLENKHYB MO Hel NpaBo KHOMKON MbILn

B CyberDuck n 3atem Bbi6paB Konnposatb URL-agpec.

2.1.3 Co3pgaHue, yoaneHne n nepeyvmcrneHme nanok
Ha akpaHe coaep>XmMmMoro Kop3uHbi:

¢ Y106bI CO30aTb nanky, HaxmumTe Hosas nanka, YKaXxuTte nmMma nanku B OKHe HoBas nanka n Haxmute

Jdo6aBuThb.

»  Hoeag nanka

KM\ nankia

folder

AOBABNTE I | OTMEHWTE

* YT06bl yAanuTb Nanky, BbIAENMTE ee 1 HaxXmute Yoanutb.

¢ Y100bl BLIBECTM CMINUCOK coAep>XMMoro nanku, WenkHnTe no ee MMeHN.

2.1.4 3arpy3ka u ckadnBaHue ¢annos

Ha akpaHe coepX1MmMoro Kop3uHbl Uiy Nanku:



¢ Yt06bI 3arpy3uTb channbl B S3, Haxmute 3arpysuTb U BbIbepuTe aisbl ons oTrpasky.

KopanHbl ~ bucket? @
Tvn Mma Pasmep MocnegHWe M3MEHEHKMA D HoBas nanka
] folder1/
b
- file1.test 93 bytes 11 WioHb X sarpysus daiin

3arpy3ka dainos 1 n3 1

file2.test 107.8 MB

¢ Yt06bI cKayaTh (hainbl, BeibepuTe nx n Haxmute CKavaTb.

2.2 [octyn Kk xpaHnnuuwy S3 ¢ nomoLupio CyberDuck

YTto6bI nonyuntb gocTyn kK Knubep MHdpactpyktypa ¢ nomoubto CyberDuck, BbinonHuTe criepytoLme

JnencrTeus.

1. B CyberDuck Haxmute OTKpbITb NOAKSIOYEHHE.

2. Ykaxute y4YeTHble AaHHbIe.

e [1oMeHHOEe MMSA OKOHEYHOW TOUKM S3.

* UpeHTudukaTop knioya goctyna v lNaponb, cekpeTHbIN KoY JOCTyMNa nonb3oBaTens
XpaHunua o6 beKToB.

Open Connection @
EX pAmazon 53 -
Server  s3.dns.name.com Port: 4431=

URL:  hitps://a23859c7af2951f1 HEYF@s3.dns.name.com

Access KeyID:  a23859c7af2951f1HEYF
Password: essssssssssssssssssesssssssesnenensenens
[] Anonymous Login
S5H Private Key: | Mone
Save Password

v More Options

Mo ymonyaHuio NoAkKMYeHne ycTaHaBnueBaeTcs Yepes npotokon HTTPS. Ytobbl ncnonb3oBaTtb
CyberDuck noeepx HTTP, Heo6xoanmo ycTaHOBUTL crieupanbHbIi npoduns S3.


https://trac.cyberduck.io/wiki/help/en/howto/s3

3. Tocne Toro kak nogkntoyeHue byaeT yctaHoBneHO, Bbibepute Paiin > Co3path Nanky, 4tobbl

co3[aTb KOP3UHY.

* Create new folder

Enter the name for the new folder

bucketl

[ Create l I Cancel

4. YKaxuTe umsi o HOBOM KOP3UHbI, a 3aTeM Haxmute CosaaTtb. Vicnonb3yinte MMeHa KOp3uH,
COOTBETCTBYHLUME cornalleHnsm o6 umeHoBaHuyn DNS. [lononHuTenbHble cBeAeHUst 06 UMeHOBaHWM

KOpP3uH cM. B pa3zene "lMonutrukn nMeHoBaHMs KOp3uH u knoven S3" (cTp. 12).

HoBas kop3uHa nosisutca B CyberDuck. Bbl MoXxeTe ynpaBnsiTb €10 M ee COAEPXNMbIM.

2.2.1 YnpaBneHue BepcusiMn KOp3mH S3

YnpaBneHve BepcusiMv No3BosisieT NoAAePXMBaTh HECKOTbKO BApMaHTOB OAHOIro 06beKTa B OAHOW 1 TON
Xe kop3uHe. C ero NoMoLLbio MOXHO XpaHUTb, 3BJeKaTb U BOCCTAHABNMBATbL 0OYI0 BEPCULIO NOGOro
06bekTa, XpaHsiLieroca B Ballei kopanHe S3. C ynpaBneHnemM BeEPCUsIMIU MOXHO NErko BOCCTaHaBNMBaThb
cMCTeMy nocre Kak HernpeaHaMepeHHbIX eUCTBUI Nonb3oBaTenen, Tak u c6oeB NPUNoXeHUN.

[ononHutenbHble cBeAeHns 06 ynpaBneHuy BEpCUaMm KOP3WH CM. B IoKyMeHTaLum Amazon.

YnpaBneHne BepcusiMmmn KOP3uH Mo yMmosn4vaHuio oTkntoyeHo. B CyberDuck ero MOXHO BKNOYMTL B

CBOWMCTBAX KOP3WHbIl, HAaNpUMep:

Info - folderl i
General Permissions  Metadata Distrib.ution.(CDN] 53
Location US East (Morthern Virginia)
Storage Class | Regular Amazon 53 Storage -

Encryption Unknown

Transfer
Legging [T Bucket Access Logging

Write access logs to selected container.

’None -

Analytics
None
Open the URL to setup log analytics with Qloudstat.

Versioning Bucket Versioning

You can view all revisions of a file in the browser by choosing View —
Show Hidden Files.

[ Multi-Factor Authentication (MFA) Delete

Lifecycle [] Transition to Glacier

’af‘terl Days v]
[7] Delete files

’ after1 Days - ]



http://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html

2.3 lNMopkntoyeHne xpanunuuwa S3 ¢ nomoLlbio Mountain
Duck

Mountain Duck no3songaet nogxnioumTb xpaHunuiie Kubep Mudpactpyktypa S3 n o6palatbecs K HeMy

Kak K 06blYHOMY AMCKY. BbinonHuTe cneaytolime nencTeus.

1. Ecnu nocTaBLUMK ycnyr npegocTtaBun Bam SSL-cepTudmkat, ycTaHOBUTE €ro.

2. B npunoxenunn Mountain Duck HaxmnTe Co3faaTth 3aKnapky.

MNew Bookmark I:}

Sort By b
4) History »

About

Help

Quit

3. B okHe cBoIiCTB BbibepuTe Npochuns Amazon S3 13 nepBoro packpbiBaloLErocs Cnmcka u ykaxure
cregytoLue napameTpsbi:

* Wmsa gucka B none NceBAOHUM
* DNS-umsi okoHeuHon Toukm B none Cepaep
* VpeHTudukaTtop knoya goctyna B none Ma nonb3osatens

Haxmute NoakntounTtb.



1 Amazon §3 h¢

Mickname: 53 Storage

URL: https://e5afdeeb012d44d3RRFD@s3.dns.name.com

Serverr  s3.dns.name.com Port: 443

Username:  eSafdeeb012444d3RRFD
[C] Ananymaus Login
55H Private Key: MNone
Client Certificate: |None ¥

Path:

Encoding: UTF-8

Notes:

Timezone: UTC

Drive Letter: |Auto M
Mount Options: [C] Read Only

[ Connect |[ Delete

4. B okHe Bxoaa ykaxuTe CeKpeTHbIN KIoY JOCTyna U HaxmuTe BonTu.

F\ Login s3.dns.name.com

—— |Login s3.dns.name.com with username and password. No login
credentials could be found in the Keychain,

Access Key ID:  eSafdeeb012d4443RRFD
Secret Access Key: PSR RFRRRNNR RN RNRNRNRNNRENRRRNRRRREROR RS

[C] Anonymous Login

55H Private Key: [Ncme v| [ Choose... |

[[] save Password [ Login |[ Cancel |

Mountain Duck nogkniount xpaHunuie S3 B BUAe aucka. Ha gucke Bbl CMOXeTe ynpaBnisiTb KOP3VHaMM 1
COXpaHATb B HUX hannbl.

2.3.1 Co3pgaHue Kop3nH S3 B NOAKMHOYEHHOM XpaHunuile S3

OnepauuoHHble cuctembl Windows n macOS, nogaepxuBaemsblie npunoxexHmem Mountain Duck,
WUHTEePNPEeTUPYIOT KOP3UHbI Kak Nanky B Cliy4yae noakniveHns xpaHunuwa S3 kak gucka. B o6enx
onepaLMoHHbIX CUCTEMaX MMSA HOBOW Narku no yMon4aHuio coaepXuT npobensl. 3To HapywiaeT
cornatleHunsi 06 MMeHoBaHMN KOP3UH (CM. "TToNMTUKN MMeHOBaHWSA KOP3UH U kntodern S3" (cTp. 12)),
No3TOMY Hemnb35 CO34aTb HOBYIO KOP3UHY HEMOCPEACTBEHHO B MOAKITIOYEHHOM XpaHunuuie S3. YTobbl

€o3aaTb KOP3WHY B NOAKMHOYEHHOM XpaHunuuie S3, co3aaiTe nanky ¢ UMeHeM, COOTBETCTBYIOLLUM



cornawueHnsam o6 nmeHosaHun DNS, B nio6om Apyrom Mecrte 1 CKONupynTe ee B KOPHEBOW KaTanor
NOAKITIOYEHHOro XpaHunuwa S3.

2.4 T1onNUTUKN NMEHOBAHUS KOP3WH U KItouen S3

PekomeHayeTcsa ncnonb3oBaTb UMeHa KOP3uH, COOTBETCTBYOLLME cornalleHmsam o6 nmeHoBaHum DNS:
e anuHoun ot 3 Ao 63 CMMBOIOB;
¢ [ONXHbl HAYNHATBLCS U 3aKaHYMBATBLCA OYKBOM HUXHErO pernctpa unu umdpo;

e MOTYyT cofepxaTb 6YKBbl HUXHEr0 perncTpa, umdpbl, Toukm (.), aeducsl (-) 1 CUMBOSIbI
nogvepkmnanusa (_);

e MOrYT NPeacTaBnATb Co60it pAa A0NYCTUMbIX YacTei MMEH (ONUCaHHbIX paHee), pa3aesieHHbIX
TOYKaMU.

Krtoy 06bekTa MoXeT 6biTb CTPOKON M3 Mobbix cMMBOIOB B koamposke UTF-8 anuHon go 1024 6ant.



3 HdocTtyn K uenesbiM ycTponucTteam iSCSI

B aTom pasgene onuncaHbl cnocobbl NpUKpennenns LenesbiX ycTponcTs iISCSI kK onepauyoHHbIM
cucTemMam M CTOPOHHUX peLLeHnid Ana BUpTyanuaawmm, KoTopble NogaepXmnsatoT aBHbIn pexum ALUA.

3.1 Loctyn K uenesbiM ycTponcTeam iSCSI ns VMware
ESXi

Mepepn ucnonb3oBaHuem TomoB Knbep NHdpacTtpyktypa ¢ VMware ESXi Heob6xoanmo HacTpontb
NpoayKT AN1s Haanexatlen paboTbl C aKkTUBHbIMU/MACCUBHBIMU MaccMBamMmn XpaHeHus aaHHbix ALUA.
PekomeHayeTcs nepekniounTbes Ha NonuMTuky Boidopa nytm VMW _PSP_RR ang nsbexaxua npobnem.
Hanpumep, B VMware ESXi 6.5:

¢ Yt06bI 33gaTb PSP no ymonyaHuio gns BCeEX yCTPOWCTB, BbINOSIHUTE:

# esxcli storage nmp satp rule add --satp VMW_SATP_ALUA --vendor VSTORAGE \
--model VSTOR-DISK --psp VMW_PSP_RR -c tpgs_on

¢ Yt06bI 33paTb PSP gns onpepgeneHHoro ycTponcTea, BbINOMHUTE:
# esxcli storage core claimrule load
Tenepb MOXHO NEpPenTn K CO3AaHNI0 XpaHUnuLL AaHHbIX 3 ToMoB Knbep NHdpacTpykTypa,

3KCMOPTMPOBaHHbIX Yepe3 iISCSI. BoinonHuTe Bxoa Ha Beb-naHenb VMware ESXi, a 3aTeM BbINonHUTE
cnepyoLme nencTeus.

1. B Navigator nepeingute Ha Bknagky XpaHunuiie > Agantepbl 1 HaxmuTte Hactpoutb iSCSI.

Datas tores Ada plers Devices

Configure iCSI Rescan & Refresh (@ Search
Name | Configure iSCSI for this host | | Dbleek v | EEnE ¥ | i ~
&8 vmhbal Sunrise Point-H AHCI Controller Unknown wrm_ahizi
wmhbabd 303 Sottware Adapter Cnline imesi_wmk

2items

2. B okHe HacTpoiika iSCSI wenkHute Jo6aBUTb CTaTU4ECKOE LieneBoe yCTPOUCTBO B pasaerne
CraTtuyeckue Lenesble YCTPoCTBa, ykaxuTe IQN gns uenesbix ycTponcTs, IP-agpeca v nopTol.
Haxmute CoxpaHUTb KOH(Urypauuio.



3. MMepenaunTe Ha BkNaaky YcTpoicTea u Haxmute O6HOBUTL. B cnicke ycTpocTB NOSIBUTCS TOMbKO

4yTOo D,OGaBﬂeHHbIVI AUNCK.
Datastores Adapters Devices
3 New datastore B Increasecapacity B Rescan & Refresh (Q Search |
Mame w Status v Type ~  Capacity ~ Queus... ~  Vendor w
2 VETORAGE ISCEI Disk [eui 8164383063623733) @ Normal Disk 10 GB 128 WETORAGE "

1 items P

4. Bblbepute guck n Haxmute Co3pgaTbh XpaHUNULLE AiaHHbIX. B 0TKpbIBLLIEMCS MacTepe BBeaUTe MMs

ONA XpaHunuLla AaHHbIX U BbibepuTe napamMeTpbl Co3laHnsa pasaenos. Haxmute 3aBepLlumnTb, YTOGbI
chakTnyeckn pasbutb AUCK Ha pa3gensl.

MpepynpexneHue
Mpu pa3buBke Ancka Ha pasaernbl BCe AaHHble C HEero byayT yaaneHsol.

B cnucke XpaHUInLW, OaHHbIX NOABUTCA rOTOBbIN K MCNONb30BAHUIO ANCK. Tenepb MOXHO npocmaTpuBaTb

ero cogep>xmmMmoe C NoMoLLbo 0603peBaTenﬂ XpaHunuiia gaHHbIX 1 BbiOENNTb €ro pecypcbl And
BUPTYanbHbIX MaLUWH.

Datastores Adapters Devices
3 New datastore £y Registera v Lﬁa;l Catastore browser & Refresh
[ Q Search |
Mame & DriveTy...~ | Capacity « | Provisi... ~ | Free ~ | Type w  Thinpr.. ~ | Access
B datastore0d Mon-280 375 GB 1.41 GE 3.34 GE WMF3E Supported  3ingle
1items
MpumeyaHue

Ecnu y3en ESXi notepset cBa3b ¢ xpaHunuwamm gaHHbix VMFS3 unu VMFSS, cneayinte MHCTpyKUMAM B
cTtatbe 6a3bl 3HaHuM #2113956.

3.2 [octyn K uenesbiM ycTponcTBam iSCSI 13 Linux

YT06bI NoaKkntounTb iISCSI-mHMUmaTop Ha ocHoBe Linux k uenesbiM ycTponcTteam iSCSI npoaykta Knbep
WHdpacTpykTypa, paboTatoum B pexmume ALUA, BeinonHUTE cnefyoLme 4eNCTBUS.

Configure iSCS|
Static targets 3 Add static target (@ 2earch "
Target v | Address ~ Port v
iqn.2013-10.comvstoragetest] 10941258197 3260
iqn.2013-10comstoragetest? 1084125205 3260 |E|
iqn.201 3-10.com vetoragetestd 1084.425.207 3280
[ Save a‘ﬂ_pfiguration l | Cancel
N7 #


https://kb.vmware.com/s/article/2113956

1. Y6eautecb, YTO YCTAHOBMEHbI HEO6XOANMbIE MaKeTbl.

* B cucremax Ha 6ase RPM (CentOS u gp.) BbinonHuTe:

# yum install iscsi-initiator-utils device-mapper-multipath

* B cucremax Ha 6a3e DEB (Debian u Ubuntu) BbinonHute:

# apt-get install open-iscsi multipath-tools

2. Coszpaitte n uamenute dainn koHdurypaumm /etc/multipath.conf cnepytowmm obpasom.

devices {
device {
vendor "VSTORAGE"
product "VSTOR-DISK"
features "2 pg_init_retries 50"
hardware_handler "1 alua"
path_grouping_policy group_by_node_name
path_selector "round-robin 0"
no_path_retry queue
user_friendly_names no
flush_on_last_del yes
failback followover
path_checker tur
detect_prio no
prio alua

3. 3arpysute Moaynb siapa 1 3anycTUTe CEPBUC MHOXECTBEHHbIX NMyTei.

# modprobe dm-multipath
# systemctl start multipathd; systemctl enable multipathd

4. Tpun HeobxoanmocTn BKtounTe napameTpbl CHAP node.session.auth.* n
discovery.sendtargets.auth.” B /etc/iscsi/iscsid.conf.

5. 3anyctute cepBucol iISCSI.

# systemctl start iscsi iscsid
# systemctl enable iscsi iscsid

6. BbinonHMTE 0GHapyXxeHne BCeX LieneBbIX yCTPONCTB Mo ux IP-agpecam, Hanpumep:

# iscsiadm -m discovery -t st -p 10.94.91.49 10.94.91.49 3260,1 \
iqn.2014-06.com.vstorage:target1
# iscsiadm -m discovery -t st -p 10.94.91.54 10.94.91.54:3260,1\
iqn.2014-06.com.vstorage:target2



# iscsiadm -m discovery -t st -p 10.94.91.55 10.94.91.55:3260,1 \
iqn.2014-06.com.vstorage:target3

7. BbInonHuTe BXoA, Ha O6HapyXeHHbIE LieNnieBble YCTPONCTBa, Hanpumep:

# iscsiadm -m node -T ign.2014-06.com.vstorage:target1 -I
# iscsiadm -m node -T iqn.2014-06.com.vstorage:target2 -I
# iscsiadm -m node -T ign.2014-06.com.vstorage:target3 -|

8. Onpepenute npgeHtndukaTop ycrpomncrea Multipath, Hanpumep:

# multipath -II
360000000000000000000b50326ea44e3 dm-10 VSTORAGE,VSTOR-DISK
size=200G features='2 pg_init_retries 50" hwhandler='1 alua' wp=rw
|-+- policy="round-robin 0' prio=50 status=active
| - 6:0:0:1 sdf 8:80 active ready running
|-+- policy="round-robin 0' prio=1 status=enabled
| *- 8:0:0:1 sdj 8:144 active ghost running
“-+- policy="round-robin Q' prio=1 status=enabled
*-7:0:0:1 sdh 8:112 active ghost running
# fdisk - | grep 360000000000000000000b50326ea44e3
Disk /dev/mapper/360000000000000000000050326ea44e3: 10.7 GB, \
10737418240 bytes, 20971520 sectors

Takxe ngeHTudmkatop yctponctea Multipath MoxHo nonyunTb nytem fobaeneHus
360000000000000000000 k nocnegHUM LeCTn bantam naeHTudgrkaTopa Toma. B npuBeaeHHOM
Bbiwe npumepe 360000000000000000000b50326ea44e3 — upeHTncmkatop yctponctea Multipath,
COMOCTaBNeHHbIN N3 naeHTudmkaTopa Toma 61c9d567-4666-4¢c16-8030-b50326ea44e3.

Tenepb MOXHO co3aaTb pa3aerbl Ha ycTponcTee iSCSI
(/dev/imapper/360000000000000000000b50326ea44e3 B faHHOM NpuUMepeE), a Takxe 0ThopmMaTUpoBaThb

M NOAKITIYNTbL €ro K cepeepy nHnumatopa C noMoLbio CTaHOapPTHbIX CpencTs Linux.

Korpna Bam 6onblue He TpebyeTcs BHellHee ycTponcTBo iSCSI, ero MoXHO yaanvTb U3 cepsepa
nHuumaTopa cneayowmm o6pasom.

1. Y6eputecn, 4to ycTpoincteo iSCSI He ucnonbayeTtcs.

2. OTKMIOUUTE MHOXECTBEHHbIE MYTU K YCTPOWUCTBY, HaNpumep:

# multipath -f /dev/mapper/360000000000000000000b50326ea44e3

3. BbinonHuTe BbixopA, € LeneBbix ycTponcTs iSCSI, Hanpumep:

# iscsiadm -m node -T ign.2014-06.com.vstorage:target1 -p 10.94.91.49:3260 -u
# iscsiadm -m node -T ign.2014-06.com.vstorage:target2 -p 10.94.91.54:3260 -u
# iscsiadm -m node -T ign.2014-06.com.vstorage:target3 -p 10.94.91.55:3260 -u

4. Ypanute uenesble ycTponcTBa iSCSI, Hanpumep:

# iscsiadm -m node -o delete -T ign.2014-06.com.vstorage:target1 \
-p 10.94.91.49:3260



# iscsiadm -m node -o delete -T ign.2014-06.com.vstorage:target2 \
-p 10.94.91.54:3260
# iscsiadm -m node -o delete -T ign.2014-06.com.vstorage:target3 \
-p 10.94.91.55:3260

3.3 Loctyn K uenesbiM ycTponcteam iSCSI n3 Microsoft
Hyper-V

Mepepn nogkntoueHnem iISCSI-uHnumatopa Microsoft Hyper-V k uenesbim ycTporictBam iSCSI,
paboTatowmm B pexume ALUA, Heo6xoauMo YCTaHOBUTb 1 HacTpouTb koMnoHeHT Multipath 1/0 (MPIO).
OTOT KOMMOHEHT MOXHO Ucnofib3oBaTth, HaymHasa ¢ Windows Server 2008 R2. YT1o6bl noaKIo4NTb

uHULMaTop, HanpuMmep, Ha cepBepe Microsoft Hyper-V Server 2016, BeinonHuTe crnepyowme AenCTBuUs.
1. 3anyctute Windows PowerShell c npasamu agmuHucTtpatopa un yctaHosute MPIO.

> Enable-WindowsOptionalFeature -Online -FeatureName MultiPathlO

CepBep aBTOMaTUYECKM NEpe3arpy3nTcs, YToObl 3aBEPLUNTb YCTAHOBKY.
2. B koHconun Windows PowerShell HacTpoiite MPIO cnepytowwmm obpasom.

a. Bkniouute nogaepxky guckos iSCSI.

> Enable-MSDSMAutomaticClaim -BusType iSCSI

b. YcTaHoBuUTe NONUTUKY NepekntoyeHus npu cboe « Tonbko NepekntoyeHne npu cboex». B aTol
NONUTUKE UCMONb3YETCHA eANHbIA aKTUBHBIN NyTb A1 Nepeayn BCEro BBOAa-BbIBOAA, a BCE
ocTarnbHbIe NYTU ABNAIOTCA pe3epBHbIMU. Ecnn no akTMBHOMY nyTu npou3onaet cbon, bynet
UCMNonb30BaTbCA OAMH U3 pe3epBHbIX NyTel. [Nocne BOCCTaHOBNEHNSA MYTU OH CHOBA CTaHeT

aKTUBHbIM.

> Set-MSDSMGlobalDefaultLoadBalancePolicy -Policy FOO

c. Bknounte Bepudumkaumio nytu. o ymonyaHuio uHnumaTop yaet BepnuduumnpoBaTth Kaxabll NyTh
kaxgple 30 cekyHa.

> Set-MPI0OSetting -NewPathVerificationState Enabled

d. Tllepe3zarpysuTe cepBep.

3. lMopkniounTe LeneBble yCTPOMUCTBA K MHULMaTopy iISCSI cnepytowmm obpasom.
a. B okHe MaHenb ynpaBneHus > Cuctema n 6esonacHocTb > AGMUHUCTpUpoBaHue > CepBUChI
ybeaunTech, 4To CepBuc nuuuymatopa MaikpocodT iISCSI paboTaeT 1 aAna Hero yCTaHOBMEH TUN
3anycka ABTOMaTU4YECKHU.



i Services - [} =
File Action View Help
e | BTz HEI v o 0w

o Senvices (Local) ‘_.—_‘('s Senvices (Local)

-~

Microsaft iSCSI Initiator Service Mame Dreseription Status Startup Type Log On As ©
) :ﬂaLink-LayerTopnlng}r Discovery Map... Creates a N... Manual Local Servi
Eléfa,lr;:hs::::icc l::éi';anal Session Manager Core Windo... Running  Automatic Lecal Syste
£h Microsoft (R) Diagnostics Hub Stand... Disgnostics ... Manual Local Syste
(£ Microsoft Account Sign-in Assistant  Enables use... Manual (Trig... Local Syste
Description: (£ Microsaft App-V Client Manages A... Disabled Local Syste

Manages Internet SC51 (i5CS1)

sessions from this computer to

croseft iSCS| Initiator Service Manages In.. Running Automatic

: Microsoft Passport Provides pr... Manual (Trig...  Local Syste

remote 15C5] target devices. If this ﬂ-rv{

service is stopped, this computer will (5} Microsoft Passport Container Manages lo... Manual (Trig... Local Servi

nat be able to Iuglln or access ISLE| £} Microsoft Software Shadow Copy Pr...  Manages so... Manual Local Syste

izgf:;?;:;i:;ﬁ;;z::::;fﬂ?y :,?;Micmsuﬂ Storage Spaces SMP Hest service... h-'!anual Mebwork 5.

will fail to start. £ NC Hest Agent Metwork Ca.. Dizakled Local Syste
@\;Nellcp Port Sharing Senvice Provides abi... Disabled Local Servi
k‘i’;thlugun Maintains a ... Manual Local Syste
15 Metwork Connection Broker Brokers con.. Rumning  Manual (Trig.,  Local Syste
:ﬂaNetwnrtCunnectiuns Manages o... Running  Manual Lecal Syste
i:‘};NeMort Connectivity Assistant Provides Dir... Manual (Trig... Local Syste
'-F:*;Nchnwk List Service Identifies th... Running  Manual Local Servi
£ Network Location Awareness Collects an...  Running  Automatic Mebwork 5
'-E},Netvmrt Setup Service The Metwer.. Running  Manual (Trig.. Local Syste
3.§:P;Nerwnrt Store Interface Service This service .. Rumning  Automatic Lecal Servi
;,':‘E':Olﬂi re Files The Offline ... Disabled Lecal Syste
'«E'::';Optimiz: drives Helps the c... Manual Local Syste
£ Performance Counter DLL Host Enables rem... Manual Local Seri ¥
< >

" Extended | Standard /

b. 3anyctute MHuumaTop iSCSI.

c. B okHe CpoiicTBa niuumatopa iSCSI otkpointe Bknagky O6HapyxeHue 1 Haxmute OBHapyXutb
noptan.

iS5l Initiator Properties ot

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration

Target portals
The system will look for Targets on following portals: Refresh
Address Port Adapter IP address
To add a target portal, did: Discover Portal, | Dismue;\P‘anl. - |
Ly
To remove a target portal, select the address above and Remave

then dick Remave,

d. B okHe OGHapyxeHue LeneBoro noprana seeaute Leneson IP-agpec n Haxmute kHonky OK.
MoBTOPUTE 3TOT LAl A1 KaXA0ro LEefieBoro yCTpoMNCcTBa U3 LieNIeBON rpynnbl.
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Discowver Target Portal

Enter the IP address or DMS name and port number of the portal you

want to add.

To change the default settings of the discovery of the target portal, dick

the Advanced button.

IP address or DMNS name: Port: (Defaultis 3260.)

10.94.22. 166 | | 3260

Advanced... IKI Cancel

e. Ha Bknagke LleneBble ycTpoictBa HaxmnTe OBHOBUTb, YTOObI 0GHApYyXnTb fo6aBNeHHbIe

LienieBble YCTPOICTBA.

ISCSI Inttiator Properties

Targes Discowery Favorite Targets Volumes and Devices RADIUS  Configuration

Quidk Connect

To discover and lag on 1o & target using & basic connection, type the IP address of

DME name of the target and then didk Quidk Connect.

Target: | Quidk Connect. ..

Discovered targets
| Refesh |

Mame Status .l

Ign. 20 14-06.com. vetorage: target 1 Inactie

ign. 2014-06.com, vstorage: target2 Inactive

ign. 20 14-06._com, velorage: target3 Inactive
To connect using advanced eplions, salect a target and then Connect
didk Connect,
To completely dsconnect a target, select the target and Dizeormect
tren dick Disconnect. e
For target properties, including configuration of sessions, Freparties
select the target and dick Proper ties.
For configuration of devices assooated with a target, select Devicas. ..

the target and then dick Devices,

f. Haxmute MopgKnounTb Ana Kaxaoro LeneBoro yCTporucTBa, YTobbl MOAKMHYMTL ero K
uHuumatopy. B okHe MNopknioyeHue K ueneBoMy yCTPOMCTBY YCTaHOBUTE (hriaxok BKounTb

MHOXECTBEHHbIN NYTb 1 HaXMuTe KHOMNKy OK.
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Connect To Target ot

Target name:

| ign. 2014-06,com, vstorage: targetl

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts,

Enable multi-path

Advanced... IKI Cancel

g. Ha Bknagke LieneBble ycTpoiicTBa HaxmMuTe YCTPOMCTBA..., BbibepuTe noaknoveHHbin LUN un
Haxmute MPIO...

Devices x
Name Address
Port 4: Bus D: Target 0z LUN O
Dusk 2 Port 4: Bus 0: Target 0z LUM 1
Volume path names:

Legacy device name: . PhysicalDrive &

Wmplosdiskiven_wstoragebprod_vstor-diskérev_3
Device interface name:
L >

Configure Multipath [0 (MPIO)

lSS?ET iﬁi‘fﬂ%‘%‘f"m | M. |

h. Y6eautecn, uto nogkntoyeHHbln LUN nmeeT HeCKOMNbKO nyTe.
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Device Details 4
MPID
Load balance policy:
Fai Ower Only w
Desoiption
The fall ower policy employs one active path and designates all
other paths a5 standby. The standby paths wil be tried on a

round -robin approach upon falure of the actve path untd an
avalable path is found.

This device has the folowing paths:
PathTd  Status Type Weight  Session ID
Ox7704,.. Conne... Active nfa ffifes02d2a500 10-2000
Ox¥?04... Conne... Standdy mnfa e 502d2a500 10-4000
07704,.. Conne,.. Standby  nfe Ffe502d 22500 10-5000
< >
Details Edit...

Tenepb MOXHO UHULMANN3NPOBATb TOMbKO YTO A0OABNEHHbIN AWUCK AN UCMONb30oBaHus B Microsoft
Hyper-V. BbinonHute cnepyowue 4ENCTBUSA.

1. OtkpoviTe YnpaBneHue AUCKamm, LLENKHUTE NPaBoOM KHOMKOWM Mbllwn No Ao6aBrieHHOMY ANCKY U
BbibeprTe CBOWCTBA U3 pacKpbIBAKOLLErOCS MEHHO.
= Disk Management - O x
File Action View Help

o T Hm = F D

Volume [ Layout Type I File System | Status [ Capacity | Free Spa... | % Free
= (2] Simple Basic MNTFS Healthy (B... 199.51 GB 188.89GB 95%
o 855 _WEAFREV EN-... Simple Basic UDF Healthy (P... 5.5% GEB OMB 0%
= System Reserved Simple Basic MTFS Healthy (5.. 300ME 153 MB NH

= Disk 0 ! |

Basic System Reserved <)
am_m GEB 500 BB MNTFS 199.51 GB NTF=
Online Healthy [Systemn, Active, Primary Parl | Healthy (Boet, Page File, Crash Dump, Primary Partition)

“© Disk 1 e

Unkngasm
10,00 1 Online
Cifflim
Properties [:}
Help W

B Unallocated @ Frimary partition

2. TpoBepbTe HacTporiku Ha Bkragke MPIO. lNMepBoe noaknioveHHOE LieneBoe yCTPONCTBO CTaHOBUTCA
aKTUBHbIM/ONTUMN3UPOBAHHBIM 1 NPEANOYTUTENBHBIM MYTEM.
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VSTORAGE VSTOR-DISK. Multi-Path Disk Device Properties >

General Policies  Volumes MFIO  Drver Details Events

Select the MPIO policy: Fail Cwer Only &
Description

The failover policy employs one active/optimized path and all ather
paths are active/unoptimized, standby, or unavailable. The non-
active/optimized paths wil be tied round-obin upaon failure of the
active/optimized path until an available path is found.

DSM Mame:  |Microsoft DSM Dietails
This device has the following paths:
Path I1d Path State TPG... TPG State Wi, ™
F7040000 Active/Optimi... 1 Active/Optimi....
77040001 Standby 2 Standby
77040002 Standby 3 Standby b
£ >
To edit the path settings for the MPIO policy, select a Edit

path and click Edit.

To apply the path settings and selected MPIO policy, Apply
click Apphy. B

Cancel

3. Pasgenute n otchopmaTupyiite AMCK 0bbIYHLIM 0Opa30M.
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= Disk Management - (] .
File Action View Help
o @ EE=HD
Volume | Layout | Type | File System | Status [ Capacity [ Free Spa... | % Free
- () Simple Basic NTF5 Healthy [B... 19851 GE 188.89GEB 93 %
== Mew Volume (E) Simple Basic NTFS Healthy (P... 10.00 GB .96 GB 100 %
- 555 XBAFREV_EM-.. Simple Basic UDF Healthy (P... 3539 GE 0B 0%
== Systern Reserved Simple Basic MNTFS Healthy (5. 500 MB 153 ME %
H . !
= Disk 0 I
Basic System Reserved i)
200.00 GB 500 MB MTFS 1559.51 GB NTFS
Cnline Healthy {Systern, Active, Primary Par || Healthy (Boot, Page File, Crash Dump, Primary Partition)
= Disk 1 .|
Basic Hew Volume (E)
10.00 GB 10,00 GB NTFS
Online

Healthy (Prirnary Partition)

B Unzllocsted W Primary partition
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4 Ooctyn K TomaMm NFS

B aTom pasgene onuncaHbl cnocobbl noakntoveHust Tomoe NFS Knbep MHdpacTpykTypa B Linux 1
macOS.

MpumeyaHue
B HacTosiwee Bpems Knbep NHdpacTpykTypa He noaaepxuBaeT BCTpoeHHbI NFS-knneHT Windows.

4.1 MNopkntoyeHne akcnoptoB NFS B Linux

OkcnopT NFS, cosaaHHbIn B Kubep MHdpactpykTypa, MOXHO NOAKMHO4YMTL NOA06HO Nntobomy apyromy
KaTanory, akcnoptuposaHHomMy Yepe3 NFS. Bam noHapobutcs IP-agpec (unmn ums xocta) toma NFS n
naeHTucmkaTop Toma.

B KoHCONM BbINONHMTE cneaykoLLye KoMaHapil:

# mkdir /mnt/nfs
# mount -t nfs -o vers=4.0 <share_|P>:/<share_name>/ /mnt/nfs

roe:

¢ -overs=4.0 — Bepcusi NFS, koTopasi 6yaeT ncnonb3oBaTtbCsl.
Knbep NHdpacTpykTypa nogaepxmsaeT Bepcun NFS 4.0 n 4.1.

» <share_IP>—|P-agpec Toma NFS. Takxe MOXHO ncnonb3oBaTtb umsa xocta Toma NFS.

¢ /<share_name>/— nyTb KOPHEBOro aKcnopTa, Hanpumep share1. [1na nonb30BaTENbCKUX IKCNOPTOB
YKaxuTe X NomHbIv NyTb, Hanpumep /<share_name>/export1.

¢ /mnt/nfs — cywiecTByOLMIA NMOKaNbHbIA KaTanor, K KoTopomy 6yaeT NoaKnioYeH aKCropT.

4.2 TopkntoyeHne akcnoptoB NFS B macOS

OkcnopT NFS, co3aaHHbIn B Kubep MHdpactpykTypa, MOXHO NOAKNHO4YMTL NOA06HO Nntobomy apyromy
KaTanory, akcnoptupoaHHomMy 4Yepe3 NFS. Bam noHapobutcs IP-agpec (unun umsa xocta) toma NFS n
noeHTnmKaTop Toma.

MoxHO ncnonb3oBaTb KOMaHAHYIO CTPOKY mnu Finder.
* B KOHCONU BbINOSIHUTE CrieayloLmMe KOMaHAabl:

# mkdir /mnt/nfs
# mount -t nfs -o vers=4.0 <share_|P>:/<share_name>/ /mnt/nfs

roe:
o -overs=4.0 —Bepcusa NFS, koTopas 6yaeT Mcnonb30oBaThCS.
Knbep NHpacTpykTypa nogaepxusaeT Bepcun NFS 4.0 n 4.1.

° <share_|IP> —IP-agpec Toma NFS. Takxe MOXHO ncrnonb3oBaTb MMs xocta Toma NFS.



° [<share_name>/— nyTb KOPHEBOr0 3KCMNopTa, Hanpumep sharel. [1na nonb3oBaTeNbCKUX
SKCMOPTOB yKaxuTe UX NOSHbIN NyTb, Hanpumep /<share_name>/export1.

° /mnt/nfs — cyLLLEeCTBYIOLLNIA NIOKaNbHBIN KaTasnor, K KoTopoMy 6yAieT NoAKIIOYEH SKCMOPT.

¢ B Finder BbinonHuTe cnepytouine oencTeug.

1. 3apaite Bepcuio NFS 4.0. [Ins atoro gobasbTe cTpoKy nfs.client.mount.options = vers=4.0 B caiin
letc/nfs.conf.

2. B okHe Finder > Nepeittn > MoaknioyeHue K cepBepy ykaxute nfs://192.168.0.51:/<share_
name>/

roe:

° 192.168.0.51 — IP-agpec Toma NFS, Takxe MOXHO ncnonb3oBaTtb nMsa xocta Toma NFS;

° [<share_name>/— KOpHEBOW NyTb 3KcnopTa. [N nonb30BaTENbCKMX 3KCMOPTOB YKaXMUTe MX
NonHbIV NyTb, HAaNpuMep /<share_name>/export1.

3. Haxmwute MoaknouunTb.

MpunoxeHwne Finder nogkntoumT aKcnopT K nanke /Volumes/<share_name>/.
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